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PCI Data Security Standard

The assessment focused on over 400 controls within the following twelve domains of the PCI Data Security Standard

Build and Maintain a Secure Network

1. Install and maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other security 

parameters

Protect Cardholder Data

3. Protect stored cardholder data

4. Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program

5. Use and regularly update anti-virus software or programs

6. Develop and maintain secure systems and applications

Implement Strong Access Control Measures

7. Restrict access to cardholder data by business need to know

8. Assign a unique ID to each person with computer access

9. Restrict physical access to cardholder data

Regularly Monitor and Test Networks

10. Track and monitor all access to network resources and cardholder data

11. Regularly test security systems and processes

Maintain an Information Security Policy 12. Maintain a policy that addresses information security for all personnel
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Summary of the Assessment

• Protiviti team performed onsite and remote fieldwork 

between July 11, 2020 through December 15, 2020.

• Fieldwork was conducted through a variety of 

methods including documentation review, interviews, 

technical analysis, and physical investigation.

• Issue identified in which vendor responsible for 

logging practices did not retain logs for the required 

year, and did not include all appropriate systems.  

Issue has been remediated.

• All CFX individuals involved were extremely helpful 

and well attuned to the importance of the 

assessment.
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Confidentiality Statement and Restriction for Use

This document contains confidential material proprietary to Protiviti Inc. ("Protiviti"), a wholly-owned subsidiary of Robert Half ("RHI"). RHI is a publicly-traded company 

and as such, the materials, information, ideas, and concepts contained herein are non-public, should be used solely and exclusively to evaluate the capabilities of 

Protiviti to provide assistance to the consumer Company, and should not be used in any inappropriate manner or in violation of applicable securities laws. The contents 

are intended for the use of the consumer Company and may not be distributed to third parties.


