
MINUTES
CENTRAL FLORIDA EXPRESSWAY AUTHORITY

AUDIT COMMITTEE MEETING
November 2'1,2014

Committee Members Present:

Ray Elwell, City of Orlando Representative

Eric Gassman, Orange County Representative

Kaye Dover, Osceola County Representative
Bruce McMenemy, Seminole County Representative

Committee Member Absent:

Barbara Lehman, Lake County Representative

Also Present:

Angela Carloss, Recording Secretary/Administrative Coordinator
Lisa Lumbard, lnterim Chief Financial Officer
Laura Kelley, Deputy Executive Director of Finance & Administration
Linda Brehmer Lanosa, Deputy General Counsel
Michelle Maikisch, Director of Public Affairs and Communications

Phil Fretwell, Protiviti
Jeff Tecau, Protiviti
David Taylor, Protiviti

Joel Knopp, Moore Stephens Lovelace

Dan 0'Keefe, Moore Stephens Lovelace

CALL TO ORDER

The meeting was called to order at 9:00 a.m. by Eric Gassman, who is Chair of the Audit Committee, per

the charter.

Linda Brehmer Lanosa, Deputy General Counsel, gave the committee an introduction to Sunshine Law and

the CFX Ethics Policy,

INTRODUCTIONS

Those in attendance at the meeting introduced themselves,

PUBLIC COMM ENT

There was no public comment
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING
November 21,2014

APPROVAL OF MINUTES

Mr, Elwell and Mr, Gassman were on the previous Audit Committee and were able to attest to the accuracy
of the minutes,

A motion was made by Mr. Elwell and seconded by Mr. Gassman to approve the August 21,2014
Audit Committee minutes as presented. The motlon carried unanimously; Ms, Lehman was not
present,

AUD]T OF FY 2014 FINANCIAL STATEMENTS

Dan O'Keefe and Joel Knopp of Moore Stephens Lovelace presented the Audited Financial Statements for
Fiscal Year 2014 as part of their required communications, They submitted the financial statements to the
Government Finance Officers Association for the Achievement for Excellence in Financial Reporting,

A motion was made by Ms. Dover and seconded by Mr. McMenemy to accept the Fiscal Year 2014
Financial Statements as presented, The motion carried unanimously; Ms. Lehman was not present.

MANAGEMENT'S REPORTS ON RISK ASSESSMENT AND INTERNAL CONTROL MATTERS

Staff presented regarding risk assessment and internal control matters, Laura Kelley, Deputy Executive
Director of Administration and Finance, presented on the System for Assessing and Monitoring Significant
Risks, Lisa Lumbard, lnterim Chief Financial Officer, presented on the Effectiveness of lnternal Controls,

Ms. Lanosa presented regarding the System for Maintaining Compliance with Laws and Regulations,

System for Monitoring Compliance with Code of Ethics, and the Effectiveness of the Hotline Reporting

System, There have been no calls to the hotline this year,

INTERNAL AUDIT BACKGROUND AND ST OF FY 2OIs INTERNAL AUDIT PLAN

Phil Fretwell of Protiviti introduced the background information of lnternal Audit for the new members of the

Audit Committee and reviewed the lnternal Audit Plan for Fiscal Year 2015 (attached), The FY 2015

lnternal Audit Plan will have to be revisited throughout the year as some time was built in for certain audits

that need time to develop, such as All Aboard Florida, lt was also mentioned that Linda Brehmer Lanosa

would be the designated General Counsel for the Audit Committee going fonruard.

CONTRACTS AUDIT REPORT

Jeff Tecau of Protiviti presented the Contracts Audit report, This audit report is the first audit since 2009

that is free of audit findings, The report is attached,

A motion was made by Mr. Elwell and seconded by Mr. McMenemy to accept the Contracts Audit

Report as presented. The motion carried unanimously; Ms, Lehman was not present.
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING
November 21,2014

PCI REPORT ON COMPLIANCE

David Taylor of Protiviti presented lhe 2014 Payment Card lndustry (PCl) Report for acceptance

The PCI Assessment with Report on Compliance is a restricted reportfor security reasons, The report was
provided and subsequently collected by the lnternal Auditor at the meeting,

Please note: "This document is exempt from public records disclosure pursuant to F,S, 282.318. lt shall
not be copied or distributed in any manner, lt may not be inspected or reviewed by any persons other than

those authorized by CFX to receive it, Upon conclusion of review, those persons authorized shall return the

document to the CFX lnternalAuditor,"

It was noted that they are currently in the process of a PCI Gap Assessment due to an update in PCI

standards in2015,

A motion was made by Ms. Dover and seconded by Mr, Elwell to accept the PCI Assessment with
Report on Compliance, The motion carried unanimously.

PRIOR AUDIT RECOMMENDATIONS FOLLOW.UP AUDIT

Laura Kelley reviewed the Prior Audit Recommendations Follow-Up, There are no new Past Due items;

however, Ms, Kelley covered the Past Due items for the benefit of the new Committee members, This item

does not go to the Board unless there are items that the Committee feels needs Board attention,

A motion was made by Mr. McMenemy and seconded by Mr, Elwellto accept the Prior Audit
Recommendations Follow-Up. The motion carried unanimously.

AUDIT COMMITTEE CHARTER

Protiviti provided the Charter and a matrix of responsibilities that the Audit Committee must complete each

year, Much of this matrix was covered at this meeting, Protiviti asked the Committee to review and accept

the new Audit Committee Charter,

A motion was made by Ms. Dover and seconded by Mr. Elwellto accept the Audit Gommittee

Charter as presented. The motion carried unanimously.

ADJOURNMENT

The meeting adjourned at 10:14 a.m.
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING
November 21,2014

Pursuant to the Florida Public Records Law and CFX Records Management Policy, audio tapes of all

Board and applicable Committee meetings are maintained and available upon request to the Custodian of
Public Records at publicrecords@CFXway,com or 4974 ORL Tower Road, Orlando, FL 32807,
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Central Florida Expressway Authority
Audit Committee Meeting Agenda

November 21,2014,9:00 to 10:30 AM

I. Call to Order and Public Comment

Pursuant to Florida Statute 286.0114 (2013), the Audit Committee will allow public comment
on any matter either identified on this meeting agenda as requiring action, or anticipated to
come before the Committee for action in reasonable proximity to this meeting. Speakers shall
be limited to three minutes per person and the assignment of one person's time to another or
designation of group spokesperson shall be allowed at the discretion of the Committee
Chairman.

II.

m.

rv.

V.

VI.

vII.

vn.

Introductions - Inþ ltem

Approval of Minutes of August 21,2014 - (Tab A)-Actíon ltem

Review and Acceptance of Audit of Fiscal 2014 Financial Statements, Required Communications

Moore, Stephens, Lovelace (Tab B) - Action Item

Management's Reports on Risk Assessment and Internal Control Matters - Info ltem

A. Effectiveness of System for Assessing and Monitoring Significant Risks

B. Effectiveness of Internal Controls

C. Effectiveness of System for Maintaining Compliance with Laws and Regulations

D. Effectiveness of System for Monitoring Compliance with Code of Ethics

E. Effectiveness of Hotline Reporting System

Internal Audit Matters - Protiviti (Tab C)

A. Internal Audit Background and Status of Fiscal 2}l4tntemal Audit Plan - Inþ ltem

B. Review and Acceptance of Contracts Audit Report - Aclíon llem

C. Review and Acceptance of PCI Report on Compliance-Actìon Item

D. Review and Acceptance of Prior Audit Recommendations Follow-Up Report - Action ltem

Review and Approval of Audit Committee Charter (Tab D) - Action ltem

Adjournment
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY

AUDIT COMMITTEE MEETING

August 21,20'14

Committee rs Presenf:

Ray Elwell, City of Orlando Representative

Eric Gassman, Orange County Representative

Bill Merck, Community Member

Committee Members Absent:

Vacant, Board member

Vacant, Board member

Also Present:
Joe Passiatore, General Counsel

An gela Carloss, Record in g Secretary/Ad m i n istrative Coord in ator

Lisa Lumbard, lnterim Chief Financial Officer

Phil Fretwell, Protiviti

Jeff Tecau, Protiviti
Laura Kelley, Deputy Executive Director of Finance & Administration

Participatinq via phone:

David Taylor, Protiviti

CALL TO ORDER

The meeting was called to order at 9:00 a.m, by Eric Gassman, who served as chair for this meeting,

PUBLIC COMMENT

There was no public comment,

APPROVAL OF MINUTES

A motion was made by Mr. Elwell and seconded by Mr. Merck to approve the April 21,2014 Audit
Committee minutes as presented. The motion carried unanimously; Board Members are not present

as positions are vacant.

FY 2014INTERNAL DIT PLAN UPDATE

Phil Fretwell of Protiviti gave a brief update of the lnternal Audit Plan, Protiviti has completed the lnternal

Audit Plan for FY 2014 with the acceptance of today's audits, and is under budget for the year,

Page 1 of3



MINUTES
CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING

August 21, 2014

REVIEW AND ACCEPTANCE OF DATA AUDIT REPORT

David Taylor of Protiviti presented the Sensitive Data Audit Report for acceptance.

The Sensitive Data Audit Report is a restricted report for security reasons, The report was provided and

subsequently collected by the lnternal Auditor at the meeting,

Please note: "This document is exempt from public records disclosure pursuant to F,S. 282.318. lt shall

not be copied or distributed in any manner, lt may not be inspected or reviewed by any persons other than

those authorized by CFX to receive it, Upon conclusion of review, those persons authorized shall return the

document to the CFX lnternal Auditor."

The Committee instructed Protiviti to add this audit report to the list of items for follow up to assure sensitive

information is removed in accordance with the report,

A motion was made by Mr. Merck and seconded by Mr. Elwellto accept the Sensitive Data Audit
Report as presented. The motion carried unanimously; Board Members are not present as positions
are vacant.

REVIEW AND ACCEPTANCE OF BUSINESS IMPACT ANALYSIS REPORT

David Taylor of Protiviti presented the Business lmpact Analysis Report for acceptance,

The Business lmpact Analysis Report is a reshicted report for security reasons, The report was provided

and subsequently collected by the lnternal Auditor at the meeting,

Please note: "This document is exempt from public records disclosure pursuant to F,S, 282.318, lt shall

not be copied or distributed in any manner, lt may not be inspected or reviewed by any persons other than

those authorized by CFX to receive it, Upon conclusion of review, those persons authorized shall return the

document to the CFX lnternal Auditor."

A motion was made by Mr. Elwell and seconded by Mr. Merck to accept the Business lmpact

Analysis as presented. The motion carried unanimously; Board lllembers are not present as

positions are vacant.

REVIEW AND ANCE OF PROPOSED FISCAL YEAR 2015 INTERNAL AUDIT PLAN

Phil Fretwell and Jeff Tecau reviewed the proposed FY2015 lnternalAudit Plan (attached). Board

Members were not included in the interview process due to the changes in the Board during the process
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING
August 21 , 201 4

Note that the PCI Compliance Audit is a separate contract, The Ethics Policy and Senate B¡ll 230 are to be

audited as one project,

The Committee suggested that the AllAboard Florida Audit have the budget reduced by $8,100 and have

the timing of that audit be subject to approval by the Audit Committee based on where the Authority is in

the process.

A motion was made by Mr. Merck and seconded by Mr. Elwellto approve the Fiscal 2015lnternal
Audit Plan subject to the All Aboard Florida Audit budget reduced by $8,100 and the timing of that
audit subject to approval by the Audit Committee. The motion carried unanimously; Board Members
are not present as positions are vacant.

RESPONSIBILITIES UNDER AUDIT COMMITTEE CHARTER

As the meeting was a short meeting, this was not able to be covered. lt was decided that this would be

reviewed at the first meeting by the new members of the Audit Committee,

OTHER BUSINESS

The Committee thanked Mr. Merck for his service on the Audit Committee, as the proposed new Audit

Committee structure does not include a community member.

ADJOURNMENT

The meeting adjourned at 9:46 a.m,

Pursuant to the Florida Public Records Law and CFX Records Management Policy, audio tapes of all

Board and applicable Committee meetings are maintained and available upon request to the Custodian of
Public Records at publicrecords@CFXway,com or 4974 ORL Tower Road, Orlando, FL 32807,
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MffiSTEPHENS
CPAs & ADVISORS

I

I

ReOUIREo AUDFoR GoUMUNIGATIoNS
FIScAL Yenn EruDED JUNE 30,2014

Presented by:
Dan O'Keefe, CPA, MBA, CFE

Shareholder

Celebrating 40 Years of Excellent Client Service



CPAs & ADVISORS

Celebrating 40 Years of Excellent Client Service



o Engaged to aud¡t GFX's financial
statements for the year ended June 30,
2014.

o lssued an opinion as to whether or not
GFX's financial statements are presented
fairly, in all material respects, in
conformity with GAAP.

MOORE STEPHENS
I.O\ÆLACE cPÀs & ÀDVISoRsMSL Celebrating 40 Years of Excellent Client Service



th

o Report on Internal Control Over Financial
Reporting and on Compliance and Other
Matters

o Report on
Govenants

Gompliance with Bond

o Examination
Gompliance

Report on Investment

o Management Letter

MOORE STEPHENS
IO\ÆL,ACE cPAs & ADVISoRSMSL Celebrating 40 Years of Excellent Client Service



Management Responsibilities included :

. Establishing and maintaining internal controls, as well as
monitoring internal controls

. Selecting and applying appropriate accounting and reporting
principles

. Making all financial records and related information available to us

. Disclosing any related parties

. Adjusting the financial statements for material misstatement

. Designing and implementing programs to prevent and detect fraud

. Informing us of any known or suspected fraud or illegal acts or
allegations of same without regard to materiality

MOORE STEPT{ENS
LO\ÆLACE cPÀs & ÀDVISoRSMSL Celebrating 40 Years of Excellent Client Service
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Auditor Responsibilities included :

Performing our audit in accordance with generally
accepted auditing standards and the standards
appf icable to financial audits contained in Government
Auditing Standards and the Rules of the Auditor
General.

These standards are designed to provide reasonable, but
not absolute, assurance that the financial statements are
free of material misstatement.

MOORE STEPFIENS
LO\ÆIACE cPAs & ADVISoRSMSL Celebra ting 40 Years of Excellent Client Service



We considered GFX's internal controls over
financial reporting as a basis for designing
our audit procedures.

We d¡d not express an opinion on the
effectiveness of GFX's internal controls.

MSL Celebrating 40 Years of Excellent Client Service



We performed tests of the GFX's compliance
with laws, rêgulations, contracts, bond
covenants, and grant agreements, âs
appl¡cable.

MSL Celebrating 40 Years of Excellent Client Service



There were no aud¡t adjustments made during
the course of the aud¡t.

There were no
differences.

unreported or unadjusted

We had no disagreements with management.

As far as we know, management d¡d not receive
opinions from otheÎ accoüntants.

MOORE STEPHENS
I.O\ÆI,ACE cPAs & ÀDVISoRSMSL Celebraling 40 Y"utr of Excellent Client Service
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A Risk-Based Aud¡t Approach requires the use of our
professional judgment in determining materiality and
audit areas of significance.

Our procedures included:
. Testing transactions on a sample basis
o Verifying account balances we deemed significant
o Analysis of relevant controls
. lnqu¡ry
. Analytics
. Other procedures we deemed necessary

MOORE STEPHENS
IO\YELACE cPAs & ADVISoRsMSL Celebrating 40 Years of Excellent Client Service



We obtained certain representations from
management, iîcluding :

o Records provided complete
o No known communications from regulatory

agencies concerning noncompliance
o Responsible for internal controls
. No undisclosed knowledge of fraud or suspected

lraud
o Financial statements complete
o Responsible for compliance
o Gomplied with contractual obligations

MOORE STEPT{ENS
IO\ÆLACE cPAs & ÀDVISoRSMSL Celebrating 40 Years of Excellent Client Service



CFX identified Lisa Lumbard, lnterim GFO, âs the
management-level ¡ndividual to oversee our work
and take responsib¡l¡ty for GFX's financial
statements.

Our Team was made up of:
o Governmental Specialists
o lT Specialists

MOORE STEPHENS
LO\ÆLACE cPAs & ADVISoRsMSL Celebrating 40 Years of Excellent Client Service



Audit Stage Dates

lnterim fieldwork

Year-ênd fieldwork

Review of Financial Statements

June 2014

4u9.2014 - Sept.
2014

Oct.2014

Presentation to the Aud¡t
Gommittee
Submission to State

November 2014

November 2014

Submission of GAFR to GFOA December 2014

MOORE STEPHENS
LO\ÆIACE cPAs & ADVISoRsMSL Celebrating 40 Years of Excellent Client Service



MffiSTEPHENS
CPAs & ADVISORS
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Cetebrating 40 Years of Excellent CIient Service
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(in thousands)

Year Ended
6t30t14

Total Assets and Deferred Outflows

Total Liabilities and Deferred lnflows

Net Position

Operating Revenue

Operating Expenses

Operating lncome

Change in Net Position

% lncrease in Operating Revenue
olo Decrease in Operating Expense

MOORE STEPHENS
LOVEIACE cPAs & ADVISoRS

$ 4,534,000

$ 3,155,000

$ 1,379,000

$ 326,000

$ 77,ooo

$ 249,000

$ 153,000

7.2o/o

(1.21o/o

MSL Celebra ting 40 Years of Excellent Client Service



2014 2013

(in thousands)

Unrestricted Assets

Restricted Assets

GapitalAssets

Deferred Outflows of Resources

TotalAssets and Deferred Outflows

Revenue Bonds Outstandi ng

Other Liabilities

Deferred lnflows of Resources

Total Liabilities and Deferred Inflows

Total Net Position

Total Liabilities, Deferred lnflows, and Net
Position

MOORE STEPHENS
LO\ÆLACE cPAs & ADVIsoRS

2,675,000

474,000

6.000

3,155,000

1.379.000

L4*ã34,Ilfl0

2,683,000

511,000

6.000

3,200,000

1.227 -OOO

s_4AZr-009

MSL Celebrating 40 Years of Excellent Client Service



2014 2013

Operating Revenues

lnvestment and Other lncome

Total Revenues

Operating Expenses

lnterest Expense

Total Expenses

Ghange in Net Position

Net Position, Beginning of Year

Net Position, End of Year

Debt Seruice Ratio Wo Gas Tax Pledge

MOORE STEPHENS
IOVELACE cPAs & ADVISoRs

$ r,379,000 $ 1.2n ,oo0
1.99 1.91

$ 326,000

5.233

331.000

77,000

102.000

179.000

152,000

1.227.000

304,000

11 .000

315.000

78,000

109.000

187.000

128,000

1.099.000

$

MSL Celebrating 40 Years of Excellent Client Service
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Powerful lnsights.
Proven Delivery.'"

Central Florida Expressway Authority

lnternal Audit Overview and History

prot
a

IV
a o

l't
@ 2014 Protiviti !nc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors. This report
provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly and adversely impact these risks
end côntrols ih ways that this report did not and cannot ant¡cipate.



About Protiviti: Firm Overview

i (www.protiviti.com) is a global consulting firm that helps clients solve problems in finance,
logy, operations, governance, risk and lnternal audit

Through our network of more than 75 offices in over 25 countries, we serve more than 40 percent of
FORTUNE@ 1000 and Global 500 companies. We also work with smaller, growing companies, including
those looking to go public, as well as with government agencies. Protiviti is a wholly owned subsidiary of
Robert Half International lnc. (NYSE: RHI). Founded in 1948, Robert Half International is a memberof
the S&P 500 index

p rotiviti
tR¡5k & B!a,nr..!5 Coijù11'nç Protiviti's cl¡ents

include more than:

4Ùoloot all
Fortune@ 1000
and Global500
companres.

Protiviti ¡s one of
the fastest
growng
consulüngfirms
worldwide. Our
revent¡es have
increased from
US 915 million in
2OO2,to US $518
million in 2013.

€

€UROPI,MIDOLÉ IASI'A'RICÂ

. 3,100
professlonals

. 1,0(XÞ clients

. 75+ offìces

. 25 countries in
Americas,
Europe and
Asia-Paciflc

IHT ÂMfFICAS

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report did not and cannot ant¡cipete.
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About Protiviti: Our Solution Offerings
Since ourfounding we have grown and deepened our core solution offerings needs of
our global client base. We outline our solution offerings below and have highlighted key areas in which we have
partnered with the Central Florida Expressway Authority.

lnternalAudit
lnternal Audit Quality Assurance Reviews

lnternational Financial Reporting Standards
(rFRS)

lT Audit Services

SOX and Financial Reporting Controls
Compliance

Data Mining & Analytics

Financial Remediation & Reporting Compliance

Financial I nvestigations

Fraud Risk Management

Managing lT Security & Privacy
- Security Strategy & Program

Management
- Data Security and Privacy

- VulnerabiliÇAssessment
Managing the Business of lT
- Strategy and Alignment
- lT Process lmprovement
- lT Governance and Risk

Management
iE --..- -, ì..,.-. .::. ...,,..,I; ...... i l - ^-- --,;l it-" J.-.: i!r r:.ir !" tlr i'i:r

- :---l::i' ;:ii¡:: ir¡,}¿ ,íi iì=i=ii¡c¡i:
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@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

2 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Our lnternal Audit Leadership

Our lntemal Audit leadership provides the Central Florida Expressway Authority with the confidence that our
professíonals deliver leading internal audit practices and practical solutions targeted and customized to l'fs needs.

I-

Palivitj

Ptot¡viti

æ:E

. Protiviti is one of the largest firms exclusively dedicated to risk management and internal audit
services with over 1,000 clients across the world.

. As of February 2014, Protiviti has approximately 550 members of The lnstitute of lnternal Auditors.
This is one of the three largest group memberships within the association.

. We are one of only six Partners in Progress with the Institute of lnternalAuditors (llA).

. We serve on the lnternational Board of the llA and chair its N.A. Finance Committee.

. We served on the Advisory Committee for the COSO ERM Framework.

. We were awarded The llA's "Lawrence B. Sawyer " Award for outstanding achievement in
supporting & promoting the Certified lnternalAuditor Program.

. Protiviti has over 250 members of the Information Systems Audit and Control Association, the
leading global organization for information governance, control, security and audit professionals.

. Forrester rated Protiviti's current offering of end-to-end risk consulting services with a score of
4.45, stating in its report that "Protiviti is a very capable firm offering a wealth of information and
intellectual property that it makes readily available to its clients."

. Since Protiviti is not a public accounting firm, there are no conflicts of interest that might threaten
the objectivity and independence of an organization's external audit. Protiviti also has extensive
experience working with the public accounting firms (in their external audit role) when providing
services.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

3 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this repoÉ did not and cannot anticipate.
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History of lnternal Audit at CFX

Protiviti was initially engaged by the Central Florida Expressway Authority as the InternalAudit Service provider in 2009 and again in
2013, each time after a competitively bid process.

As lnternalAuditor, Protiviti has issued more than 40 intemal audit reports, inclusive of annual risk assessments/internal audit plans and
semi-annual reports on the follow-up of prior audit recommendations.

Dating to a 2005 Orange County Audit of the Authority, the Authority's managementteam and the Audit Committee have partnered to
implement 97o/o of more than 280 recommendations that have been made to improve the Authority's internal control environment or to
make the Authority's business processes more efficient or effective.

These 280+ recommendations are exclusive of audit work performed around PCI compliance and assistance that Protiviti has provided
the Authority in its affirmation of compliance with the DHSMV Drivers License or MotorVehicle Record Data Exchange Memorandum of
Understanding, Section V - Safeguarding lnformation.

Twice a year, lnternalAudit performs a follow-up review on the status of all open management action plans from prior year audits. A
semi-annual report on the status of open action plans is prepared and presented to management and the Audit Committee. lnternal
Audit first began this process in June 2009 and continues to monitor and report on the Authority's status and implementation of action
plans to address prior audit recommendations. Once an action plan from a prior audit is deemed completed by Authority management
and independently verified by lnternalAudit, it is removed from the list.

The summary table depicted on the following page presents the progress the Authority has made on the status, as of August 2014, of all
recommendations issued from prior InternalAudit reports, as followed-up on by lnternalAudit between the period of June 2009 and
August 2014. Recommendations from prior reports have been subjectively classified by lnternalAudit into different descriptive
categories deemed to best reflect the nature of each recommendation.

@ 2014 Protiviti lnc. All Rights Reserved. This document hes been prepared for use by CFX's management, audit comm¡ttee and board of direc'tors.

4 This report provides information about the condition of risks and intemal controls at one po¡nt in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report d¡d not and cannot anticipete.
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Prior Audit History

The chart below depicts reports issued by Protiviti to CFX that did NOT result in recommendations that required management action.
lnstead, these projects were performed to assess risk, identify improvement opportunities, or to enable CFX to report on compliance.

FY 201s

Pending

Pending

Pending

FY 2014FY 2013FY 2012FY 20fiFY 2010FY 2009Risk Assessment Activities

Enterprise Risk Assessment and lnternal Audit Plan

Fraud Risk Assessment

Back Office Consolidation Risk Assessment

Business I mpact Analysis

Sensitive Data Review

Compliance Activities

Payment Card lndustry (PCl) Data Security Standard
Report on Compliance

DHSMV Data Security Assessment

Remediation Activities

Prior Audit Recommendations Follow-u p (twice/year)

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

5 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Prior Audit History - Recommendations

The chart below depicts reports issued to CFX resulting in recommendations that required management action
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Audit Report

Orange County Audit**
Oranqe County Audit*
Buildinq Audit**
Vehicle lssues Audit**
Toll Revenue and Violations Audit**
External Auditor Management Letter Comments**
Corporate Governance Audit**
Citizen's Advisory Committee Support
Ethics Policy Compliance Review

Accounts Payable Spend Data Audit
lT Change Management Review

Contracts Audit
TransCore Cost Validation*
Vendor Billing Audit
Accounting SOD and System Accæss Review

Procurement Compliance Audit
Fraud Risk Assessment and lnternal Control Testinq

lT Strategic Alignment Benchmark Analysis
Human Resources Process Review

Toll Violations Audit
Riqht of Way Acquisitions Audit
Contracts Audit
Procurement Audit of Competitive Bidding - Phase 1

Procurement Audit of Competitive Bidding - Phase 2

Toll Revenue Audit
Contracts Audit
Maintenance and Safety Plan Compliance Audit
Contracts Audit
Contracts Audit
Total

Fiscal Year

2005

2007

2008

2009

2009

2009

2010
2010
2010
2010
2010
20't1

2011

2011

20't1

2011

20't1

20't1

2012
2012
2012
2012
2013
2013
20'13

2013
2014
2014
2015

* Projects performed by a third-parÇ other than Protiviti

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

6 This report provides information about the condition of risks and internal controls at one po¡nt in time. Future events and changes may significantly
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Prior Audit History - Recommendations

Prior Recommendations,
by Category

Prior Recom mendations,
by Status

I Complete I ln Processr Procurement

r Finance & Accounting

I Human Resources

r ROW

3%

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of direc{ors.

7 This report provides information about the condition of risks and intemal controls et one point in time. Future events and changes may significantly
and adversely impac{ these risks and controls in ways that this report did not and cannot anticipate.

I Governance & Ethics

I Operations

r Compensation & Benefits
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Powerful lnsights.
Proven Delivery.'"

Central Florida Expressway Authority

lnternal Audit Plan
For the Fiscal Year Ending June 30, 2015
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Your Internal Audit Team

General Counsel

Audit Committee

Protiviti Engagement Team

Michael Porier
Tolling I ndustry Advisor

Managing Director

Other lnternalAudit Managers Seniors and
Consultants

Level and experience will be matched to prolect need

Jon Critelli
Contract Audit

Subject Matter Expert

Jeff Tecau
lnternalAudit

Director

Teresa Mallary
lnternalAudit

Manager

David Taylor
lT Audit

Managing Director

Willy Alvarado
lT Audit

Associate Director

Phil Fretwell
Overall Engagement
Managing Director

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.
g This report provides information about the condition of risks and internal controls at one po¡nt in time. Future events and changes may significantly

and adversely impact these risks and controls in ways that this report did not and cannot anticipete.
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Background
Risk assessment is a critical element of a high-quality lnternalAudit department's responsibility and provides the opportunity to be
"front and cente/'with senior leadership as a strategic partner in the review and management of key business risks. The
objective of the fiscal 2015 risk assessment was to identify and prioritize key areas of risk within the Authority to consider in
designing the fiscal 2015 lnternalAudit plan. The approach utilized in conducting the fiscal 2015 risk assessment and in
developing the fiscal 2015 InternalAudit plan is depicted below:

ldentify Key Areas
of Risk to be

Assessed

-Confirm and update prior year risk areas based upon review of prior year work
papers, audit results, and discussions with senior manegement and the Board

-Determine preliminary risk ratings based upon prior year results
-Review areas of potential fraud risk as identified in prior years t7

.D

Assess & Prioritize
Areas of Risk

-Conduct interviews with management to confirm and validate the cunent
enterprise risk model and the identified fraud risks and to gain additional insight
around risk trending

-Aggregate and compile resulting information
-Provide a graphical representation of enterprise risks on a risk heat map to
prioritize areas of risk

r/

Select Focus
Areas

- Evaluate the prioritized enterprise risks and management commentary to
determine Internal Audit focus areas lor 2015

- Develop and define a preliminary listing of proposed IntemalAudit projects to
address the areas of focus

"..Ë'"T¿f
ç;?8

Develop & Approve
Audit Plan

-Establish high-level scoping statements and levels of effort for proposed projects
-Finalize budget allotments and propose projects forAudit Committee approval
-Finalize proposed timing for selected projects
-Finalize lnternalAudit plan and obtain Audit Committee approval

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of direc'tors.

1g This report provides information about the condition of risks and intemal controls at one point in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Interview List

The following fifteen (15) members of management and key vendors were interviewed to gather information for the fiscal
year 2015 lnternalAudit plan:

Name

Neel Long

Corey Quinn

Glenn Pressimone

lranetta Dennis

Michelle Maikisch

David Wynne

Rene Rodrigue

Dan Goff

Title

Director of Human Resources

Director of Expressway Operations

Project Manager, Engineering

Director of Development

Manager of PR and Communications

Manager of Toll Operations

lnformation Security Manager

Vendor; FTS Project Manager

Name

Joe Berenis

Laura Kelley

Joe Passiatore

Lisa Lumbard

Claude Miller

Joann Ghizlett

Ben Dreiling

Title

Deputy Executive Director

Deputy Executive Director

GeneralCounsel

lnterim Chief Financial Officer

Director of Procurement

Director of lnformation Technology

Director of Construction
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Fiscal 2015 lnternal Audit Plan Overvie
The Authority's fiscal 2015 lnternal Audit budget is $389,000, including the PCI Assessment of $65,100. The projects approved by the Audit
Committee for inclusion in the 2015 plan are consistent with the budget. The project allocation, by type of lnternal Audit project, is as follows

I 
Performance and Compliance

- Prior Audit Recommendations: Semi-Annual Follow-up

- Contract Billing Audits

- Ethics Policy Compliance Audit

- 2013 COSO Framework Governance Review

- All Aboard Florida Review

- Back Office Customer Contact Center Review

I lnformationTechnologyI
- DHSMV Data Security Assessment

- PCI 3.0 Gap Assessment

- ITS Security Review

Budget Allocation

$18,000

$30,000

$39,000

$25,000

$31,900

$s0,000

$25,000

$20,000

$45,000

Frequency

Annual

Annual

5 Year Gycle

One Time

One Time

One Time

Annual

One time

One Time

Annual

Annual

Annual

Other

- Fiscal 2016 lntemal Audit Plan and Risk Assessment $2s,000

Administation

- Board and Audit Committee Meetings $15,000

Total lnternalAudit Budget $323,900

PGI Assessment with Report on Gompliance* $65,100 
*

GRAND TOTAL $389,000

'The PCI Assessment ¡s a sepaEte contrac{ and is not ¡ncluded in the lntemal Audit contract

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

12 This report provides information about the condition of risks and intemal controls at one point ¡n t¡me. Future events and changes may significantly
and adversely impac{ these risks and controls in ways that this report did not and cannot anticipate.
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3 Year lnternal Audit Projects Schedule
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25,OOOs
15,OOOs
1a,ooos
30,ooos
25,OOOs

S 113,ooo

s 6s,1OO

x

X

x

X

X

x

x

s 113,OOO

x
X

x
S 113,ooo

25,OOOs
15,OOOs
1a,ooos
3(),ooos
25,OOOs

S 113,oooI
s 6s,1OOI

x

x
x

X

x
X

x

25,OOOs
31,900s
50.ooos
20,ooos
45,OOOs

s 3a9,ooo

25,OOOs
15,OOOs
1a,ooos
30,ooos
25,OOOs

S 113,oooI
s 6s,1OO

-

S 39,ooo

201-4

20!4
20L4
20L4
2014

20LO
20tL
20]-t
20L2
20L2
20!3
20!3
N/A

20L4
207-4

N/A
N/A

-

N/A
N/A
N/A
N/A
N/A
N/A

N,/A
N/A

Annual

Annual
Annual
Annual
Annual

5 Year Cvcle
5 Year Cvcle
5 Year Cycle
5 Year Cycle
3 Year Cycle
3 Year Cycle
3 Year Cvcle
3 Year cvcle
3 Year Cycle
3 Year Cycle
3 Year Cycle
3 Year Cycle

One Time

3 Year

One Time
One Time
One Time
One T¡me
One Time
One Time
One T¡ñe
One T¡me
One T¡me
One T¡me

lnternal Audit Plan and Risk Assessment

Board and Audit Committee Meetinqs
Pr¡or Year Recommendat¡ons: Sem¡-Annual Follow-up
Contract B¡llinP Aud¡ts
DHSMV Data Secur¡ty Assessment

Tota I

s8230

on

nce Audit

20t4

20ao

Annual

5 Year

PCI Assessment with

CoEth¡cs
Purchas¡ne SÞend Data Aud¡t
Account¡ng Svstem Access and SOD Rev¡ew
Humen Resources Process Review

R¡ght of Way Aud¡t
TollViolat¡ons Audit
Toll Revenue Aud¡t
Procurement Aud¡t gf Larse Contract Awards
lT General Controls Review
Document Retent¡on and Records Management Audit
Sens¡tive Data ,/ Data Management Rev¡ew
Maintenance and Safety Plan Compliance Aud¡t
Soc¡al Med¡a Pol¡cy Aud¡t

2013 COSO Framework Governance Rev¡ew

ReviewDisaster

All Aboard Florida Review
Back Office Customer Contact Center Review
PCI 3-O Gão Assessment
ITS Secur¡ty Rev¡ew
PCI Risk Assessment
lnternal Penetrat¡on Test
Toll¡ne Svstem ReDlacement lmÞlementation Review
Commun¡cat¡ons Program Rev¡ew
CaDital Pro¡ects Consultant Review
lT Seruicê Mânâeêmeht Rev¡ew

Grand Total
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Fiscal 2015 lnternal Audit Projects

$25,000

$15,000

$18,000

$30,000

$25,000

$39,000

Strategic Planning

Fraud

N/A

Various

Contract Management

Contract Performance
Reporting

Cost Containment

Procurement and Vendor
Selection

lT Security

Ethical Behavior

Financial Reporting

We will conduct a risk assessment to highlight the Authority's current year risk profile, to
identify risk trends, and to form the foundation for the fiscal yea¡ 2O1512016 lnternal Audit Plan.
ln addition, we will conduct the annual review of the completeness of the fraud risk universe
and annual refresh of the fraud risk assessment. The information and findings will be utilized
to develop the 201512016 lnternal Audit plan, with a focus on addressing opportunities
identified during the risk assessment process-

Protiviti will attend Board meetings and prepare for and present at all Audit Committee
meetings during fiscal year 2015. This includes document preparation time and preparation
time with management and the Audit Committee in advance of meetings.

This work will focus on semi-annual follow-up on the status of all OPEN action plans from prior
year audits. ln addition, internal audit will consider re-auditing closed recommendations for
selected areas from prior year audits as requested by management or the Audit Committee.

This audit will encompass a selection of 2 or 3large engineering, construction, maintenance,
operations, or legal contracts on an annual, rotational basis, with the objective of verifying that
internal controls are in place to ensure work performed for the Authority under large contracts
has been billed in accordance with contractual terms and conditions. The work will include
testing pricing and hours worked for accuracy and validity, testing invoice approvals, testing
vendor compliance with other contractual obligations, using data analytics to identi! high risk
vendors and/or change orders, and trending key spend data and other data points for
management review and consideration.

The objective of this assessment is to review intemal controls for gaps in design related to the
requirements set forth in the DHSMV Drivers License or Motor Vehicle Record Data Exchange
Memorandum of Understanding (MOU), Section V - Safeguarding lnformation.

CFX has a formal ethics policy in place and will update it to incorporate new ethics language
imposed by Florida state legislation. Later in the year, lnternal Audit will review the policy and
(l ) leverage leading practices to suggest additional areas for consideration to include in the
policy and (2) review compliance with the policy, including the new provisions added as a
result of Florida state legislation.

Fiscal 2016 lnternal Audit
Plan and Risk Assessment

Board and Audit Committee
Meetings

Prior Audit
Recommendations: Semi-
Annual Follow-up

Contract Billing Audits

DHSMV Data Security
Assessment

Ethics Policy Compliance
Review

1

2

3

4

5

6

Project Estimated
Cost

RisksProject Description

@2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.
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and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Fiscal 2015 lnternal Audit Projects

$50,000

$25,000

$31,900

Governance

Ethical Behavior

Strategic Planning

Access to Capital

Political Environment

Cost Containment

Back Office
Consolidation

Cost Containment

Customer Satisfaction

fhe Commiftee of Sponsoing Organizations of the Treadway Commission (COSO) is a
voluntary private sector initiative dedicated to improving organizational performancæ and
governance through effective internal control, enterprise risk management, and fraud
deterrence. On May 14,2013, COSO released an updated version of its lntemal Control-
lntegrated Framework. SEC registrants subject to Sarbanes-Oxley requirements are
converting to the new framework by December 15, 2014. The objective of this review will be to
leverage the newly issued 2013 COSO framework and related points of focus to review CFX's
governance level internal controls for gaps to leading practicÆs.

The objective of this project will be to review the background of CFX's comm¡tments to All
Aboard Florida to outline CFX's obligations, future exposures, expected spend, necessary
contract¡ng, and potential land acquisitions associated with the projecl.

With the existing delay of a back office consolidation of the customer contac't center, Protiviti
subject matter experts will conduct a performance review of the existing customer contact
center operation, with a focus on risks around the efficiency and effectiveness of operations,
to provide the Authori$ with opportunity to consider risks, results, or leading practices to put
into place during the interim or to cons¡der dur¡ng an eventual move to back office
consolidation. This review may entail (1) Organizational Analysis (interviews, training and
quality assurance, evaluation of 3rd-party vendors/suppliers, and staffing / scheduling), (2)
Detailed Contact Analysis (to collect a statistically valid sampling of calls through a
combination of direct, side-by-side call observation and analysis of recorded calls to review
call processing, applications used, how effectively technology and call processing is applied,
what issues the agents typically face during the progress of a call, and how effectively
customers are served), (3) Technology / lnfrastructure Application Review, end (4) Statist¡câl
Analysis to extrapolate call handling costs and related performance.

2013 COSO Framework
Govemance Review

All Aboard Florida Review

Back Office Custome¡
Contact Center Review

7

I

9

Project Project Description Estimated
Cost

Risks#

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.

15 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
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Fiscal 2015 lnternal Audit Projects

Fiscal 2015 PCI Assessment

$45,000

$20,000

lT Security

lT Security

Protiviti will conduct an system security review of lntelligent Transportation Systems. This
review will include an assessment of access controls, harden¡ng procedures, patching
processes, and remote connectivity of ITS systems to identif, security risks that exist in the
ITS network.

Protiviti will conduct a gap assessment to identify new items that must be addressed to
maintain compliance with the PCI DSS under version 3.0.

ITS Security Review

PCI 3.0 Gap Assessment

l0

11

Project Description Estimated
Cost

Project Risks

$65,1 00lT Security
This project will be to fully test the Authority's compliance with the PCI Data Security
Standard, (PCI-DSS) version 3.0 and issue a Report on Compliance (ROC). The testing will
cover all twelve sections of the PCI-DSS.

PCI Assessment with
Report on Gompliance

1

Project Project Description Est¡mated
Cost

Risks#

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
16 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly

and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Other Potential lnternal Audit Projects
Not lncluded in the FY15 lnternal Audit Plan

$50,000

$45,000

$35,000

$45,000

$7s,000

Cost Containment

Fraud

Procurement

Contract
Management

Contract
Performance

Reporting

Procurement ând
Vendor Selection

Fraud

Toll Violations

Toll Collections

Cash Handling

This audit will encompass a selection of large engineering and construction contract awards.
The work will include testing the awarding process of contacts that are not "low bid" awards, and
evaluating the process for shortJisting vendors and for scoring proposals. We will review the bid
packages and awarding criteria for contracts selected for audit and verifo there is proper
justification for each award. We will also review for any evidence of excessive vendor
preference.

This audit will focus on reviewing the processes, policies, procedures, technology, and reporting
in place around the violations process to verify the process is woking as intended. Focus will be
on enhancing the efficiencies around the proæss to review violations and to bill and collect
violations revenue. Samples of deleted / voided unpaid toll notices will also be reviewed to verify
there is sufficient justification for voiding.

This audit will focus on cash toll collections and electron¡c tolling collections, with the objectives
to review (1) controls exist to ensure revenue data captured at the point of origin is completely
and accurately recorded to the financial statements, (2) physical safeguarding controls exist
around cash (including the use of security and surveillance, data analytics, monitoring and
reporting, and counts / other reconciling activities), (3) controls in place around processing
revenue adjustments to customer accounts are operating according to policy, and (4)
appropriate monitoring and measurements are in place to review toll revenue. Additionally, lT
general controls around supporting systems and information technology will be reviewed.

This review will focus on a IOOYo interrogation of spending data over a 3 year history to identify
opportunities for recovery such as vendor overpayments, unused vendor credits, etc. We will
use our proprietary tools to review the Authority's detailed spend data for areas of leakage and
audit against contracts and other available information as red flags are identified. As a side
benefit to any actual recoveries, we will also focus on identifying potential frauds, root c¿¡uses
and process improvement opportunities.

The objective of this review is to analyze the key construction and engineering processes
performed by third-party engineering consulting firms in support of large cap¡tal projects. We will
utilize the Project Management Body of Knowledge as the framework to identify and assess key
processes performed by third-party engineering consulting firms related to project scope, time,
cost, quality, communications, and risk management. We will identify current controls within the
various processes and test key controls for operating effectiveness. We will also identify
potent¡al control gaps within the processes and work with management to develop
recommendations and next steps to address the control gaps.

Toll Violations Audit

Toll Revenue Audit

Purchasing Spend Data Audit

Capital Projects Consultant
Review

Procurement Audit of Large
Contract Awards'l

2

3

4

5

Est¡mated
Cost

Project DescriptionProject Risk
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Other Potential lnternal Aud¡t Projects
Not lncluded in the FY1 5 lnternal Audit Plan

$20,000

$35,000

$30,000

$50,000

Rec¡rds Management

Cost Containment

Public Relations

Records Management

Financial Reporting

Fraud

Business Continuity

The Authority is in process of implementing an updated document retention and records
management policy. This review will focus on the Authority's processes and policies in place
around records management and to comply with public records laws. Additionally, we will
review documentation retention schedules specific to document classification (different types
must be kept for a different lengths of time) for consistency with rules established by the Florida
Secretary of State.

This audit will encompass reviewing the Authority's right of way process every 5 years, including
right of way acquisitions through negotiated seftlement and acquisitions through the use of
em¡nent domain. Potential areas of review around right of way acquisitions include property
owner notif¡cetion, business owner notification, offers, good faith negotiations, suits,
agreements, closings, and settlement. Areas of review regarding potential use of eminent
domain include legal settlement, mediated settlement, fees and costs, preparation of lawsuits
and petitions, timing, business damage claims and costs.

The financial close and related accounting processes will be rev¡ewed for appropriate
segregation of duties among Authority personnel. Protiviti-developed tools will be leveraged to
veri! segregation for each key accounting cycle around the following: Physical custody of
assets, adjustments to accounting records, approvals of accounting transactions, and review
responsibilities. ln addition, we will also review access rights within the Eden financial package
to verify system access restrictions appropriately support segregation of duties and to identify
segregation of duties conflicts within the system. We will recommend compensating monitoring
controls to the extent necessary.

This review will focus on the lT Disaster Recovery plans, including existing policies and
procedures. The review will include an assessment of the documented plans as well as the
foundational efforts that were performed to create them (such as a Business lmpact Analysis).

Document Retention and
Records Management Audit

Right of Way Audit

Accounting System Access
and Segregation of Duties
Review

Disaster Recovery Review

6

7

8

9

Project Project Description Est¡mated
Cost

Risk#
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Other Potential lnternal Audit Projects
Not lncluded in the FY1 5 lnternal Audit Plan

$30,000

$s0,000

$65,000

$25,000

$30,000Communications

Communications

lT lnfrastructure

lT Applications

Strategic Planning

Communication

lT Security

lT Security

The purpose of this audit is to review the Authority's social media program, with a focus on how
social media is utilized within the Authority for maketing purposes, how it is being used to
enhance customer service (customers) , and how social media use by employees and is
monitored by the Authority for compliancæ (employees). Recommendations around enhancing
the Authority's social media policy and process will be made around key risk exposures. Finally,
testing will be perform for key controls in place.

Leverage Protiviti subject matter experts to review the Authority's communications program to
create brand awareness, training and onboarding for new Board members, and enhance the
overall rebranding efforts. Leading practice ideas for improving communications and marketing
will be shared as appropriate.

This review will focus on lT operational effectiveness and entail the following: ( l) Processes for
receiving, responding to and prioritiz¡ng requests for work; (2) Program and project management
procedures and governance entities; (3) Review of overall roles and responsibilities for
alignment with technology strategy and business objectives; (4) Review of lT service
menagement procedures (potentially using lTlL); (5) Analyze the procædures for commun¡cat¡on
and transparency of lT projects and effectiveness; (6) Compare with leading practices, evaluate
matur¡ty, and provide specific recommendations for effectiveness/ efficiency.

PCI requirement 12 states that organizations must implement a risk assessment process that ¡s
performed annually, identifies critical assets (and their corresponding threats and
vulnerabilities), and results in a formal risk assessment. Protiviti will conduct a risk assessment
for CFX of CFX's lT environment that will identify asset groupings within the PCI environment
and assign them a value. Th¡s value is based on the likelihood and potential impact of threats
posed to these assets, the vulnerabilities they have, and the safeguards surrounding them.
Assets with higher values have higher risks, and can help prioritize actions through PCI
compliance efforts.

Protiviti will assess the security of internal networks, devices, and servers as part of an internal
penetration test. This test will identify risks to those networks, devices, and servers posed by
outdated software, missing patches, or insecure configurations. Attempts will then be made to
exploit these vulnerabilities with manual techniques.

Social Media Policy Audit

Communications Program
Review

IT Service Management
Review

PCI Risk Assessment

lntemal Penetration Test

l0

1'l

12

13

14

Project Project Description Estimated
Cost

Risk#

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
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Other Potential lnternal Audit Projects
Not lncluded in the FY1 5 lnternal Audit Plan

$35,000

$45,000lT Security

Toll Collections

The Authority will replace all roadside equipment, toll plaza imaging system s and host
database at the toll plazas during FY15. Th¡s audit will focus on evaluating the Author¡ty
procedures for monitoring and identiffing potentially revenue loss that may occur during the
implementation of the tolling system replacement project and identify potential revenue
collections from the vendor.

This review will compare CFX's information security practices and procedures to the ISO
27001 f¡amework. This framework is widely recognized as the benchmark for assessing /
creating overall information securi$ programs. Protiviti will utilize an adapted version of the
Camegie Mellon Capability Maturity Model (CMM) to report on the results. The CMM helps to
identify critical areas that must be addressed before an organization can progress to a more
mature state.

Tolling System
Replacement
lmplementation Review

ISO 27001 lnformation
Security Review

l5

l6

Project Project Description Estimated
Cost

Risks#

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of direclors.
29 This report provides information about the condition of risks and intemal controls at one point in time. Future events and changes may significantly

and adversely impact these risks and controls in ways that this report did not and cannot enticipate.
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lnternal Aud¡t Timeline

Selected Audits

1. Fiscal 2016 lnternal Audit Plan and Risk Assessment

2. Prior Audit Recommendations: Semi-Annual Follow-Up

3. Contract Billing Audits

4. DHSMV Data Security Assessment

5. Ethics Policy Compliance Review

6. 2013 COSO Framework Governance Review

7. All Aboard Florida Review "

8. Back Office Customer Contact Genter Review

9. ITS System Securig Review

10. PCI 3.0 Gap Assessment

FY 2015 Estimated Project Timeline

O+
O+ Þ

O+
Þ

Administration

11. Board and Audit Committee Meetings

PCI Assessment

12. PClAssessmentwith Report on Compliance

* Timing subject to approval by the Audit Committee

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.
21 This report provides information about the condition of risks and intemal controls at one point in time. Future events and changes may significantly

and adversely impact these risks and controls in ways that this report did not and cânnot antic¡pate.
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Appendix A
lnternal Aud¡t Gharter

@ 20'14 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
22 This report provides information about the condition of risks and intemal controls at one po¡nt in time. Future events and changes may significantly
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lnternal Aud¡t Charter

Gentral Florida Expressway Authority
Fiscal 2OlS lnternal Audit Department Charter

MISSION
The mission of the internal audit department is to provide the Authority Board with unbiased, objective assessments
of whether Expressway resources are responsibly and effectively managed to achieve intended results.

PURPOSE
Internal audit's purpose is to add value, improve operations, and enhance transparency. lt helps the Expressway
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness
of risk management, control, and governance processes.

INDEPENDENCE
The InternalAuditor Director is appointed by the Expressway Authority Board, and reports to them through the Audit
Committee. The role of the InternalAudit Director may be filled by an outside firm that provides internal audit
services to the ExpresswayAuthority on an outsourced basis. For administrative purposes, the InternalAudit
Director reports to the GeneralCounsel. To ensure independence, the internal audit function has no direct
responsibility or any authority over any of the activities or operation of the Expressway.

@ 20'14 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFT's management, audit committee and board of directors.

23 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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lnternal Aud¡t Charter

AUTHORITY
Everything the Expressway Authority does is subject to assessment by internal audit. lnternalAudit shall have full, free,
and unrestricted access to all activities, records, properties and personnel. The lnternalAudit Director shall have direct
and independent access to members of the Audit Committee. The internal audit department is authorized to allocate
resources, set frequencies, select subjects, determine scopes of work for projects as approved by the Audit Committee,
and apply the techniques required to accomplish audit objectives. In addition, the lnternalAudit Director may obtain the
necessary assistance of personnel in units of the organization where they perform audits, as well as other specialized
services from within or outside the organization, as approved by theAudit Committee.

SCOPE
Management is responsible for establishing and maintaining risk management, control, and governance processes. The
scope of work of internal audit is to determine whether management's processes are adequate and functioning in a
manner to ensure:

Risks are appropriately identified and managed.
Interaction with the various governance groups occurs as needed.
Significant financial, managerial, and operating information is relevant, reliable and understandable.
Employee actions comply with policies, standards, procedures, and applicable laws and regulations
Resources are acquired economically, used efficiently, and adequately protected.
Programs, plans, and objectives are achieved.
Quality and continuous improvement are fostered in control processes.
Significant legislative or regulatory issues are recognized and addressed properly.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

24 This report provides information about the condition of risks and intemal controls at one point in time. Future events and changes may signÍficantly
and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Internal Audit Charter

RESPONS¡BILITY
The internal audit department's responsibility includes, but is not limited to

. Develop a flexible annual audit plan using appropriate risk-based methodology, including any risks or control
concerns identified by management, and submit that plan to the Audit Committee for review and approval.

' lmplement the annual audit plan, as approved, including, and as appropriate, any special tasks or projects
requested by management and theAudit Committee.. Maintain a professional audit staff with sufficient knowledge, skills, experience, and professional certifications to
meet the requirements of this Charter.. Establish a quality assurance program by which the lnternalAudit Director assures the operation of internal
auditing activities.

. Perform consulting services, beyond internal audit's assurance services, to assist management in meeting its
objectives. Examples may include facilitation, process design, training, and advisory services.. Evaluate and assess significant merging/consolidating functions and new or changing seryices, processes,
operations, and control processes coincident with their development, implementation, and/or expansion.. lssue periodic reports to the Audit Committee and management summarizing results of audit activities as well as
results of internal and external assessments conducted in association with the QualityAssurance and
lmprovement Program.

' Keep theAudit Committee informed of emerging trends and successful practices in internal auditing.. Provide a list of significant measurement goals and results to the Audit Committee.. Assist in the investigation of significant suspected fraudulent activities within the organization and notify
management and the Audit Committee of the results.. Consider the scope of work of the external auditors and regulators, as appropriate, for the purpose of providing
optimal audit coverage to the organization at a reasonable overall cost.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
25 This report provides information about the condition of risks and intemal controls at one point in time. Future events and changes may significantly

and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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lnternal Aud¡t Charter

STANDARDS
Internal audit shall comply with the lnternational Standards for the Professional Practice of InternalAuditing of The
Institute of InternalAuditors. Consistent with the llA Standards, internal audit recognizes the mandatory nature of
the Definition of lnternalAuditing, the Code of Ethics, and the llA Standards.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.

26 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
and adversely impac{ these risks and controls in ways that this report did not and cannot antic¡pate.
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Appendix B
Enterprise Risk Assessment
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Enterprise Risk Assessment

To assist with the development of the fiscal 2015 Internal Audit Plan, Internal Audit used prior years' risk models and risk trending
data as the starting point for discussions with management. Internal Audit asked management to consider the current business
environment, critical business initiatives, and prior year audit results to provide input on which risks warranted the most focus in
today's environment. In addition, management was asked to identify any new risks that may not have been considered in past years
for inclusion in the current risk model.

lnternal Audit utilized the aggregated input obtained during interviews with management and from risk surveys of management to
develop a list of potential intemal audit projects forfiscal2015, with the objective being to help the Audit Committee and management
mitigate areas of highest residual risk, monitor areas of high inherent risk, or to mitigate areas where risks are trending higher.

Risk is defined as follows:

Risk:

. ls the possibility of an event occurring that will have a negative impact on the achievement of goals and objectives and
could also include the cost of missing an opportunity.

lnherent Risk:

. ls the amount of risk to the business given the environment in which it operates, without considering the application of
controls. The risks identified on the following page represent the risk areas deemed most important for the Authority to
manage and control in order to achieve its goals and objectives.

Residual Risk:

. ls the amount of risk remaining afterthe application of management controls. Residual risk was judgmentally considered
for purposes of this fiscal2014 audit plan in the selection of potential projects for inclusion in the plan. The results of the
residual risk assessment are depicted via the Enterprise Risk Map on the following pages.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

2g This report provides information about the condition of risks and intemal controls at one point in t¡me. Future events and changes may significantly
and adversely ¡mpact these risks and controls ¡n ways that this report did not and cannot anticipate.
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FX Risk Model

Strategic
Execution

Financial
Reporting

Operational
Execution

Regulatory I
Gompliance

- Shategic Planning* -

- Regulatory Changes^

- Governance*

- Communication

- Back Office Consolidation"

Organization Structure*

Statewide I nteroperabi I ity

Political Environment

Leadership

- National lnteroperability

- Succession Planning*

- Access to Capital

- Ethical Behavior*^

- Outsourcing*

- Toll Rate Management

Financial Reporting*

Cost Containment*^

Budgeting

Fraud"^

Bond Financing / Covenant Compliance

TollViolations*

Toll Collections*

lT Applications*

Human Resources*

Public Relations*

Maintenance & Safety*

Contract Performance Reporting*^

Procurement and Vendor Selection*^

Management Performance Reporting*

Cash Handling"

Treasury and Liquidity Management

- lT lnfrastructure* / Business Continuity*

- lT Security*^

- lT Change Management*

- lnsurance Coverage

- Customer Satisfaction

Contract Management*^

Represents risks addressed by intemal audits conducted during fiscal years 2OO9 - 2014.

^ Represents areas to be addressed by Fiscal 2015 lntemal Audit projects

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.

29 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significantly
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Enterprise Risk Map - Residual Ris
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Strategic Planning

Organization Structure

Succqçsion Planning

Regulatory Changes

Access to Capital

Statewide lnteroperability

Governance

Political Environment

Ethical Behavior

Communication

Leadership

Outsourcing

Toll Rate Management

Back Office Consolidation

National Interoperability

FINANCIAL REPORTING

Bond Financing / Govenant Gompliance

Fraud

Management Performance Reporting

Budgeting

Cost Gontainment

Trcasury and Liquidity Management

Gash Handling

P¡ocu¡ement and Vendor Selection

Contract Pedormance Reporting

Financial Reporting

Toll Violations

Toll Collections

lT Application Gontrols

Human Rqsourcqs

lT lnfrastructure/ Business
Gontinuity

lT Security and Access

lT Ghange Management

Insu¡ance Coverage

Public Relations

Customer Satisfaction

30

LOW i,IEDIUM HIGH

Likelihood

"The enterprise risk rankings above are based on managemenfs evaluation.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.
This report provides information about the condition of risks and intemal controls at one point ¡n time. Future events and changes may significantly
and adversely impact these risks and controls in ways that this report did not and cannot ant¡cipate-
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Risks Not Addressed through lnternal Audit

None - not typically an area that can be addressed by
internal audit.

None - not typically an area that can be addressed by
intemal audit.

None - not typically an area that can be addressed by
internal audit.

None - not typically en erea that can be addressed by
internal audit.

None - remaining risks are not significant enough to cost
justify additional internal audit resources.

None - remaining risks are not significant enough to cost
justifr additional internal audit resources.

None - remaining risks are not significant enough to cost
justify additional internal audit resources.

None - remaining risks are not significant enough to cost
justify additional internal audit resources.

None - remaining risks are not significant enough to cost
justify additional internal audit resources.

None - statewide interoperability is heavily impacted by
data provided by third parties.

None - national interoperability requirements have not
been defined.

Communication risks are principally managed through Board of Directors
and Committee oversight.

Capital has been achieved through bond offerings - see related risks
below.

The political risks are managed by the Executive Director and frequent
communication of issues with the Board and Committees.

Leadership risks are managed by the Board.

Budgeting risks are managed by the Board and Finance Committee,
including an annual presentetion the budget process results bythe CFO

Outside financial advice is provided by third party firms and the e*ernal
auditor considers covenant compliance in connection with the annual
financial statement audit-

Treasury and liquidity risks are managed by the CFO with oversight of the
Finance Committee.

An outside advisor was engaged in fiscal year 2013 to provide advice on
rnsuÍance coverage.

Toll rate management risks are managed by the Finance Committee

Statewide interoperability risks are managed by the Executive Director and
overseen by Authority staff.

National interoperability risks are managed by the Executive Director and
the Board and Committees.

Gommunication

Access to Capital

Political Environment

Leadership

Budgeting

Bond Financing /
Covenant Gompliance

Treasury & Liquidity
Management

Insurance Goverage

Toll Rate Management

Statewlde
lnteroperability

National
Interoperability

Controls and/or Oversight outside of lnternal Audit Audit Committee Evaluation of Additional required
lnternal Audit Effort

Risk

@ 2014 Protiviti lnc. All Rights Reserved- This document has been prepared for use by CFX's management, audit committee and board of d¡rectors.
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Appendix C
Fraud Risk Assessment

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
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Fraud Risk Assessment

f n addition to the Enterprise RiskAssessment and in conjunction with the Fiscal 2015InternalAudit planning
process, lnternalAudit also executed a fraud risk assessment wÍth the objectives of:

1. Conducting a review of the completeness of the Authority's fraud risk universe and a refresh of the fraud
risk assessment last completed during Fiscal year 2014.

2. ldentifying key management activities and prior audits that may help reduce exposure to the highest risk
fraud scenarios, and

3. Proposing InternalAudits projects as part of this plan that may help reduce exposure to the highest risk
fraud scenarios that have not been previously audited within the past 5 years or that do not appear to
receive a high amount of attention from management.

Per the f nstitute of lnternal Auditors (llA) lntemational Standards for the Professional Practice of tntemat Auditing
("Standards') Standard 2120.A2 reads, "The internal audit activity must evaluate the potentialfor the occurrence of
fraud and how the organization manages fraud risk."

The results of the fraud risk assessment work for the most significant or likely fraud risk scenarios are provided as
part of this Appendix.

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX'S management, audit cÆmmittee and board of directors.
33 This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may significan¡y

and adversely impact these risks and controls in ways that this report did not and cannot enticipate.
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Fraud Risk Map - Residual Risk
FRAUD RISK

HIGH

+.o
aú
fL

IUIEDIUM

E

LOW

LOW MEDTUM HtcH

Likelihood
*The fraud risk rankings above are based on managemenfs evaluation.
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Unauthorized / improper use of corporate credit cards / misuse of funds

Awarding of work to related part¡es

Bribery / k¡ckback to award b¡ds

Manegement disdosure of confidential information during procurement

Theft or misuse of conf¡dent¡al financial information

Billing for work not performed or vendor overbillings

Circumvention of procurement

Selective disclosure to Boerd or public

Eamings management

Management ovenide of controls

Nepot¡sm

Use of confidential ¡nformation for personal gain

Solicitation

Price f¡x¡ng

B¡d rigging

Off contract

Payment of false invoices / invoices do not match confact terms

Misuse of company assets / theft of company assets

Falsification of hours worked

Unauthorized adjustment of salary / wages

Theft / forgery of payroll or blank checks

Creat¡on of ghost vendors or employees

Manual joumal entries

Partner bill¡ngs /

Adjustment to customer accounts

Theft of cash

Toll violations

Counterfeit cash

1

4

6

7

9

10

18

20

21

24

¿5

26

27

Managerrent

Th¡rd Party

Er¡ployee

2

13

14

15

'16

17

19

23

8

11

12

22
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Fraud Risk Assessment Results

Risk assessment results and a gap coverage analysis forthe highest ranked fraud risk scenarios are depicted below, considering
management control activities, prior lnternalAudits, and potential next steps / proposed future audits.

Potential Next Steps /
Audits

None

2015 Contract Aud¡t

None proposed; typically
reviewed as part of a

whistleblower complaint

2015 Ethics Policy
Compliance Audit

2015 Governance Review

2015 Contract Aud¡t

2015 PCI Assessment

2015 Contract Audit

Prior Audits

q. 2010 Purchasing Spend Audit

q. 201.7, 2072, 2OL3 and2OL4
Contract Audits

B. 2011 Vendor Billing Audits
:. 2010 Purchasing Spend Audit

None

q. 2011 and 2013 Procurement
Compliance Audit

B. 2010 Ethics Policy Compliance
Audit

C. 2009 Corporate Governance
Review

A. zOtL,20L2,2O13, and 2O!4
Contract Audits

A. 2014 Sensitive Data Review
B. PCI Assessment with Report on

Compliance

A. 20t1, 2Ot2, 2OL3 and20t4
Contract Audits

B. 2011 Vendor Billing Audits
C. 2010 Purchasing Spend Audit

Management Key Activity

Procurement policies and procedures
are in place.

)rocurement policies and procedures
lre in place.

)rocurement policies and procedures
rre in place.

)rocurement policies and procedures
rre in place.

:thics policy is in place.

3ids / proposals are sealed and
rpened only after the due date.

Sall center employees cannot see

:ustomer financial information once it
s entered into the system.

nvoices are reviewed on mult¡ple
evels prior to payment

Relative Rating

/ Trend

High

High

High

High

High

High

High

Fraud Scenario

Unauthorized / improper use of
corporate credit cards / misuse of
[unds

Payment of false invoices / invoices do
not match contract terms

Awarding of work to related parties

Bribery / kickback to award bids to
Board or Management

lvlanagement disclosure of confi dential
information during procurement

Iheft or misuse of confidential financial
information, e.g. credit card numbers,
bank account information, etc.

Billing for work not performed or
vendor overbillings

Risk

#

L

2

3

4

5

6

7

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit comm¡ttee and board of directors.
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Fraud Risk Assessment Results

Potential Next Steps / Audits

None

\one

2015 Ethics Policy Compliance
\udit

2015 Governance Review

None

None

None; typically reviewed as

part of a whistleblower
complaint

None

Prior Audits

q. 2009 and 2013 Toll
Revenue Audit

B. 2013 Toll Revenue Audit

A. 2011 and 2013
Procurement Compliance
Audit

A. 2010 Ethics Policy
Compliance Audit

B. 2009 Corporate
Governance Review

A. 2009 and 2013 Toll
Revenue Audit

A. 2012 V¡olations Audit

None

A. 2011 Human Resources

Process Review

Management Key Activity

Jutsourced to Third Party

)rocurement policies and procedures are in

clace.

Ethics policy is in place

Reconciliations are performed between
:ash collected, what the collector's system
;ays should have been collected, and the
lreadles.

Unpaid Toll Notices are sent to violators

Procurement policies and procedures are in
place.

iegregation ofduties

Relative Rating /
Trend

High

High

High

Hieh

Medium

High

Medium

Fraud Scenario

Adjustment to customer accounts

Circumvention of procurement

Selective disclosure to Board or
public (lntentionally omitting
detrimental information, debt
covenant violations, ethics
violations, etc.)

lheft of cash

loll violations

Vlisuse of company assets / theft of
:ompany assets

:alsification of hours worked

Risk

#

8

9

1,0

TI

t2

L3

!4

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors
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Fraud Risk Assessment Results

Potential Next Steps / Audits

None

None

None

None

None

\one; typically reviewed as

cart of a whistleblower
:omplaint

None; typically reviewed as

part of a whistleblower
complaint

None

Prior Audits

A. 2011 Human Resources

Process Review

q. 2011 Accounting System
and SOD Review

q. 2011 Accounting System
and SOD Review

3. 2011 Human Resources

Process Review

None

A. 2011 Accounting System
Access and SOD Review

None

None

\lone

Relative Rati

/ Trend
ncl

Management Key Activity

High

þ"rr"r",,on 
of duties

High
þ"sr"er,ion 

of duties

High

þ"*.."r.,,on 

or duties

High þrr"rrr"na of earnings performed

High

þ"rr"rr,,on 
of duties

High

þ"rr"r..,on 
or duties

Medium
resources policies and

ures are in place.

Medium lroll I"n" detection software

I

Fraud Scenario

Jnauthorized adjustment of
;alary/Wages

l-heft/Forgery of payroll or blank checks

3reation ofghost vendors or
:mployees

Earnings Management

ManualJournal Entries

lVanagement override of controls

Nepotism

Counterfeit cash

Risk

#

15

T6

77

18

19

20

2L

22

@ 2014 Protiviti lnc All Rights Reserved. This document has been prepared for use by CFX's management, audit committee and board of directors.
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Fraud Risk Assessment Results

Potential Next Steps /
Audits

2015 Contract Audit

None; typically reviewed
as part of a whistleblower
complaint

2015 Ethics Policy
Compliance Audit
2015 - 2013 COSO

Framework Governance
Review

None

2015 Contract Audit

Prior Audits

A. 2ott,2Ot2, 2013 and 201.4

Contract Audits
l. 2011 Vendor Billing Audits
:. 2010 Purchasine Spend Audit

\one

q. 2010 Ethics Policy Compliance
Audit

l. 2009 Corporate Governance
Review

:. 201L and 2013 Procurement
Compliance Audit

q. 2011 and 2013 Procurement
Compliance Audit

q. 20t1, 2O!2, 2O!3 and2074
Contract Audits

B. 2011 and 2013 Procurement
Comoliance Audit

Management Key Activity

nvoices are reviewed on multiple levels
lrlor to payment

lonflict of interest policies are in place

:thics policy is in place.

)rocurement policies and procedures
rre in place.

2rocurement policies and procedures
rre in place.

Bids / proposals are sealed and opened
rnly after the due date.

Relative Rating

/ Trend

High

High

High

High

Fraud Scenario

)artner billings / payments

Jse of confidential information for
rersonal gain

iolicitation of the Board or
Vlanagement

)rice Fixing

Bid rigging

Risk

#

23

24

25

26

27

@2014Protiviti lnc.All RightsReserved.Thisdocumenthasbeenprepared forusebyCFX'smanagement,auditcommitteeandboardofdirectors
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Powerful lnsights.
Proven DeliveryJ"

Central Florida Expressway Authority

Current Status of the
Fiscal Year 201 5 lnternal Audit Plan
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FY 2015 lnternal Aud¡t Plan Dashboard

Iil Eil E @ DEil IÐ Iil IEil Eil E EEII Id
Internal Audit Projects
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Executive Summary
Overview

ln accordance with the 2015 lnternal Audit Plan, lnternal Audit audited two contracts with a combined contract value exceeding 590,000,000 from
a population of large engineering, service, maintenance, operat¡ons, and construction projects. This is the fifth consecutive year lnternal Audit has
performed contract audits as part of the lnternalAudit plan. Each year, the contracts and related vendors selected for audit have been different.

Obiectives and Results

The objectives of the audit were to (1) identify and test key processes and controls around project funding and bid authorization, project bidding
(sealed bids and competitive sealed proposals), bid awards, bid bond requirements, contract renewals and supplemental agreements, (2) test
vendor compliance with contract terms and conditions, insurance, bond and permitting requirements, and minority and women owned business
('MWBE") requirements, and (3) audit the accuracy of items billed to the Authority in accordance with contract terms and conditions .

There were no findings identified as a result of this audit. This demonstrates the Central Florida Expressway staff is continuing to improve its
process to procure and manage vendor contracts, related costs, and related internal controls.

Proiect Scope and Approach

The audit was performed using a four-phased audit approach as outlined below:

Phase l- Contract Analysis and Selection

To select contracts for audit, lnternal Audit obtained a listing of all active contracts with the Authority and identified a short-list of contracts for
audit and performing a risk analysis based on contract size, duration, terms and conditions, and nature of the work performed. The following
contracts were selected by lnternal Audit for review:

1. Sema Construction #000985 - Contract for the construction of the 4L7 Boggy Creek Road interchange improvement. This contract
began in January 2Ot4 and has a current contract value of SZO.g m¡ll¡on. Per the Authori!y's accounting system (Eden), expenditures to
date at the time of audit totaled approximately Szg.g million.

2. CH2M H¡ll #000746 - Contract for engineer consulting on the Wekiva Parkway Corridor. This contract began in June 2011 and has a

current contract value of S20 million. Per Eden, expenditures to date at the time of audit totaled approximately $4.9 million.

3 @ 2014 Protiviti lnc. All R¡ghts Reserved. Th¡s document has been prepared for use by the Expressway Authority management, aud¡t comm¡ttee, and board of
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Executive Summary

Phase ll- Processes and Controls Review

lnternal Audit performed procedures to review the Authority's processes related to procurement, contract administration, project and cost
management, and supplementalagreement management. Key controls within each of these areas were identified and tested for each contract
selected in Phase l. Details regarding the procedures performed, results, and observations are provided on the following pages and in Appendix A.

ln September 2OL4,lnternal Audit completed a review of the status of audit recommendat¡ons issued in the prior year Contracts Audit report and
verified that all prior year audit recommendations have been incorporated into practice and policy. Prior year observations and recommendations
were also considered and incorporated into 2015 audit testing.

Phase lll - Contract Specific Audit Procedures

lnternal Audit performed detailed procedures to review contract terms, costs billed to the Authority, and other key attributes for each of the
contracts selected for audit from contract inception to August 20,2Ot4. The contracts selected, value, spend to date, sample tested, and
percentage of spend tested are outlined below:

CH2M H¡II 20,000,000 54,976,46s !t! 51,070,157 t¡l 22%

select samples for test¡ng. The invoices selected were tested for compliance w¡th contract terms and conditions.

Authority across several months of the project.

[3] Samples were judgmentally selected to ¡nclude consultant and subconsultant labor charges and consultant expenses.

Phase lV - Reporting and Deliverables

lnternal Audit prepared this report for management review and comment and for issuance to the Authority's Audit Committee.

@ 2014 Protiv¡ti lnc. All R¡ghts Reserued Th¡s document has been prepared for use by the Expressway Authority manegement, audlt committee, and board of
directors This report prov¡des information about the condit¡on of risks and intemal controls at one po¡nt ¡n time. Future events and changes may significantly and
adversely impact these risks and controls in ways that this report d¡d not and cannot ent¡c¡pate.

Contract Contract Value Contract Spend to Date Sample Tested % Spend Tested
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Summary of Results and Procedures Performed
For the contracts selected for audit, lnternal Audit identified risks and tested key controls within the process areas outlined below. Where
applicable, a sample of detailed project costs was reviewed and tested for compliance with contract terms and conditions. Based upon this review,
there were no audit findings or observations for reporting to management or the audit committee ídentified during this audit for fiscal year 2015.

The table below provides an overview of the areas reviewed for each contract audit, and a trending analysis of observations over the past five
years. Further deta¡l of the specific procedures performed is provided in Appendix A.

F:ttt4 Fy13 Ftt2 FYll

Procurement

Contract Administration

Project & Cost
Management

Supplemental
Agreement Management

Vendor Specific Fraud
Risks *

Project funding and bid authorization, project
bidding (sealed bids and competitive sealed
proposals), bid awards, bid bond
requirements, and contract renewals.

Contract terms and conditions, insurance,
bond and permitt¡ng requirements, and
minority and women owned business
("MWBE") requirements.

lnvoice processing project planning
scheduling, and quality control, subcontract
management, cost management, owner direct
material purchases ("ODMP") management,
and project reporting.

Supplemental agreement review, approval,
and execution.

ldentification and testing of controls to
m¡t¡gate potential fraud scenarios and data
analyt¡cs to test potential fraud scenarios.

024

010

0 0 0 L

0 2 1 1

2 4 0 2

0 0 L

N/A N/A N/A 3

2 2 9

029

8

N/A

20

0

0

5

TOTAL: 7t
* Procedures were specific to the ACS vendor contract tested in fiscal year 2011.

@ 2014 Prot¡viti lnc All R¡ghts Reserved This document has been prepared for use by the Expressway Authority management, audit committee, and board of
directors This report provides information about the condit¡on of risks and internal controls at one po¡nt in time- Future events and changes may s¡gnificantly and
adversely impact these risks and controls ¡n ways that this report did not and cannot anticipate

Procedures Performed / Key Areas Reviewed
FY15

Total Controls
Tested

FY15

Number of
Observations

Process
Number of Observations in Prior

Contract Audits

6
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Appendix A

Detailed Audit Procedures Performed

6 @ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by the Expressway Authority management, audit committee, and board of
d¡rectors. Th¡s report provides information about the condition of risks and Intemal controls at one po¡nt ¡n t¡me. Future events and changes may s¡gn¡ficanfly and
adversely impact these risks and controls ¡n ways that this report did not and cannot anticipate.
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Detailed Procedures Performed

@ 2014 Prot¡viti lnc- All Rights Reserved. Th¡s document has been prepared for use by the Expressway Authority management, audit comm¡ttee, and board of
d¡rectors. This report provides ¡nformation about the condition of risks and ¡ntemal controls at one po¡nt ¡n time Future events and changes may s¡gnificantly and
adversely impact these risks and controls in ways that th¡s report d¡d not and cannot antic¡pate.

lnternalAudit performed detailed audit procedures related to the procurement, bidding, contract award,
and contract renewal of all contracts selected for testing. The procedures performed included:

. High level review of the process for establishing bid estimates for large construction contracts;

. Testing of Board approval to advertise for bids and proposals and Board approval of the contract award;

. Testing for the use of five year contract terms and the option for five one year renewals for contracts;

. Testing of the key components of the competitive sealed bid and proposal processes, including:

Þ Completion and utilization of bidding and award schedules;

Þ Timestamps applied to all received proposals and compliance with submittaldeadlines;

Þ The use of bid opening and bid tabulation sheets;

Þ Performance of unbalanced bid reviews for competitive bids;

Þ Completion of disclosure forms completed by the Authority's employees responsible for
evaluatingtechnical and price proposals; and

Þ Comparison of evaluation and scoring to advertised request for proposals.
. Completion and distribution of the monthly expiring contracts report by the procurement department;

and
. Completion and approval of the expiring contract renewal worksheet and Board approval of contract

renewals.

7

Procurement

Contract
Administration

Project & Cost
Management

Supplemental
Agreement

Management
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Detailed Procedures Performed

O 2014 Prot¡vit¡ lnc. All Rights Reserved. This document has been prepared for use by the Expressway Authority management, audit committee, and board of
d¡rectors. Th¡s report provides infiormation about the condit¡on of risks and intemal controls at one point in t¡me. Future events and changes may s¡gnilïcanüy and
adversely ¡mpac{ these risks and controls ¡n ways that th¡s report d¡d not and cannot anticipate.

Proced ures Performed - Contract Ad m i nistration

lnternal Audit performed detailed audit procedures related to key contract terms and conditions utilized by
the Authority and the satisfaction of insurance, bonding, permitting and MWBE requirements by the
contractors selected for testing. The procedures performed included:

. Testing for the review of contracts by the Authority's Legal Counsel;

. Testing of key contract reviews and clauses, including:

Þ Review by the Authority's Legal Counsel; and

Þ Inclusion of key right to audit, termination, and indemnity clauses.

' Outlining and testing of insurance, bonding, and permitting requirements specific to the contracts
selected; and

' Satisfaction of MWBE requirements set forth in the original bid and as required by the Authority.

Contract
Administration

Project & Cost
Management

Supplemental
Agreement

Management
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Detailed Procedures Performed

@ 2014 Protiv¡ti lnc. All R¡ghb Reserved. This document has been prepared for use by the Expressway Authority management, aud¡t committee, and board of
directors. This report prov¡des ¡nfomation about the condition of risks and intemal controls at one point in time. Future events and changes may s¡gn¡ficanfly and
adversely ¡mpact these risks and controls ¡n ways that this report d¡d not and cannot ant¡cipate.

Procedures Performed - Proiect & Cost Management

lnternalAudit performed detailed audit procedures related to invoice processing and approval, project
planning, scheduling and quality control, project cost management and reporting, subcontractor
management, CEI oversight, and ODMP processing. The procedures performed included:

' Testing of a sample of invoices for the projects selected for adequate review and approval by the
appropriate personnel and compliance with the Authority's invoice processing procedures;

' Discussion of current practices in regards to quality control and risk management plans and
performance and quality monitoring;

' Testing of subcontractor approval and a sample of payments made to subcontractors;

' Detailed testing of costs billed for a sample of invoices selected for each of the service contracts
selected and detailed testing of a sample of the quantities billed for each of the construction contracts
selected;

' Utilization and monitoring of the CEI Consultants assigned to construction contracts;
. Discussion and limited testing of changes to project schedules;
. Review of reporting submitted to management on a regular basis; and

' Detailed testing of the ODMP programs implemented for the construction contracts selected.

I

Contract
Administration

Project & Cost
Management

Supplemental
Agreement

Management
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Detailed Procedures Performed

@ 2014 Protiviti lnc. All Rights Reserved. This document has been prepared for use by the Expressway Authority management, audit committee, and board of
d¡rectors. Th¡s report prov¡des infomat¡on about the condition of risks and intemal controls at one point in time. Future events and changes may significanfly and
adversely ¡mpact these risks and controls ¡n ways that this report did not and cannot anticipate.

Procedures Performed - Supplemental Agreement Management

lnternalAudit performed detailed audit procedures related to supplementalagreement execution, review,
and approval. The procedures performed included:

' Testing for Board approval of all supplemental agreements in excess of 550,000;

' Testing for the approval of all supplemental agreements by the appropriate parties;

' Testing of adequate supporting documentation and compliance with contract terms and conditions in
regards to price and scope for all executed supplemental agreements related to the construction
contracts selected for review; and

' Testing of a sample of fuel price and bituminous mix adjustments related to the construction contracts
selected for review.

Project & Cost
Management

Supplemental
Agreement

Management
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Powerful lnsighfs.
Proven Delivery.*

@ 20'14 Protiviti lnc. All R¡ghts Reserved. Th¡s document has been prepared for use by the Expressway Authority management, audit comm¡ttee, and board of
d¡rectors. This report provides information about the cond¡t¡on of risks and intemal controls at one point in time. Future events and changes may s¡gn¡ficanfly and
adversely ¡mpact these risks and controls ¡n ways that this report did not and cannot ant¡c¡pate.
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The PCI Report on Compliance is a restricted report for security
reasons. The PCI Report on Compliance will be provided and

recollected by the Internal Auditor at the meeting.

Please note: "This document is exempt from public records disclosure pursuant to F.S. 282.318.
It shall not be copied or distributed in any manner. It may not be inspected or reviewed by any

persons other than those authorized by OOCEA to receive it. Upon conclusion of review, those
persons authorized shall return the document to the OOCEA Internal Auditor."
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Executive Summary

Recommendations Su m ma ry
2010 Ethics Audit
2010 Contracts Audit
2012 Right of Way Audit
2012 Toll Violations Audit

2013 Contracts Audit
2013 Toll Revenue Audit
2014 Contracts Audit
2014 Maintenance & Safety Plan Audit

Central Florida Expressway Authority

Prior Audit Recommendations Follow-Up

September 15, 2OL4

p rot rvl l-

2014 Prot¡vit¡ lnc. All R¡ghts Reserued. Th¡s document has been prepared for use by CFX's management, audit commfüee and board of d¡rectors. Th¡s

report provides ¡nformation about the condition of risks and internal controls at one po¡rìt ¡n t¡me, Future events and changes may s¡Bn¡ficantly and

adversely impact these r¡sks and controls in ways that th¡s report d¡d not and cannot ant¡cipate.

a a

t
Risk & Business Consulting-

lnternatAudit.
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Executive Summary DRAFT

As part of the Fiscal Year 2015 lnternal Audit plan, lnternal Audit (lA) performed a review of open audit recommendations from prior audit reports to verify the

implementation status reported by management. Open recommendations from the following audits were evaluated:

- 2010 Ethics Audit
- 2010 Contracts Audit
-20t2 Right of Way Audit
- 2OL2Toll Violation Audit
- 2073 Contracts Aud¡t

- 2Ot3 Toll Revenue Audit
- 2OL4 Contracts Audit
-2014 Maintenance and Safety Plan Audit

lnternal Audit last reviewed the status of open audit recommendations in January 2014. Results were reported to the Audit Comm¡ttee at that t¡me.

This review was completed on September L5,20L4, and consisted of meetings with management to determine the status of open audit recommendations and

performing testing of management's response, status, and explanation for all recommendations deemed "Completed" or "ln Process." lf a recommendation

was noted "Not Done," no test¡ng was performed by lnternal Audit. ln addition, only those recommendations that remained open at the t¡me of the last review

have been included in this report. lf a recommendation was completed as of January 24,2014, no further work was performed and the recommendation was

not included for review in this report.

Testing performed included inquiry with the employees responsible for completing the recommendations and obtaining documentation evidence to confirm

management's reported status and explanation. ln instances where the evidence obtained did not agree with management's status, discussions with

management were held and the differences were resolved.

There were no instances where management and Protiviti did not come to an agreement on the status of a recommendation.
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ln Progress / Not Done

as of
September t5,2014*
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0
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Completed Since

January 24,2Ot4

0

0

0

0

0

0
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New

Recommendations

0

0

0

0

0

0

0

5

5

Open as of
January 24,2OL4

L

t
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T

L

L

L

0

7

Audit

2010 Ethics Audit

2010 Contracts Audit

2012 Right of Way Audit

2072 T oll Violations Au d it

2013 Contracts Audit

2013 Toll Revenue Audit

2014 Contracts Audit

2014 Maintenance & Safety Plan

Total

Recommendations Summary

*8 recommendations are classified as "ln Progress." 5 of these recommendations are considered "Past Due."

DRAFT
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DRAFT
Eth¡cs Audit

June 2010 Recommendat¡ons
Status of Reeommendat¡ons

[A Evaluation of
Management's

Status

Concur

Due Date

Original:

8137lto

Revised:

7/37/72

Rev¡sed:

72/3t/t3

Rev¡sed:

72137114

Revised:

!2l37ns

Testing Results

Per d¡scussion with Laura Kelley, Deputy Execut¡ve

Director, the ethics recommendat¡on is expected to be

rddressed in the master plan update, but the update

has been postponed. The Florida Legislature created

the centrâl Florida Expressway Authority, wh¡ch took

over the Orlando Orì¡nge County Expressway Authority
and expanded the Authority ¡nto two additional

counties. The consol¡dation also expanded the Board of
D¡restors to an 11 member board- Three board

members hâve not been appointed and are not

expected to be appointed until after the governor

elections ¡n November, 2014; therefore, the

development ofthe master plan has been postponed

until the rema¡ning three board members are elected-

Management Ver¡ficat¡on / Þ(planat¡on

The Authority has done many things to ¡mprove

the ethical standards ofthe organ¡zat¡on- The

Ethics Pol¡cy has been strengthened by the Board

¡n the pâst two years and has been added to the

Authority's web site. Board members and staff

receive regular eth¡6 tra¡n¡ng in accordance with
the Ethi6 Policy and a hotline has been set up so

thât anyone can anonymously report an eth¡cs

violâtion. All non-payroll check are posted to the

Authority's website. Etlì¡cs standards are an

integral part ofthe organization.

The Board will cons¡der eth¡cs references in the

v¡s¡on and m¡ssion statements through the master

plan development process over the next twelve

months.

Management Status

at
August lt 2014

ln Progress

(Past Due)

Mana8ement
Response

Concur

i. M¡ssion, V¡sion, and Core Values

Ihe exiling vision and m¡ss¡on statements of the

Authority do not reference ethics, core values or

ntegrity to help make eth¡cal values and standards

integral to all company opeEtions and plann¡ng. Eth¡cal

standards should be integrel to the orBanizet¡on and not

simply an "add on" to be cons¡dered after ¡mportant

decis¡ons have been made.
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DRAFT
ConF¿cts Audit

January 2011 Re@mmendations

Status of Re@mmendations

lA EElut¡on of
Manatement's

Status

Concur

Due Date

Or¡g¡nal:

r2l3!2073

Revised:

72l3y2oLs

Revised:

orl3u2077

T6ting Results

Per d¡scuss¡on w¡th Joann Ch¡zlett, D¡rector of lT, this change to
r password based approval key will be part ofthe Central¡zed

Customer Seru¡ce System (ccss) prcject. As part of the ccss
project, the TRIMS system w¡ll be elim¡neted and a new system

will be introduced. Th¡s recommendat¡on w¡ll be incorporated

¡nto the new system.

Per d¡scuss¡on with Dav¡d wynne, the CCSS prcject is currently
in the procurement stage but has been delayed- currently, the
CCSS project ¡s expected to go l¡ve by January 2017- As a resuh,

lhis recommendat¡on has not been fully implemented and is

pend¡ng the complet¡on ofthe ccss project.

Management Verifi etion / Explanat¡on

b) The change to a password based approval key

would be a fairly sign¡ficant change to the ex¡st¡ng

system- The current system ¡s currently be¡ng

reviewed for back office consol¡dat¡on with
Flor¡da's othertoll âgenc¡es. Mak¡ngthese

changes now may be waste ofvaluable lT
resources ¡fthe current system were to be

d¡sposed of in the near term. The Authority will
make this requirement a part ofthe back off¡ce

consol¡dation effort currently underuay.

Manegement Stahrs

at
August 15,2014

b) ln Progres
(Past Due)

Manatement
Respons

Concur

lntemâl Audit Rmmmendation

b) The Authority should utilize CSC Manager and CSC

superu¡sor passwords, rather than PlNs, to aPprove

adjustment transactions ¡n TRIMS (passwords are

requ¡red to be chânged on a regular basis by the

system).
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DRAFT
R'€tr of wry Audfr

Êbruary2oUbmæffiß
Stuôf RêÓñmúdbß

A EElffin of
Malæænt'shs

øncúr

Oñginal:
6ßolD

þv¡sed:
rlLh3

Rdised:
6ßOlal

L17l74

Rw¡sd:
Tlurs

leniEkls

iA) Open - Per disuss¡on with Joe Põs¡¡¡ore, GeneÉløunsl,6e Rightdway cohmhæ ãFrM úe óantes bthe AurÌìorivs PrcpeB Aqußt¡oôs & Disp6t¡on
PlduÉs Månu¿lrqårdin8 parc.lfiles on 1262013. addñonâlly,Se chàqÉ rere appÌd by Se 8€doî1211218

ÌntemålAudñoh¡nede@ryofrhe12,/1Z13b.dm¡n6åndærifiedthrcugh¡Éædonthat6eupd¿Èrereappfd¡nCoßentASendå¡Èmt14 Mdil¡onållf,lnternål

þdfr obÈ¡ned the updaÈd ProFrtytuqu¡sft¡on ênd DisÞil¡on Pl@dua månualpreFred by oß¡de æunselfwideildle, þin6, Wad & WdÈn).lntemalAudn
€dfied ùÞu8h inspdion ùarùe updats ro the mênuelin@ræBted the ddelopmcnt of a dsird lh of d@men6¡on to h me¡nÈind byrhe Mhorityfor ea€h FGI
and idenffid on 1of the followiry 3 checklisÈ: 1) Real EsËÈ kqukfr¡on Oosing A¡úêr Chækl¡n br Non-Lfrigd¡on Pàrcels;2) Reål EsÈÈ Æquìsn¡on Cl6ing Binder Checkl¡r
iorLili¡¡¡on Parcls; end3)ReålEûe aqußn¡on ClGing B¡nderChed¡lturlplus Parcels.

Ihse chdl¡s are ro b ¡ndudd in the fik to help manasementErify æmplæn* of lædstor eåch ¡qu¡cd parcelwfth¡n â ghn prcjd The chætlisÈ are b b
rd¡Md by the Aúhoriry úffon å regular bsis 10 maiÈin 6mpleÞ FGI of Wey @unrel{Wiñdeileêdlq Hain6, Wad &
Wodman, P^ and Shñ&bwen UP),thedæH¡c hæ ndbænimplerenÞd- Geæraløun*land ManåBementbel¡æùeó*klisÈshould be¡mplemenÈd bY

úemãlR¡ght of Wåy Counselâs ã d@hendion blãnd üe æmpldd ód¡stfor eech Frælshould be included in 6e Frcdfile pdded b theAúhority. ilobüons
rhould be mde Ìf tums on the checklßt do nd âppv- Íre Añorityw¡llommun¡æüis requirementto eftrnel RiSht of Way @unel.

(B)&mplere-tnc¡dd¡nthupdeædmånual¡râdmel¡nefortheprffi¡ondtheFmldæumenÈt¡onbyòedemål@ußd Perúemânul,iheR¡3kofwâyLêgâl
øunslshãlldeltuerùe@mpleteFrcdfibtothetuthori!y'sRærdsCuld¡ânnolderthan6monthstsomùedåÈoffinalparceledtu¡ly Thßdeadlineqonvbe
eftdd uÞon writun rqudb the GeneElbunFl's ofñæ

(q OFn - Per d¡sussbn whh loe Pa$¡¿bre, General6ußel, a ómple¡e må*r li$ry of all Freh ¡s creild by *emalR¡tht of Way counslatSe E¡nn¡n8 of å new
onrrudon prcied lhe sÞtus of each Fftl ¡s updåted by enernål R¡Bh¡ of Wåy @unsel bsed on p@ss ãnd ¡s prcvidd to the Auùority fur Biil end disss¡on wery
No wéks.lntemelaùdir ôbÞ¡ned úê mâúr Frellidn$ tum eàó Right olw4 6unslforüe wekivâ Perkwey Pþiedând dæm¡nd lhrcWh insæftn 6ãtthe lisE

¡nclude FreldêËils, âtrbuÈ3rhatpd¡de¡ deÞ¡HsÈBbreâd FE¡, and noG. Perdis¡onwú windeMeedle,ânyFcb6âtareÞæd tum Se marer
lßtiry are trãckd ¡n a sFraÈ lbt¡n8.lnÈrnelMir obÉ¡ned the dropæd parcels lÉing brSe WelM Parkq Prcidfrom Malindå ftå8er (Windêædle).nd deæmine¿
thrcWh ¡ßFdion tH úe lh¡ne did nd ¡dude üc dåÈ the påÉl wõ ercluded åñd a reaen tur ælEion tur eaó Fræl Per discussion whh Shñ & hen, eny FGls
thåtâre rchwd from the D*r lir¡ng are nd curentvùacH ¡n a sepaEÈ lisÍng howær, eûtld@menEtion E reÞind by the fim b suppnthe daÈ of úlus¡on
ånd reåen tor eñusion cenenl øunrel and hnagement beliæ tbt droppd Frek should be d@mented õ Fn of 6e mæter l¡r¡ng tor each prcjd and the dãÞ of

The ffioritywill æmmunbÈ Sis requirementÞ æhâl RiShrot wry 6un*1.

hlwlldVeritubn/ &pbÉbn

bmpleten6 oll¡16 and t¡melns ot
€æipÎ is an mptunt pafr of Chãpter 119

¡mpliaæ. ønsHeqof r@d
kæp¡n8 k aìs imponantto ensuê thât
ùe publ¡cand the Aûhorily hæ â6
lo kqinfomat¡on Elatdto prcperty

aqußft¡on.

Management will update the Prcærty
Aquisfrion and DisÞilion Pædu6
mânúâl to reflú the dBired l¡l of

pr¡sion drhe sme- Managem€nt w¡¡l

wod úh odsideæunelþ cr4te
appÞpÈte chæklBÈ ând iñó@Etê
them into fi e fi 16- Mãnågement üll
rev¡ewthe drent pu@6e ånd usæ of

any òãngs are mmntd.

Marymúhsd
tugc É, æ14

lnfroF
lPd Due)

&nor
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DRAFT
Toll Molat¡ons Aud¡t

Mãrch 2012 Rmmmendat¡ons

lA Evaluation of
Management's Status

Concur

Due Date

Original:

uLlL3

Rev¡sed:

3/3!t3

Revised:

L/!L4

Revised:

72/3717s

Rev¡æd:

713712077

Tst¡nß R6ults

Per discussion wilh Dave wynnq Director ofToll
f,perations, Louthan coßuh¡ng was h¡red by the Author¡ty

lo report on industry debt collection pEctices. lnternal

{udit obtained a copy ofthe consultant's report and

úerified through inspection that it included commentâry

)n ¡ndustry debt co¡lection pract¡ces. After thorough

review ofthe consultant's report, the Authority
determiæd that it was profìcient at collecting its debt

when compared to industry standards.

Add¡t¡onally, per David Wynne, the ccss program is

expected to go live in lanuary 2017 and w¡ll ¡nclude debt
collect¡on policies and præedures.'Iherefore, it would not

be prudent to take leps towards facilitat¡ng a review and

updat¡ng Authority policies at th¡s time.

Management Verifi cat¡on / Explanation

Ihe Authority will ¡nvest¡gate enhanc¡ng ¡ts

collection efforts on unpaid tolls to delerm¡ne ¡f ¡t

is cosl benefìc¡al and in the best ¡nterel ofthe
Authority.

Director ofToll Operations will facil¡tate a review

of potential revenue to be colleqted, pos¡ble

collection rates, industry practicet legal

Emifications and coßideEtion of commun¡ty
perception.

Augun 15,2014

ln Progress

(Past Due)

Manâgement
R6ponse

Concur

lntemal Audit Ræommendat¡on

5. Præe$ lmprovement Management should

determine ifit is cost berefìcial and within the busines
objectives ofthe Authority to turn over delinquent

v¡olatoE to a collection agency- The Author¡ty should

cons¡der ¡fthe UTC is outstanding with the coun.

Additionally, the Authority should ¡mplement a policy

containing a time and dollar threshold of how long a

UTN or UTC violator should be outstanding before the

Authority puEues collect¡ons, as well as, a dollar

amount the UTN or UTC must teach prior to sending it to

collect¡ons.
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DRAFT
ContEÉ Audit

Ndember 2012 Re@mmndâtions
SÞtus of Re@mmendetions

lA EvelEtion of
Managemnt's

sbùs

Concur

Due DâÞ

Or¡ginal:

!3!2073

Rev¡sed:

3/3!2074

Revised:

6/30l2O7S

T6¡ng RelE

Per¡nquiryw¡th Glenn Prs¡monq D¡redorof Engineer¡ng, the waSe rateåpproÉlprGs hes

bæn implemented end @nsulbntinvoiøãre now reviewed forâccurâcy,aæeptable wãge ratð,
and @ntEctual omp¡ian@ by Jeânnie Perez, Contrad suppofr speial¡sL

Perd¡oss¡on w'rÉlJeann¡e Perez, ContradSupportSpecielist, e proiedchånge form was created

¡n the fom ofthe Reque* for Add¡tion or Promot¡on lhat must be submfüed to the Aúhority for
review and approval-TheAúhor¡ty mainta¡nsthe orig¡nel wage rate liiinduded in the seded
@nÈ-¿d aDd eny mod¡f¡édons towage Êts mufbe subm¡fred throughthe Requel forAddition
or Proñodon. lnterÈl Aud¡t obbined the Requ6t for Addit¡on or Promotion templãte and

verifìed ib exiiere.

Add¡tíonally, per d¡sss¡on withJeannie Perez, ContredSuppofrSpeciâlil, Glenn Ptess¡mone

perfomed a deb¡led review of the RS&H consulbnt b¡ll¡ngs to detemine ¡f there were ãny

amounts due to orfrom RS&H relat¡ng toth¡s proid Auditobta¡ned an ¡No¡ce d¡tepancy
analys¡s dated 2/18/2013 end noted a tobl overpãymentto Rs&H of59,625.87. Aud¡t determ¡ned

through inspd¡on of subequent invoicsfor @nhd747 with Rs&H thatthe werpayñent was

rslved btueen the pañies es of ¡nvo¡@ #17R.

fhe Authority ¡s lill ¡nv6tigating the option of detem¡n¡n8 wage rãt6 baæd on job c¡ãss¡f¡@tion.

The ¡mplementatjon ¡s pend¡ng a new design/en8¡næring proidThe stãnderd @ntradwill be

updeted to ¡nclude a change ¡n the Method ofCompensÙon sedjon (Erhibit B) and lnternal Aud¡t

will be provided a dÉft ofthe rs¡sed *dion for rev¡ew.

Menegehent Velif¡elion / Erplânation

Ihe Adhor¡tywill deate e snderd @nsultant

chãngefoñ end require @nsulbnßto subm¡t

wage mod¡fi6t¡oß requei through the form.

The Aúhor¡ty mun epprde all wa8e

ñodifiét¡ons before chang6 are ¡nduded ¡n

monthly bi¡lin8r The Contrad Suppoft Sæc¡el¡st

w¡ll updatethe cte schedule withthe apprded
wage cte chenggãnd seaþ a master Éte
shedule.

lhe Author¡tv w¡ll evaluãþ the ùrentinvo¡@
supponrcqu¡rement and detemine ¡f
esbblishing wage Þt6 based on.iob

classifi 6t¡on ¡s appropriâte.

MenagementSÞtu!
et

Augun lÉ, 2014

ln Progr6
(Past Due)

ManaBeneft
R6poæ

õndr

A Sndàrd Projd Râte/SuÞ@nsulÞnt ChanSe Form should h
sb¡¡shed bythe Aúhor¡ty. Consulbnts should ú¡li¿etheform to
iubm¡t rate and employæ chenges totheAuthorityfoa aeview end

rpproval before châng6to the rete schedule âre in@rporated ¡nthe
r¡ll¡ngSThe sbndârd chângeform should be used to deate a master

'ate shedule to ùàck updetes to the project wage Gtes. The ma*er
Ête sheduleshould tE ¡ncluded esan åtr¡bute ¡n the monthlY

$eckl¡l beinS r@mmended ¡n Obæruation #6 and be keptin the
prcjecl f¡le b ensure lhat ùE most drrent infomation is ac6sible to
the peþnnel pe'fom¡ng the debiled review of the invo¡cs pñor to
peyment aPProval-

TheAuthority should inveli8ate opüoNb include ontrâdterms and

@nditions ¡n their slandard @nhd language (e.8. rightto w¡thhold

payment without proper suppofring d@menbtion) to ensurc ¡No¡ces

aie prcpedYsuppofred.

lheAuthority should al$ considerwhdher the iteñ¡zed w¿ge raþ
requ¡rement ¡s warrânted. Seting wa8e rat6 bâsed on job

classif¡Gt¡ons ¡niead of indiv¡dual employe6 may indeae the
eft¡ciencT of the ¡Nde redew pr@s.

TheAuthorityshould óns¡der perfoming a deÈ¡ted aev¡ew ofthe
Rs&H coßulbnt bill¡ngs,to ddemine whal amount ¡f any, ¡s dueto
orfrom the @nsulÞnts es e r6ult of the disepencies in the bil¡ings.

Th¡s would r{uire the Autbority to obÞin detã¡led suppofr for åll

b¡ll¡nEs submited bythe @nsulhntând sub @nsultantsforthe proied
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DRAFT
Toll Rænue Audit

March 2013 R@mmendat¡oG
slâtus of R@mmêndat¡ons

lA Ehluat¡on of
Management's stâtùs

Conor

Due Dalê

OrigiÉl:
7U2O7s

Revised:

4l30l2016

T$tin8 R6ulE

Per disu$¡on w¡th Dave wynne, D¡redor ofToll
0peEt¡ons, thìs re@mmendâtion will be ¡mplerented as

a fundion ¡n the plannedTollSystem Replaærent (TSR)

poied The RFP previously prepared by the Aúhority
only ræeivêd one bid; therefore another RFP is beinB

preparêd. Currently, the TSR prcject is expected to 8o live

in at least onetoll plaË by April 2016.

Management verifi@t¡on / Explamt¡on

The Adhor¡ty determ¡ned th¿t @st oñe¡ths
:hê beneft ofth¡s recommendation-

r) The Authority currently has th¡s

€comrendãt¡on as â fund¡on ¡n the planned Toll

;ylem Replacement p@jdthat ¡s currently
)nBo¡ng atthis t¡me. The Authoritywould expect

:o hevê the newsystem ¡n plaæ and opêÉting by

luly 1,2015

ManagemêntsÈtus il
August t5, 2014

ln Protr*s

Manegeñent R6pon$

Condr

lnteñâl Audit R@mmendalion

ð) The Aúhority should weigh the d and the assieted ann@l

benefrt ofapproximately S3,4o0to determine if it rculd be beneficial

to require the third party @ntractor to refercnce the Detailed Audit

Report for all propGed aud¡t adiustmenß that would reduce expêded
¡oll rdenue- The Debiled AudÊ Reportshou¡d be included ¡n the daily

audit pãckets as evidenæ of the rev¡ew.

b) The Authoritv should also coNider automat¡ng @rta¡n aspects of
the Atend¿nls Shift Re@rd log by ¡ntegGtíng the un6uêl ccurrence,

violat¡ons, and ¡muffìc¡entfund trãnsactions w¡thin the MLT system.

Th¡s would reduæ the subjectivity of the FfS audito/s interprebt¡on
of the ronElAsR log-
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DRAFT
C¡nFacts Audit

October 20t3 R@hmendat¡ons
Staù¡s of R@mmeDdations

l,A EEluation of
Managehent's Status

Concur

Due Date

6/30la4

Testint Rsults

Per di$usion wilh Dãre Wynne, D¡redor of loll
Opect'þns, the billing erro6 identifÉd by lnternal Aud¡t

were dÉpolå1ed for a toìal potentìal error of S9,¡t0O. FTS

agreed to refund the Authoityforthe extEpolated
amunt identif¡ed. Aud¡t detem¡ned through ¡nsp€ction of
subsequent invoic6 for conlEcl 154 with FTS that e credit
@ p@¡ded totheAuthorityon the March 2014 inrc¡ce.

Addit¡onally, the Authority plans to period¡€lly rwiew FIS

billìngs perthe ¡æommendat¡on by ræonciling the

Lie l-umbard. lnter¡m CFO. the quarterly rev¡ew proc6s
has bæn ass¡gned to Aneth will'Þß, Manager of ContÉct
Compliance. Perdisus¡on with Anelh Will'Éß, she hãs

ge¡ned an undeElandìng ofthe FTS b¡ll¡ng præ6sthrough
ffitings with m peMnnelin May2014. On a quarterly

bð4 she w¡llelect a emple of emplovs fromthe b¡ll¡ng

support prd¡ded by FTS and will request detailed support
from m for each employæ selected- To detect
inaccuÞcig, Aneth willÞDs w¡ll reperform the bill¡ng

Élculat¡ons for eæh employæ sel€ted. The fìrl rdiew
præedure will be conducted in September 2014 fort¡e
August 2014 FIS bill¡ng.

Mamgement veriñ€tion / E¡planation

fhe Adhority will âsk FTS to conduda
ræonc¡l¡et¡on of ¡nrc¡cs and suppon¡ng
locumenìãtjon for the period priorlo lhe new

t¡mekæp¡ngsylem to detem¡ne if any addit¡onãl

:ompenst¡on 
_6 

dueto either pãrlyforover o¡
under b¡ll¡ngs. The Authority will ale request

iupport¡ng docurentation for b¡llings o@sionalV
in acordâncewith the lnternal Auditor's
ræommendãt¡on.

Manegeñent S1¡hs at
August ú, m14

complete

Ma¡egement
Rsponæ

Concur

lnteDal Audit R@mrendat¡on

2. The Authority should di$uss with FTS the best way to be re¡mbußed
iorthe pGible impact of the billing errcrs that may have occurrd
priorlothe ¡mplementat¡on ofthe new timekæping system-

Als, to better enable the Authority staffto identify vendor billing ero6
orinæcuGc¡g before making pâymênts, the Authority should @ns¡der

implementing a prccedure that requißs personnel rryiwing vendor

invoiG fo¡ pãymentto period¡@lly requgl underlying support fortlìe
bill¡ngs frcm the vendoE.
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DRAFT
Maitußæâd $tsty Plan 6mpfEÉ

Apdl2014 þmrundbß

nkbùnd
hreæilstu

bnilr

øndr

ønor

Due m

!213U!4

7hh4

1213L114

7lLlzoa4

R&d:
9lr/2or4

upon 6ntEd
þnMl(luv2o1S&

July 2016)

ldiBR&b

Per d¡scus¡on úh 8en Dreilin& Oiedorof tunnrudion & Þ¡ntenâne, he hâs ddeloped ân odline for the wfren pMedure
læument ãnd is orentv dEftingthe bddtê inspdion @mFnent of the dooment.The wfren pÞduÆ ûllbe æmphd

lodhsstheaudñ@mmendation-AuditobÞined bnuel lnspd¡oô Kick-off mdin8
dated lulv 9, 2014 end noted the folloùna ¡ñ anendane:

The Authority: &n Dreil¡n& Robed Glasemãnn, and Stden Geiss-

Audn onfimed thmugh inqu¡ry wfrh en Dæ¡fing thd pDdur$ rere dweloped dudrythe met¡n8thât Eu¡G the GEclo

fomally @mmun¡ote defic¡enc¡$ Eted 1-3 to the Aúhority dudngthe ¡nsp6¡on.fte AúhorityS Sen¡or Roadway lnspúor
æat6 a mrk oderturthe applicble mainten¿næ @ntcdor and/oradvis lhe mâintenane @ntEdorof ttÉ need for cFt
by ena¡|. Ore repa¡ß aE complded bvthe û¡ntenane @ntBdoq the anhorityfoilards @mpletion notifietion frcm the
maintênanæ @ntEdor to the G€c ñe plduE 6Èblishd Sll altu the GEC to d@ment the Adhôrity's Gponse ând tþ
tatus of the deficieftr's Bted 1-3 in the nd annuallnspedion RepoG whid k qpded to be ¡sed ¡n February/March 2015.

audfr obÞind ãn sample eml frcn the GEC ¡nspdor (Stæ Fãnkl¡n) notifyin8Stde Geñ,$n¡or Roatuay lnspdor, of a

deficienq ated 1-3 ând nded the email indudd p¡duE and a bet¡on ofthe defic¡enq (SR 417 h yñe f On). audil obÞ¡ned

ad rry¡wed a rc* oder æ¿td by Stde Gei$ in the lAMffi t$em (work oder å15309) to notjfy the mainteÈ@
æntEdor (JGlof the defi.¡enq. Âudfr funherobb¡ñed emåils fyþm J6 rctify¡n8Stse Ge¡ss thatlhe df&nq wð reFired
añd noted the emailåls ¡nddd phuE of the repair. 

^udfr 
obteined flidene thâtthe emeilfrcm G msfoMded lo tþ

GEC ¡nspdor (Stde FÉnkl¡n)to ev¡deñæthe fttE d the defidenq for repoÉing pupos.

Perd¡scuss¡on with æn Deil¡ng and Slæ 6eis, EDrc aæ6s ku6 have bæn feþ€d end the Ma¡nteñânce Depadmenl has

only aæepts final¡nspdion repofrs as widenæ of insped¡on @mpd¡on.

\udfr ob€d Stre 6eis lo8 into FæTs ED6 syrem end obsNed the retdealof å si8n îrudurefina¡inspdion repñ
lrrudure{ 75s730)whh ellsiSnåtuËânds¡sfrcmthe EDffisylem Audhaddfrionalvobta¡ned and dmdãn inspdion
€poÊ lætoed fom the inrpdion @nsuhanB the wæk d E/1V2014 for bñdge*750724. Audfr ddemined thrcu8h inspdion
rhat th€ repofr pBìdd to the Aúhority wås rigned ând sealed {final veß¡on).

Perd¡surs¡oñwith Ben De¡l¡ngândstweGe¡s,theAuthorityhas ¡mplementdând documentdthe mnthly monitoñn8o1
inspd¡on lÐrds pl!6s.

Aud¡t obÈined the Sptember 2014 Pontb lnspd¡on hl¡nquenq Repon notiry th€ Êpofr ms tud and s¡an€d byStæ
GeB on 9/2/14. ftæ were s¡x ¡nspd¡ons ÉFn ¡dentified as beinS delinquent- How4 tudft noted thatthe jnspd¡ons were
æñÞlètd ¿s or Sl27la4, but there is a l¿E hæn the the ¡nsped¡ons aG uplædd
into the FM Pontis stem. Audft als notd Stde Gis mâde nor6 on the lnspd¡on æl¡nquênq Repod âslo the inspdion

hremmVertubn/ ephÉbn

loomentthe pen¡ñeñt arps ofthe aûhodty's
mintemne and inrped¡ons oFEtioßin qard:
to bridF, oærheâd nruduE, and @dwâÞ

he Mhority wi¡l med w¡th the GEcto dselop
Proedu€ Êqüiñn8the GEcto fohalv
ommunicte defic¡enci$ Ered 1-3 10 the
Authodty. Ès€d on th¡s âddftional plþcs, the
Aúhon'ty úll requd thetthe GEC Êpon on the
Boldon for man¿Sement Êæns10 the
ddc¡endE identffid w¡thin the Ann€l lßpdion
Repon

IÏe Mâ¡ntenanæ hpånment dl¡ rcrk with the
Þpadmentto ensure ED6 aGs issus are

@lved lhe Adhority h¿s rEfined ß prccs ãnd
rill no loñgerâ@pt dBfr repoÈfrcm the
nspd¡on ænsuhantsas widenæ of ¡nsdion

prcædure úilL¡ngthe repoding cpabilfti6 of
mTs Ponlis syiem to monhor @lâlory

fl¡deneolthe dil pldure ina@rdance

ñe Authority will @od¡nete mâintenanæ
lntEd updat$to qu¡re compld¡on of FDOT

rc* odêßin âc@dâñæwilh FæTD¡lddS
,eâdliñ6.

hlwmúsfu!
d

AWs É,2014

b Prcg6s

Complæ

complde

õmpleÈ

ln PrcBês

kpN

ø@r

øndr

øncur

ònor

l&mltudftR@mærüñn

L tudn mmmends that tb Aúhority 6elop wfreñ'dsKop'
prcceduÉ that cleãrty dodment kq asps of the Adhority's
mãintenânæ ãnd inspdion prc8Éñ, includinS: ¡nteñal prcduE
for mendin8and mâinb¡ningtþ Aúhority's rcâdwåF ând bdd86,
ß€ tÊckin& tuþ of third party mâintenane & inspdions

4RmenB (schedul¡ñ8of inspdions, repa¡E and replaemens;
oúpÊof pænÞttu maintenanæ), Maintenânæ @ntÊd

æfomanæ monftoñBworl odei ro¡nlsãnæ qud, ad
defidenq Êæne dædlins, lnc¡denæ and Emer8enq R6pons
plGs. ând the G€C AnnEl lnspdion pffi.

Due tothe natuÊl delãy in the ¡suânce ofthe GECS Annül
ñ3ped¡on RepÉ,th€ Aúhority should qudthatthe GÊC inspdor
blmlvæmmuniGtedefic¡enc¡s Etd 1-3toth€ aúhority. ln a

EpaÉte doomentthe Autbrity should addÉs, pñorto the isuânce
rfth€ reæn, the latus ofthe deftÈnq ftÊ pÞcs imprcvement

rculd a¡lowtheA[horilyto prcvide le¡ú¡on/ Ëponc to hiBh

)ñority defideñc¡g.The G€cmuld repñ on the cumntlat6 of the
lefièno_6 wfth¡n theannual lnspdbn RepoÊ atthe time ot
rubl¡Gtbn

ÞntÞlÊiew of final¡nspdion repoß úh allappropñate

¡¡gnâtuË. Æ the 6po6¡ble party for rcadw4 sfety, the Aúhority
¡hould perfom indeFndenl tr_s of finalinsFdbn repofrs to
)bÞiô eddn¡oælesuEnæ that inspdions were completed in
¡ædanæ whh allappliGble qulât¡ons and that the md of the

nspd¡on @ßulþnB has bæn B¡ed for quality ãnd a@Ecy
{dditbÈlvtheAulhorityshould@¡nallfinalinspdionrepßas
nbmhed ro the FmT bythe inspdion ænsulÞôts for
læumentation punoss.

n addhion, the Mhority's Í depadmentshould pdoñte Élúion
Íthe limtut¡oß impedin8the Mâ¡ntenanæ &padmeftk aEsto
FæTs EDre syfem.

ÎE Mhority should implêmÐt a @nsileñt, defined, peddÈ
mnhoññB pædure o€r ffidal inspd¡on fÚrds wfthin FDOTT

SeneEte rhe Pont¡s

h¡iquent RepoÊ¡B sdÉdule fÞm tæTs Pontis syrem ad d4
Ìhe êænfor delinquent ¡nspdions. Apprcpnãtefoll*up should be
ondudedon any dêlinquent ¡nspú¡on repoe kumentation of
lhe a¡4 should be retaid ¿nd signd as didenæ olm¡il otthis
monfrodn8@ntrcl.

h¡ntenanæ @ntE6 should âcoôtely refld adul FæT

Eu¡ÉmenE forFæTjssud m* odeß. Due to the assáted
lntduelßk and opponuñityfor non-æmplianæ úth mT
Bht¡oß, the Aúhority should @nr¡derameñd¡ngihe æñtÞd
an$aSe in the vendor @ntEG to ¡ncludethe FDü Dññd 5 mil
rrder compld'þn quiremenB
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Resolution No. 2014- 2 r t
( Replaces Resolut,lon 20I3-t(,

A RESOLUTION OF TI{E CENTRAL FLORIDA Ð(PRESSWAY
AUTHORITY AMENDING ITS AI.JDIT COMMITTEE CFIARTER

WHEREAS, the Cental Florida Expressway Authority (CFX) is Central

Florida's regional expressway authority duly authorized by state law to maintain and

operate an expressway system in Lake, Orange, Osceola and Seminole counties; and

WHEREAS, the Central Florida Expressway Authority assumed the

govemance and control of the Orlando-Orange County Expressway Authority; and

WHEREAS, the Authority previously adopted a policy creating the Audit
Committee and its Charter; and

WHEREAS, the goveming Board wishes to update the Audit Committee

Charter to reflect the tansition from the Orlando-Orange County Expressway

Authority to the Cental Florida Expressway Authority; and

IWHEREAS, at its workshop on August 14,2014; the Boa¡d directed changes to

Audit Committee membership and changes to the method of Committee Chair selection,

NOW TT{EREFORE, BE IT RESOLVED BY THE CENTRAL FLORIDA
Ð(PRESSIüI/AY AUTHORITY, the following amendments are hereby adopted by the

governing Board:

Section 1. Throughout the Audit Committee Charter, "Orlando-Ofange County
Expressway Authority" is replaced with "Cental Florida Expressway Authority".

Section 2, Ttre fr¡st four paragraphs in the section entitled: "Orgarization" is hereby

replaced with the following:

The Audit Committee shall be composed of five voting members as follows:
1. Orange County staffmember appointed by the Orange County Commission or in

accordance with Orange County's policies providing for appointnents to other
govenrmental agencies;

2. City of Orlando staffmember appointed by the City of Orlando Commission or in
accordance with the Cþ of Orlando's policies providing for appointments to other
governmental agencies;

3. Lake County staffmember appointed by Lake County Commission or in
accordance with Lake County's policies providing for appoinûnents to other
governmental agencies;



4. Osceola County staff rnember appointed by the Osceola County Clommissiotl or in

accordance with Osceola County's policies providing f'or appointments to other

govemmental agencies;

5. Seminole County staffmember appointed by the Seminole County Cornmission or

in accordance with Seminole County's policies ptoviding tbr appointments to other

govefnmental agencies.

Committee mernber appointments may not be delegatecl. The Committee members will
serve at the pleasure of their respective jurisdictions. Committee members should have

financial expertise in governmental accounting and experience reviewing financial

statements and audit repofts.

The Audit Committee will be chaired on an arulual, r'otating basis beginning on the

eftèctive date of this amendment. in the following orcler:

Orange County Representative
City of Orlando Representative
Seminole Courty Representative
Osceola County .Representative
Lake County Representative

T'he Audit Committee Chair shall serve as the Boatcl l-iaison and attend CFX Board

meetings.

Scction 3, The revisecl Chalter is adopted in its entir:ety as Exhibit '04".

Section 4. This Resolution shall become elÌèctive upon adoption.

ADOPTED this l lth day of Septernber,2014.

Welton G.
Chairman

ATTEST:
Da¡leen
Executive Assistant

Approved as to form and legality

General Counsel



EXHIBIT "4"
CENTRAL FLORIDA EXPRESSWAY AUTHORITY BOARD

AUDIT COMMI'ITEE CHARTER
Adopted October 27, 2004

Revised and Adopted January 24,2007
Revised and Adopted November 19, 2008

Revised and Adopted July 24,2009
Revised and Adopted October 27,2010
Revised and Adopted January 23,2013

Replaced and Adopted September ll,20l4

PURPOSE
The Audit Committee's primary function is to assist the Authority Board in fulfilling its
oversight responsibilities by reviewing the financial information, systems of intemal
conüol which Management has established, the audit process, the process for monitoring
compliance with laws and regulations and the Code of Ethics. In doing so, it is the
responsibilþ of the Audit Committee to provide an open avenue of communication
between the Authority Board, Management, the Internal Auditor, and extemal auditors.
The Audit Committee is provided specífic authority to make recommendations to the Chief
Financial Officer, the Executive Director and the Authority Board.

ORGAI.IZATION
The Audit Committee shall be composed of five voting members as follows:

1. Orange County staffmember appointed by the Orange Cowrty Commission or in
accordance with Orange County's policies providing for appoinûnents to other
governmental agencies;

2. Cþ of Orlando staffmember appointed by the City of Orlando Commission or in
accordance with the Cþ of Orlando's policies providing for appoinünents to other
governmental agencies;

3. Lake County staffmember appointed by Lake County Commission or in
accordance with Lake County's policies providing for appointnents to other
governmental agencies;

4. Osceola County staffmember appointed by the Osceola County Commission or in
accordance with Osceola County's policies providing for appoinünents to other
governmental agencies;

5. Seminole County staffmember appointed by the Seminole County Commission or
in accordance with Seminole County's policies providing for appointuents to other
govemmental agencies.

Committee member appointnents may not be delegated. The Committee members will
serye at the pleasure of their respective jurisdictions. Committee members should have
financial expertise in govemmental accounting and experience reviewing financial
statements and audit reports.



The Audit Committee will be chaired on an annual, rotating basis begiruring on the effective
date of this amendment, in the following order:

Orange County Representative
City of Orlando Representative
Seminole County Representative
Osceola County Representative
Lake County Representative

The Audit Committee Chair shall serve as the Board Liaison and attend CFX Boa¡d
meetings.

The Internal Audit Director and the external auditors shall have direct and independent
access to the Audit Committee and individually to members of the Audit Committee.
The Committee shall have urestricted access to employees and relevant information.
The Committee may retain independent counsel, accotmtants or others to assist in the
conduct of its responsibilities, subject to the Authority's procurement policy.

MEETINGS
The Audit Committee shall meet at least quarterly. Meetings may be called by the Authority
Board Chairman, the Audit Committee Chair, or any two Committee members. Public notice
shall be provided in accordance with State law.

Whenever possible, the agenda will be prepared by the Chair and provided in advance to
members, along with appropriate briefing materials. In the absence of any objection, the
Chair or any Committee member may add or subtact agenda items at a meeting. In the
event of objection, a majority vote shall decide.

The Committee meeting minutes and any Committee recommendations shall be

submitted to the Authority Boa¡d for consideration.

RESPONSIBILITIES
Financial Reportine Oversight
l. Review with Management and the external auditors:

. The annual financial statements and related fooûrotes;

. The extemal auditors' audit of the financial statements and their report;

. Management's representations and responsibilities for the financial statements;

. Any significant changes required in the audit plan;

. Information from the external auditors regarding their independence;

. Any difficulties or disputes with Management encotmtered during the audit;

. The organization's accounting principles;

. AII matters required to be communicated to the Committee under generally accepted
auditing standards.

2. Review with Management, the Authority's financial performance on a regular basis.

Internal Conüol and Risk Assessment

3. Review with Management the effectiveness of the internal confrol system, including
information technology security and control.



4. Review with Management the effectiveness of the process for assessing significant risks

or exposures and the steps Management has taken to monitor and contol such risks.

5. Revièw any significant findings and recommendations of the Internal Auditor and

external auditors together with Management's responses, including the timetable for
implementation of recommendations to correct any weaknesses.

Compliance
6. Reviewwith Management the effectiveness of the system for monitoring compliance

with laws and regulations and the results of managemenfs investigation and follow-up
(including disciplinary action) of any instances of noncompliance.

Code of Ethics
7. Review with Management and monitor adequacy, administration, and compliance with

the Authority's Code of Ethics.
8. Review the procedures for the anonymour¡ and confidential submission of complaints and

concenx¡ regarding matters such as accounting, internal controls, auditing, waste, abuse,

fraud, conflicts of interest, or other Code of Ethics violations.

Internal Audit
9. Recommend to the Board the appointnent or removal of the Intemal Audit Director.

10. Review and approve the annual internal audit plan and all major changes to the plan.

I l. Review ttre internal audit budget and submit to the Finance Committee.
12. Review and approve the Internal Audit Department Cha¡ter.
13. Review internal audit reports and recommend üansmittal and acceptance of the audit for

filing with the goveming Board which shall be accomplished by separate item on the

Consent Agenda at a regularly scheduled meeting.
14. Review annually the performance of the Internal Audit Director.
15. Review annually the effectiveness of the internal audit function.

Extemal Audit
16. Appoint an Audit Committee Member to sen¡e on the Selection Committee for all

external audit services.
17. Recommend to the Authority Board the extemal auditors to be appointed and the related

compensation.
18. Review and approve the discha¡ge of the extemal auditors.
19. Review the scope and approach of the annual audit with the external auditors.

20. Approve all non-audit services provided by the external auditors.

Other Authority and Responsibilities
21. Conduct other activities as requested by the Authority Board.
22. Conduct or authorize investigations into any matter within the Committee's scope of

responsibilities.
23. Address any disagreements between Management and the Internal Auditor or external

auditors.
24. Aruiually evaluate the Committee's and individual member's performance.
25. Review the Committee's formal Charter annually and update as needed.

26. Confirm annuatty that all responsibilities outlined in this Cha¡ter have been carried out.



Audit commlttee Charter ResponBlbllltlês Matrlx
For Audlt Commltteo of November 21, 2014

Flnanclal Roportlng Overslght
and the external

lnternal

Com iancê

13

Review with Management the effectiveness of the system for
monitoring compliance with laws and regulations and the
results of Managements' investigation and follow up of any
instances of non-compliance

Nov-14

Code of Ethlcs

't4
Review with Management and monitor adequacy,
administration, and compliance with the Authority's Code of
Ethics

Nov-14

'15

Review the procedures for the anonymous and confidential

submissions of complaints and concerns regarding such as

accounting, internal controls, auditing, waste, abuse fraud,
conflicts of interest. or other Code of Ethics violations

Nov-'14

Number Rosponslblllty

Nov-141 The f¡nancial statement and related footnotes

Nov-142
The external auditors' audit ofthe financial statements and
their report

Nov-14Managements' representations and responsibilitles for the
f¡nancial statements

Any significant changes to the audit plan Nov-'144

Nov-145
lnformation from the external auditors regarding their
independence

Any diff¡culties or disputes with Management encountered
during the audit

Nov-146

The organization's accounting principles Nov-147

Nov-14I All matters required to be communicated to the Committee
under GAAP

VariousReview with Management the Authorities financial
performance on a regular basis

t0 Review with Management the effectiveness of internal control
svstem. includino lT secur¡tv and control

Nov-14

Review with Management the effectiveness of the process for
assesslng significant r¡sks or exposures and the steps
Manaoement has taken to monitor and control such r¡sks

Nov-14

12

Review signif¡cant f¡ndings and recommendations of the
lnternal Auditor and external auditors, together w¡th

Management's responses, including the timetable for
implementation of recommendations to correct and
weaknesses

External Auditors -
November 2014,
lnternel auditors -

various

lnternal Audlt
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External

Recommend to the Authority Board the appointment or
removal of the lnternal Audit Director

bllltles

Apr-15

Review and approve the annual internal audit plan and all

major changes to the plan
Jun-1 5

18
Review the internal audit budget and submit to the Finance
Committee

Apr-15

19 Review and approve the lnternal Aud¡t Department Charter Jun-1 4

20 Review internal audit reports pr¡or to distribution to the Board Various

21
Review annually the performance of the lnternal Audit
Director

Jun-1 5

22
Rev¡ew annually the effectiveness of the internal audit
function

Jun-1 5

23
Appolnt a committee member to Selection Committee for all

external eud¡t services.
As Needed

24
Recommend to the Authority Board the external auditors to
be appointed and their related compensation

Jun-1 5

25 Review and approve the discharge ofthe external auditors As Needed

26
Review the scope and approach of the annual audit with
external auditors

Jun-1 5

27
Approve all non-audit services provided by the external
auditor

As Needed

28 Conduct other activities as requested by the Authority Board As Needed

29
Conduct or authorize investigations into any matter within the

Committee's scope and responsibilities
As Needed

30
Address any disagreements between Management and the
lnternal Auditor or external auditors

As Needed

31
Annually evaluate the Committee's and individual member
performance

Jun-1 5

32
Review the Committee's formal Charter annually and update

as needed
Nov-14

Confirm annually that all responsibilities outlined in this
Charter have been carried out

Jun-1 5


