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AGENDA
CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING
March 29, 2017
10:00 AM - 12:00 PM Pelican Room #107

CALL TO ORDER

PUBLIC COMMENT - Pursuant to Florida Statute 286.0114 (2013) the Audit Committee will allow
public comment on any matter either identified on this meeting agenda as requiring action, or
anticipated to come before the Committee for action in reasonable proximity to this meeting.
Speakers shall be limited to three minutes per person and the assignment of one person’s time
to another or designation of group spokesperson shall be allowed at the discretion of the
Committee Chairman.

APPROVAL OF THE DECEMBER 15, 2016 MINUTES — Action Item

INTERNAL AUDIT MATTERS - Protiviti

A. Status Update: Fiscal 2017 Internal Audit Plan- Info Item
B. Review and Acceptance of Internal Audit Reports
1. Prior Audit Recommendations: Semi-Annual Follow-Up- Action Item
2. Procurement and Contract Billing Audits- Action Item
3. Change Management Review- Tolling System Replacement (Memo)- Info Item
4. Call Center Staffing Model Development (Memo)- Action Item
5. Vendor Security Review- Action Item

REVIEW AND APPROVAL OF FISCAL 2018 INTERNAL AUDIT BUDGET- Lisa Lumbard- Action
Item

RECOMMEND APPROVAL OF RENEWAL #2 OF INTERNAL AUDIT CONTRACT WITH PROTIVITI-
Lisa Lumbard- Action Item

RECOMMEND APPROVAL OF RENEWAL #2 OF PCI CONTRACT WITH PROTIVITI- Lisa Lumbard-
Action Item

OTHER BUSINESS

ADJOURNMENT

This meeting is open to the public.

Note: Any person who decides to appeal any decision made at this meeting will need record of the
proceedings and for that purpose, may need to ensure that a verbatim record of the proceedings is made
which includes the testimony any evidence upon which the appeal is to be based, per Florida Statute

286.0105.

4974 ORL TOWER RD. ORLANDO, FL 32807 | PHONE: (407) 690-5000 | FAX: (407) 690-5011
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In accordance with the Americans with Disabilities Act (ADA), if any person with a disability as defined by the
ADA needs special accommodation to participate in this proceeding, then not later than two (2) business days
prior to the proceeding, he or she should contact the Central Florida Expressway Authority at (407) 690-5000.

Persons who require translation services, which are provided at no cost, should contact CFX at (407) 690-5000
x5317 or by email at Iranetta.dennis@CFXway.com at least three business days prior to the event.
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CENTRAL FLORIDA EXPRESSWAY AUTHORITY

MINUTES
CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING
December 15, 2016
Location: Pelican Conference Room 107

Committee Members Present:

Brian Battles, City of Orlando Representative
Kristy Mullane, Lake County Representative
Kaye Dover, Osceola County Representative
Eric Gassman, Orange County Representative

Committee Members Not Present:
Bruce McMenemy, Seminole County Representative, Chairman
Tamrin Mahon, Citizen Representative

Also Present:

Ruth Valentin, Recording Secretary/Office Coordinator
Laura Kelley, Executive Director

Lisa Lumbard, CFO

Joe Passiatore, General Counsel

Michelle, Maikisch, Chief of Staff/Public Affairs Officer
Michael Carlisle, Director of Accounting and Finance
Aneth Williams, Director of Procurement

Corey Quinn, Chief of Technology/ Operations
Mahmood Ulhag, Information Security Manager

Jeff Tecau, Protiviti

Phil Fretwell, Protiviti

Emily Mercatante, Protiviti

David Taylor, Protiviti

Chris Porter, Protiviti

Joel Knopp, MSL

Dan O'Keefe, MSL

1. APPOINTMENT OF AUDIT COMMITTEE CHAIRMAN PRO TEMP

Bruce McMenemy, Seminole County Representative and Chairman was not present. The committee members voted to
appoint a pro temp chairman.

A motion was made by Mr. Gassman and seconded by Ms. Dover to appoint Mr. Battles as Pro Temp Chairman.

The motion carried unanimously with four members present and voting AYE by voice vote; Mr. McMenemy and
Ms. Mahon were not present.
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING

December 15, 2016

2. CALL TO ORDER

The meeting was called to order at 8:03 a.m. by Pro Temp Chairman Brian Battles.
3. PUBLIC COMMENT

There was no public comment.

4. APPROVAL OF MINUTES

A motion was made by Mr. Gassman and seconded by Ms. Dover to accept the September 22, 2016 Audit
Committee minutes as presented. The motion carried unanimously with four members present and voting AYE
by voice vote; Mr. McMenemy and Ms. Mahon were not present.

5. EXTERNAL AUDIT MATTERS

Review and Acceptance of Audit of Fiscal 2016 Financial Statements and Required Communications

Dan O’Keefe and Joel Knopp of Moore Stephens Lovelace presented the Fiscal 2016 Financial Statements and
Required Communications.

A motion was made by Mr. Gassman and seconded by Ms. Mullane to accept the Fiscal 2016 Financial
Statements and Required Communications as presented. The motion carried unanimously with four members
present and voting AYE by voice vote; Mr. McMenemy and Ms. Mahon were not present.

6. INTERNAL AUDIT MATTERS

Status Update: Fiscal 2016 Internal Audit Plan

Jeff Tecau of Protiviti presented an update on the Status of the Fiscal Year 2016 Internal Audit Plan.
(This item was presented for information only. No formal committee action was taken.)

Review and Acceptance of the Public Records Review

Emily Mercatante of Protiviti presented the Public Records Review for review and acceptance.
A motion was made by Ms. Dover and seconded by Ms. Mullane to accept the Public Records Review as

presented. The motion carried unanimously with four members present and voting AYE by voice vote; Mr.
McMenemy and Ms. Mahon were not present.
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MINUTES

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
AUDIT COMMITTEE MEETING

December 15, 2016

Review and Acceptance of DHSMV Data Security Assessment

David Taylor of Protiviti presented the DHSMV Data Security Assessment for review and acceptance. Protiviti did not
identify any observations that needed to be addressed.

A motion was made by Ms. Dover and seconded by Mr. Gassman to accept the DHSMV Data Security
Assessment as presented. The motion carried unanimously with four members present and voting AYE by
voice vote; Mr. McMenemy and Ms. Mahon were not present.

7. ANNUAL REVIEW AND APPROVAL OF AUDIT COMMITTEE CHARTER

The Audit Committee Charter was presented for annual review and acceptance.

A motion was made by Mr. Gassman and seconded by Ms. Dover to accept the Audit Committee Charter as
presented. The motion carried unanimously with four members present and voting AYE by voice vote; Mr.
McMenemy and Ms. Mahon were not present.

8. RECOMMENDATION OF EXTERNAL AUDITOR

Lisa Lumbard presented the Recommendation of the External Auditor.

A motion was made by Mr. Gassman and seconded by Ms. Mullane to bring to the Board the Recommendation
of External Auditor Moore Stephens Lovelace. The motion carried unanimously with four members present and
voting AYE by voice vote; Mr. McMenemy and Ms. Mahon were not present.

9. ADJOURNMENT
The meeting adjourned at 8:53 a.m.
Minutes approved on , 2016.
Pursuant to the Florida Public Records Law and CFX Records Management Policy, audio tapes of all Board and applicable

Committee meetings are maintained and available upon request to the Records Management Liaison Officer at
publicrecords@CFXway.com or 4974 ORL Tower Road, Orlando, FL 32807.
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Face the Future with Confidence

CENTRAL FLORIDA
EXPRESSWAY AUTHORITY

Prior Audit Recommendations Follow-Up

January 2017

Internal Audit, Risk, Business & Technology Consulting

2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX’s management, audit committee and board of directors.

This report provides information about the condition of risks and internal controls at one point in time.
Future events and changes may significantly and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Executive Summary

As part of the Fiscal Year 2017 Internal Audit plan, Internal Audit (IA) performed a review of open audit recommendations from prior audit reports to verify the
implementation status reported by management. Open recommendations from the following audits were evaluated:

- 2010 Contracts Audit

- 2013 Toll Revenue Audit

- 2014 Maintenance & Safety Plan Audit

- 2015 Intelligent Transportation Security (ITS) Systems Security Review
- 2016 Contracts Audit

- 2016 ROW Legal Counsel Procurement & Invoice Audit

- 2016 Toll Revenue Audit

- 2017 Public Records Review

Internal Audit last reviewed the status of open audit recommendations in August 2016. Results were reported to the Audit Committee at that time.

This review was completed as of January 2017, and consisted of meetings with management to determine the status of open audit recommendations and performing
testing of management's response and status. In addition, only those recommendations that remained open at the time of the last review have been included in this
report. If arecommendation was completed as of August 31, 2016, no further work was performed and the recommendation was not included for review in this
report.

Internal Audit did not include or follow-up on the recommendation and management action plan from the 2015 Sensitive Data Review. The management action plan

was to move the sensitive data identified to an appropriate location or to delete the data. Confirmation that sensitive data was moved or deleted would require an
additional project and re-scan of selected systems with a data loss prevention (DLP) tool.

Testing performed included inquiry with the employees responsible for completing the recommendations and obtaining documentation evidence to confirm
management's reported status and explanation. In instances where the evidence obtained did not agree with management's status, discussions with management
were held and the differences were resolved.

There were no instances where management and Internal Audit did not come to an agreement on the status of a recommendation.
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Recommendations Summary

. Open as of New Completed as of In Progress as of
Audit . Past Due
August 31, 2016 Recommendations January 15, 2017 January 15, 2017*

2010 Contracts Audit 1 0 1 0 0
2013 Toll Revenue Audit 1 0 0 1 1
2014 Maintenance & Safety Plan 1 0 1 0 0
2015 Intelligent Transportation Security 5 0 1 1 1
(ITS) Systems Security Review
2016 Contracts Audit 1 0 1 0 0
201§ ROW Itegal Counsel Procurement & 1 0 1 0 0
Invoice Audit
2016 Toll Revenue Audit 1 0 0 1 1
2017 Public Records Review 0 3 ) 6 0
Total 8 8 7 9 3

*9 recommendations are classified as "In Progress." 3 of these recommendations are considered "Past Due."
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Summary of Past Due Management Action Plans

Summary of Status as of
# Audit Internal Audit Recommendation Management Action Plan Responsible Party Y e atu Due Date
January 15, 2017
Original:
7/1/15
6.
Per di i ith David W' , Director of Toll X
b) The Authority should also consider automating certain aspects of [The Authority currently has this recommendation as a er IS(.ZUSSIOn ,WI avi ynr'1e |lrec or ot fo Revised:
s N ) o Operations, this recommendation will be implemented as a
the Attendant’s Shift Record log by integrating the unusual function in the planned Toll System Replacement . X L 4/30/16
2013 Toll Revenue . . L . L . . N . David Wynne, Director of |function in the planned Toll System Replacement (TSR)
1 | occurrence, violations, and insufficient fund transactions within the |project that is currently ongoing at this time. The . . . X §
Audit . L L, . ) Toll Operations project. The work is in progress with Transcore and the first .
MLT system. This would reduce the subjectivity of the FTS auditor’s [Authority would expect to have the new system in R . ) . ) Revised:
X R ) go-live date is scheduled for April 2017 in the Coral Hills
interpretation of the manual ASR log. place and operating by July 1, 2015. . 1/31/17
plaza group based on the current status of the project.
Revised:
4/30/17
Original:
6/30/15
ITS will research the feasibility of including this Revised:
functionality into the current logging system “What'’s 12/31/15
2015 Intelligent up Gold”. Per discussion with Bryan Homayouni, Manager of Traffic
3 Transportation Security 7. Deblov a log agaregation tool to the environment Corey Quinn, Chief of Operations, IT is in process of making improvements to the | Revised:
(ITS) Systems Security - Deploy a log ageres : Update July 21, 2015: Research complete. Technology/Operations  [logging process. Therefore, additional time is required to 6/30/16
Review Implementation of Secure Information and Event complete the action plan.
Management solution pending upcoming Revised:
organizational changes. 3/31/17
Revised:
11/30/17
Wi d that the Authorit h ill
e'recommen . atthe ,u Or,l ylpurc ase new sur'vel ance Per discussion with Fred Nieves, Manager of E-PASS & L.
equipment that is compatible with its current operating system and . . 5 Original:
: . Plaza Operations, and Mahmood Hag, Information Security
allows for 30 days storage of surveillance data, at minimum, for . X 12/31/16
. . The Authority will procure and deploy the needed Manager, procurement of cameras for use throughout the
retrieval as needed. We recommend that footage be recorded in X . - o - S
- L R equipment and EGIS will perform monitoring of the . Authority's facilities to enhance security is being planned by .
2016 Toll Revenue digital format and maintained for a period of at least two weeks to Fred Nieves, Manager of E- . Revised:
3 y . R . ) cameras at least weekly. The procurement of the ) the IT department. The cameras for the call center mail
Audit one month based on leading practices. Additionally, the Authority . . . . PASS & Plaza Operations . . . R R 3/31/17
| o o L o system will be included in an upcoming camera room and counting room will be included in this
should consider assigning the responsibility of periodic monitoring | . K .
N . installation project procurement. The work is currently scheduled to take place .
of the security cameras to EGIS to be performed at least weekly in . Revised:
) o ) R at the end of spring or early summer, so the due date was
order to improve monitoring of the mailroom and counting room . X 7/31/17
revised to accomodate the current project plan.
where checks, cash, and money orders get processed.
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Appendix A

Recommendations Detail
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Contracts Audit

January 2011 Recommendations

Status of Recommendations

Internal Audit Observation

Internal Audit Recommendation

Management Response

Management Action Plan

Responsible Party

Management Status at
January 15, 2017

Testing Results

Due Date

IA Evaluation of
Management's Status

7. Account Adjustment Approval Limits in TRIMS: Section IV B in the scope of services section of the ACS
contract indicates that personal E-PASS account adjustments over $200 and commercial E-PASS account
adjustments in excess of $500 must be approved by an ACS manager in TRIMS. Currently, TRIMS is not
configured to prevent the approval of adjustments to personal E-PASS accounts in excess of $200 by CSC
Supervisors. Internal Audit obtained all adjustments processed in TRIMS between August 1, 2009 and
September 30, 2010 and noted that 93 of 140 adjustments to private accounts between $200 and $500 were
approved in TRIMS by CSC Supervisors instead of a manager, as required.

As a mitigating control, ACS indicated that all adjustments are reviewed by the Financial Analyst and

Accounting Assistant, with the exception of voids, which should only be approved by CSC Managers in TRIMS.
However, Internal Audit noted that 482 of 587 void adjustments were approved in TRIMS by CSC Supervisors.

Furthermore, a CSC Manager or CSC Supervisor enters their PIN in TRIMS to approve adjustments; however,
PINs are never changed which may result in the sharing of PINs between employees.

Data analytics were performed related to the approval of adjustments in excess of $200 to personal E-PASS
accounts and $500 to commercial E-PASS accounts and no adjustments were identified for additional follow-
up; however, the strengthening of the controls related to the review and approval of adjustments in TRIMS
may reduce the risk of fraud.

The Authority should utilize CSC Manager and
CSC Supervisor passwords, rather than PINs, to
approve adjustment transactions in TRIMS
(passwords are required to be changed on a
regular basis by the system).

The Authority concurs that moving to a
password based approval is in its best
interest. However, the change to a
password based approval key would be a
fairly significant change to the existing
system. The current system is currently
being reviewed for replacement as part of
the Toll System Replacement (TSR) project.
Making these changes now may be waste
of valuable IT resources if the current
system were to be disposed of in the near
term. Based on the outcome of the TSR
project the Authority would make this
change as a part of a newly procured
system or would be developed and
implemented in the existing system once it
was determined that we would be
retaining the existing system.

Toll Operations will require
passwords to be used for approvals
in any new toll collection software
procured by the Authority or its
existing software if it is retained and
that the password be changed on a
regular basis by the system.

Mahmood Haq,
Information
Security Manager;
David Wynne,
Director of Toll
Operations

Complete

Per discussion with David Wynne, Director of Toll
Operations, and Mahmood Hag, Information Security
Manager, IT implemented the password requirement to
the production environment in November 2016. The
password requirement was implmented for the TRIMS,
TRAILS, SCWeb, VESWeb, and IVR applications. Internal
Audit obtained e-mail correspondence from Nancy
Ippolito, Senior Business Analyst, to CFX personnel
notifying CFX of the system outage associated with
deploying the change and that Supervisors and Managers
must now use their EA Login password when approving
Adjustments in TRIMS. Additionally, Internal Audit
obtained TRIMS screenshots from Mahmood Hag,
Information Security Manager, as evidence of the
password implementation and requirements for regular
password changes within the system.

Original:
12/31/13

Revised:
12/31/15

Revised:
3/31/16

Revised:
9/30/16

Revised:
12/31/16

Concur
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Toll Revenue Audit
March 2013 Recommendations
Status of Recommendations

Internal Audit Observation

Internal Audit Recommendation

Management
Response

Management Action Plan

Responsible Party

Management Status at
January 15, 2017

Testing Results

Due Date

IA Evaluation of Management's
Status

6. Potential Revenue Leakage: The potential extrapolated discrepancies in
the toll collections audit highlighted above total approximately $1,000 fo
the six month period ended December 2012. A root cause of this appears
to be the manual nature of the Attendant's Shift Record used as a
reconciling item during toll collections audits, for which third party
contractor auditors are required to make assumptions as to what is being
communicated by the TSA.

Additionally, during the review of the toll collections audit, Internal Audit
found that system purges and reverse run through transactions, system
functions used to reset the toll lane if the lane server is out of sync,
generates an expected revenue amount . Also the description on the
Unusual Occurrence report for these transactions have the same
overclass description as small vehicle transactions that do not engage the
toll lane treadles. The third party contractor uses the Unusual Occurrence
report to reduce the expected revenue for the system purges and reverse
run through transactions, while maintaining the expected revenue
related to the smaller vehicles that do not engage the treadles .

Internal Audit performed a review of the overclass transactions (excluding]
purges, re-syncs, and reverse run throughs) and found that the third part
contractor reversed the expected revenue inappropriately in 4 out of 25
transactions tested, an error rate of 13%. The potential extrapolated
variance when applied to all overclass transactions for the six month
period ended December 31, 2012 is estimated to be approximately $700.

6.

b) The Authority should also consider
automating certain aspects of the Attendant’s
Shift Record log by integrating the unusual
occurrence, violations, and insufficient fund
transactions within the MLT system. This
would reduce the subjectivity of the FTS
auditor’s interpretation of the manual ASR log.

Concur

The Authority currently has this
recommendation as a function in the
planned Toll System Replacement
project that is currently ongoing at this
time. The Authority would expect to
have the new system in place and
operating by July 1, 2015.

David Wynne, Director of]
Toll Operations

In Progress
(Past Due)

Per discussion with David Wynne, Director of Toll
Operations, this recommendation will be implemented as a
function in the planned Toll System Replacement (TSR)
project. The Request for Proposal (RFP) has been awarded
and the new system is currently in development.

Internal Audit obtained the System Requirements advertised
as part of the RFP and determined specification 1.5.1.7.2.2
states the system should have drop down menu codes for
unusual occurrences. Internal Audit determined the TSR
project was awarded to TransCore, LP on 5/14/15 as
evidenced by Board minutes. Per David Wynne, Director of
Toll Operations, the work is in progress with Transcore and
the first go-live date is scheduled for April 2017 in the Coral
Hills plaza group based on the current status of the project.

As part of Internal Audit's review of management status at
1/15/2017, Internal Audit obtained the TransCore monthly
status report from December 2016 and the agenda for the
January 2017 progress meeting from David Wynne, Director
of Toll Operations. Based on the documents otained project
activities, deliverables/documentation, contract
administration, and action items are discussed at least
monthly with CFX and TransCore personnel.

Original:
7/1/15

Revised:
4/30/16

Revised:
1/31/17

Revised:
4/30/17

Concur
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Maintenance and Safety Plan Compliance
April 2014 Recommendations
Status of Recommendations

Internal Audit Observation

Internal Audit Recommendation

Management
Response

Management Action Plan

Responsible Party

Management Status at
January 15, 2017

Testing Results

Due Date

IA Evaluation of
Management's Status

1. Written Maintenance and Safety Procedures: The Authority’s
Maintenance and Safety activities follow the State of Florida and
Federal guidelines and the Master Bond Resolution Covenants from a
policy perspective. However, in regards to the method of
accomplishing the applicable standards, there are no written
procedures documenting the Authority’s maintenance and inspection
program. Written procedures are an integral component of the
infrastructure surrounding each critical business process. Procedures
help govern, in writing, the actions necessary to fulfill the
organization’s policy for operations. Procedures provide guidance in
the pursuit of achieving the objectives of the process, help reduce
misunderstanding, and increase distribution of pertinent information
to those involved in the process.

The Authority should develop written "desktop"
procedures that clearly document key aspects of the
Authority's maintenance and inspection program,
including: Internal procedures for managing and
maintaining the Authority's roadways and bridges,
Asset tracking, Role of third party maintenance &
inspections agreements (scheduling of inspections,
repairs, and replacements; outputs of preventative
maintenance), Maintenance contract performance
monitoring, Work order, maintenance request, and
deficiency response deadlines, Incidence and
Emergency Response process, and the GEC Annual
Inspection process.

Concur

The Authority will develop written
procedures to document the pertinent
aspects of the Authority’s maintenance and
inspection operations in regards to bridges,
overhead structures, and roadways.

Claude Miller, Director of
Maintenance

Complete

Per discussion with Claude Miller, Director of Maintenance, procedures to
document the pertinent aspects of CFX's maintenance and inspection
operations in regards to bridges, overhead strucutres, and roadways were

approved by the Director of Maintenance and implemented as of 10/1/16.

Internal Audit obtained a copy of the Quick Reference guide for Roadway,
Bridge, and Facilities Maintenance from Claude Miller, Director of
Maintenance, as evidence of implementation. IA determined through
inspection that the procedures include management and maintenance for
CFX roadways and bridges, asset tracking, third party agreements,
performance monitoring, work orders/maintenance requests, deficiency
responses, emergency response processes, and GEC Annual Inspections
were addressed in the new desktop procedures.

Original:
12/31/14

Revised:
12/31/15

Revised:
10/1/16

Concur
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Intelligent Transportation Systems Security Review
February 2015 Recommendations
Status of Recommendations

Internal Audit Observation Internal Audit Recommendation Management Response Management Action Plan Responsible Party Ma;::‘guear:::; S;;tll;s at Testing Results Due Date Mal:az‘;::anttl:r;toaftus
1. Access to Roadside Equipment: Improvement 1. Review the feasibility of deploying a stronger ITS will develop a plan to implement a Per discussion with Bryan Homayouni, Manager of
opportunities exist surrounding access to ITS network [access control tool to the ITS network roadside stronger access control. Corey Quinn, Chief of Traffic Operations, a stronger access control
equipment on the roadways. equipment. Concur Technology/Operations Complete mechanism has been installed on all roadside 12/31/16 Concur
equipment.
7. Log Configuration: Improvement opportunities exist |7. Deploy a log aggregation tool to the ITS will research the feasibility of including Per discussion with Bryan Homayouni, Manager of Original:
surrounding aggregation and correlation of logs for environment. this functionality into the current logging Traffic Operations, IT is in process of making 6/30/15
equipment in the ITS network. system “What’s up Gold”. improvements to the logging process. Therefore,
additional time is required to complete the action plan. Revised:
Update July 21, 2015: Research complete. 12/31/15

Implementation of Secure Information and

Event Management solution pending Corey Quinn, Chief of In Progress Revised:

c i izati [
oncur upcoming organizational changes. Technology/Operations (Past Due) 6/30/16 oncur

Revised:
3/31/17

Revised:
11/30/17
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Contracts Audit
January 2016 Recommendations
Status of Recommendations

Internal Audit Observation Internal Audit Recommendation Management Management Action Plan Responsible Party Management Status at Testing Results Due Date IA Evaluation of
Response January 15, 2017 Management's Status
The Authority has policies and procedures to authorize the |The Authority should utilize a vendor Contract Specialists within the maintenance Per discussion with Claude Miller, Director of Maintenance, and Carrie
use of subcontractors by vendors. Subcontractors may be billing compliance checklist (similar to one department will implement the use of a Baker, Contract Support Specialist, the Asset Maintenance/Routine
approved through (1) inclusion in the vendor proposal and  |employed for construction and “Subcontractor Status Report” as part of Inspection Monthly Subcontractor Status Report was created and sent out
bid or (2) the completion of an “Authorization to engineering contracts) to allow for monthly checklist of contract requirement to prime contractors. IA obtained the January 2016 Monthly Subcontractor
Subcontract” form. The “Authorization to Subcontract” form |monitoring of the use of subcontractors. monitoring and require the vendor to Status Report from Jorgensen Contract Services, LLC, and noted through
can be approved by the Procurement Director for amounts  |A listing of authorized subcontractors provide the listing of subcontractors along inspection that the Report tracks subcontractors used, M/W/DBE status,
up to $25,000 and requires Board Approval for any amount  |should be included in the checklist and the with their monthly invoice. Additionally, the total anticipated expenditures, actual expenditures, length of sublet, and
in excess of $25,000. The Jorgensen contract states that all  |checklist should be used to track the Contract Specialist will compare the listing amount and percentage paid to date for each subcontractor. Per Original:
subcontractors intended to be utilized by Jorgensen must be |approval of new. The contractor should provided against the subcontractor approval discussion with Carrie Baker, Contract Support Specialist, the Status 2/1/2016
approved by the Authority in advance. also be required to submit a detail of the forms submitted to confirm compliance. The Report is reviewed by the Contract Specialist for compliance with
use of subcontractors with each vendor Contract Specialist will also maintain a Claude Miller, Director of Subcontractor Approval policies. Per discussion with Claude Miller, Revised:
Jorgensen utilized twenty-six subcontractors since the invoice. Concur spreadsheet of subcontractor use and seek Maintenance Complete Director of Maintenance, the Director of Maintenance reviews the report 4/1/16 Concur
inception of the contract. Of those twenty-six Board approval if the amounts approach for reasonableness of expenditures, and notes that the contractor is
subcontractors, five were disclosed in the original proposal $25,000. required to request Board approval if expenditures approach the $25,000 Revised:
and contract approved by the Board. Jorgensen did not limit. In the event that expenditures exceed the $25,000 limit and the 12/31/16

complete the “Authorization to Subcontract” request for the
remaining twenty-one subcontractors. In addition, eight of
the twenty-one subcontractors were paid amounts in excess
of $25,000, which required Board approval.

subcontractor has not previously notified the Contract Support Specialist
or the Director of Maintenance, CFX will immediately request Board
approval prior to payment. |A noted per inspection of the Status Report
that two subcontractors were noted as missing approval. IA obtained the
Request for Authorization to Sublet Services for Dive Tech International
and MK Guardrail, Inc., the last outstanding subcontractor approvals.
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ROW Legal Counsel Procurement & Invoice Audit
February 2016 Recommendations
Status of Recommendations

Management Management Status at IA Evaluation of
Internal Audit Observation Internal Audit Recommendation 8 Management Action Plan Responsible Party 8 Testing Results Due Date .
Response January 15, 2017 Management's Status
Based on Transportation Infrastructure Finance and The Authority should formalize its quality Initially, each Right of Way outside counsel or Per discussion with Linda Lanosa, Deputy General Counsel, each firm/responsible party creates
Innovation Act (TIFIA) loan requirements, the Authorit: assurance/quality control process by assigning a responsible party within the Authority will their own separate monthly TIFIA report summarizing the activity in the parcels assigned to
q Y gning
submits a monthly report of project costs to the Federal |process owner(s) responsible for compiling TIFIA confirm the amount paid in the cumulative them. Each firm/responsible party certifies that the monthly TIFIA report contains accurate
overnment and will be required to report final costs for |data, reconciling TIFIA data to source documents, payments columns of the monthly TIFIA reports information and acknowledges that the information will be relied upon for the Authority's
8 q P
the project in order to obtain the TIFIA loan funding. and verifying the completeness and accuracy of the to ensure accuracy of the current spreadsheet. If reporting requirements. Internal Audit obtained examples of the signed acknowledgment form
During the audit, we reviewed various sources of Right of |information included in the monthly TIFIA reports. there is a discrepancy identified, the responsible for each responsible party. Per discussion with Mike Carlisle, Director of Accounting and Finance,
Way data, including the Right of Way Committee minutes, |Additionally, there is an opportunity to centralize party will research and correct the discrepancy Accounting conducts an additional review of the relocation costs, CFX parcels, the Lowndes
Excel tracking files from outside legal counsel, and the Right of Way activity into one spreadsheet or in the TIFIA reports. Going forward, each firm or parcels, the Shutts & Bowen reports, and Winderweedle reports for agreement to actual
monthly TIFIA reports, and identified multiple instances of |database in order to minimize (or eliminate) the responsible party will prepare a separate amounts paid in the cumulative payments columns of each monthly TIFIA report. Any
inaccurate or inconsistent data between sources. maintenance and monitoring of multiple sources of monthly TIFIA report summarizing the activity in discrepancies are resolved through discussion with Legal Counsel or each firm/responsible party
Specifically, the TIFIA reports contained formula errors, information. the parcels assigned to that firm. The as needed. Additional review considerations are documented in the TIFIA Project Status Report
data that was incorrectly rolled forward from month-to- Accounting Department will audit the Verification Steps checklist to ensure consistent review across multiple periods and personnel.
month, in addition to classification issues for closed spreadsheets for accuracy using source . Internal Audit obtained e-mails between Michael Carlisle, Director of Accounting and Finance, Original:
arcels that were listed as open. Of most concern were documentation, which will be made available to Linda Lanosa, Deputy General and Linda Lanosa, evidencing review of each monthly TIFIA report, and obtained the TIFIA
p P 8/1/16
inaccuracies identified in the TIFIA reports that are Coneur the party responsible for performing the review . CO_U”SEI . Complete Project Stats Report Verification Steps checklist as evidence of procedures performed by Concur
designed to track project costs for later funding from the of the spreadsheets. Michael Carlisle, Director of Accounting. Once comments or changes are incorporated, the report is provided to Scott Bear, Revised:
Federal government. There are multiple parties involved Accounting and Finance CH2M Hill Consultant. 1/31/17

in creating and reviewing the TIFIA reports, including Legal
Counsel and Finance personnel, which all input or review
parts of the report. It is critical that the data in the TIFIA
reports be kept complete and accurate for monitoring and
reporting purposes. There is an opportunity to improve
the quality and reliability of the data gathered for
presentation in the TIFIA reports.

Per discussion with Scott Bear, CH2M Hill Consultant, he receives the monthly reports from the
external counsel and other responsible parties and he compiles the reports for review by the
Authority. Per discussion with Michael Carlisle, Director of Accounting and Finance, review
entails agreement to the GL via CFX accounting software (EDEN) and agreement of rollforward
balances to previous reports, if applicable. Per discussion with the Manager of Accounting and
Finance, several rounds of comments and revisions are generally required to account for
corrections and adjustments. Internal Audit inspected the January 2017 compiled reports and
noted that review by the Director of Accounting and Finance was ongoing. Once comments or
changes are incorporated by the CH2M Hill Consultant, the report is provided to Glenn
Pressimone, Director of Engineering. Glenn reviews and approves before the compiled report is
submitted to the TIFIA contact.
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Toll Revenue Audit
March 2016 Recommendations
Status of Recommendations

Internal Audit Observation

Internal Audit Recommendation

Management
Response

Management Action Plan

Responsible Party

Management Status at
January 15, 2017

Testing Results

Due Date

IA Evaluation of
Management's Status

All check, cash, money order transactions received via mail are processed in
the back office mailroom or counting room located at the Authority’s
headquarters. To allow monitoring of the processing and handling of
payments, the mailroom and the counting room are under video camera
surveillance.

Based on inquiry of EGIS management and Authority IT personnel, camera
surveillance is not being actively monitored by either party and the camera
footage is not digitally stored and available for retrieval. The IT department
indicated that the camera storage system became obsolete when the
Authority upgraded to the Windows 7 operating system due to compatibility
issues. Management was aware of the obsolete camera system and made a
business decision to not upgrade the system at the time.

We recommend that the Authority purchase new
surveillance equipment that is compatible with its current
operating system and allows for 30 days storage of
surveillance data, at minimum, for retrieval as needed.
We recommend that footage be recorded in digital format
and maintained for a period of at least two weeks to one
month based on leading practices. Additionally, the
Authority should consider assigning the responsibility of
periodic monitoring of the security cameras to EGIS to be
performed at least weekly in order to improve monitoring
of the mailroom and counting room where checks, cash,
and money orders get processed.

Concur

The Authority will procure and deploy
the needed equipment and EGIS will
perform monitoring of the cameras at
least weekly. The procurement of the
system will be included in an upcoming
camera installation project

Fred Nieves, Manager of E-PASS
& Plaza Operations

In Progress (Past Due)

Per discussion with Fred Nieves, Manager of E-PASS & Plaza

Operations, and Mahmood Hag, Information Security Manager,

procurement of cameras for use throughout the Authority's
facilities to enhance security is being planned by the IT
department. The cameras for the call center mail room and

counting room will be included in this procurement. The work is
currently scheduled to take place at the end of spring or early
summer, so the due date was revised to accomodate the current

project plan.

Original:
12/31/16

Revised:
3/31/17

Revised:
7/31/17

Concur
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Public Records Review
January 2017 Recommendations
Status of Recommendations

Internal Audit Observation

Internal Audit Recommendation

Management
Response

Management Action Plan

Responsible Party

Management Status at
January 15, 2017

Testing Results

Due Date

IA Evaluation of
Management's Status

CFX has a records management policy in place and a records management plan,
which was created in 2011 by a third-party consultant to provide long-term,
forward-looking guidelines and recommendations for governing CFX's records
management program. The CFX records management policy contains portions
of the records management plan.

CFX does not have a records management procedural document that provides
the detailed records management practices that are currently in place.

Policies should contain clear, simple statements of how an organization or
entity intends to conduct its operations and provide a set of guiding principles

CFX should consider revising the records management policy to clearly state the direction of the
Records Management function and create separate “desktop” procedures that clearly define and
document key aspects of CFX's records management activities that are currently in place, including,
but not limited to the following:

Record Coordinator procedures by department

Frequently used GS1-SL Retention Schedules by department and any departures from the GS1-SL
Retention Schedule for specific records

Barcode and database tracking process for offsite storage of records

Public records request tracking and quality control review process

Use of the records management database and email search tool for public records requests

CFX will develop a revised policy and
desktop procedures based on the
recommendations in this report and
the new records management plan
from the third-party consultant.

Per discussion with Michelle Maikisch, Chief of
Staff, policies and desktop procedures are
currently under development and are expected
to be completed by the due date.

Policy revision

to help management with decision making, while procedures should help Exemptions to public records law that are frequently used and/or relevant to CFX's business Michelle Maikisch, Chief o307
govern the actions necessary to fulfill the organization’s policies for operations. [Examples of confidential information that should not be disclosed in response to a public records Concur of Staff In Progress Desktop Concur
Procedures containing an appropriate level of detail can help reduce request procedures -
misunderstanding and increase distribution of pertinent information to those |Methods for electronic records retention 6/30/18
involved in the process. Preservation process for permanent public records

Public records destruction process
CFX policy requires that all employees complete an annual public records Management should implement an annual public records management training program for the CFX will develop a formalized training Per discussion with Michelle Maikisch, Chief of
training, which is currently accomplished in conjunction with Ethics and Record Coordinator role. The training should include the following, at a minimum: process for the Record Coordinators Staff, the formalized training process for Record
Sunshine Law training provided by the CFX Legal department. The Manager of with the assistance of the records Coordinators is currently under development
Public Records receives additional training to ensure the employee has the Internal processes and expectations for Record Coordinators management consultant. Training will and is expected to be implemented by the due
appropriate knowledge and skills to serve as the Records Management Liaison [Application of Florida Public Records Law to accomplish assigned responsibilities be in addition to the basic public date.
Officer. Exemptions and confidential information per Florida Public Records Law as applicable to the records training for all employees and

individual departments Concur | Will include detail specific to their role| Michelle Maikisch, Chief In Progress 12/31/17 Concur
In addition, CFX selects Record Coordinators within each department to work |Upcoming public records related projects and responsibilities as Record of Staff
with the Manager of Public Records to ensure departmental public records are |Opportunities to discuss challenges and questions related to the Record Coordinator role Coordinators.
managed in compliance with Florida Public Records Law. The Record
Coordinators perform a key role in the organization’s public records
management processes. However, specialized training for Record Coordinators
is not in place.
Although CFX's IT department built a custom Access Database for the Records |CFX should consider migrating the current Access Database to a records management tool designed CFX will research solutions to replace Per discussion with Corey Quinn, Chief of
Management department to store and retrieve location data for hard copy for this purpose. The selected tool should be provisioned and managed by the IT department, and the records management database Technology/Operations, research for solutions
public records, it is no longer supported or maintained by the IT department should include a user-friendly interface, such as a web-based front end application to allow the and will include the procurement of a to replace the records management database is
(although it is stored on the Network File Share and subject to normal backup ~|Records Management department to access the information needed to fulfill public records new database in the budget for next ongoing. CFX is currently attempting to leverage
processes). Due to this, the Records Management department, the users of requests. CFX should also consider contacting the offsite storage vendor to determine if they have a fiscal year. systems already in place, but turnover within
the database, have experienced issues and errors accessing the information records management tool that can be leveraged to query, retrieve, and maintain records. the IT department may delay the project.
contained within the database including: Michelle Maikisch, Chief of Staff, was added to

the IT Steering Committee and is currently

Reliance on web search results in order to troubleshoot problems with the Michelle Maikisch, Chief attempting to hire a new staff member within IT
database. Concur quStaff . In Progress to support the records management database. 6/30/18 Concur
Orphaned data that points to records that no longer exist, or have already been Corey Quinn, Chief of
destroyed. Techology/Operations

Data integrity issues, such as the incorrect modification of the retention
schedule of all records (which was changed to "retain permanently" for all
documents).

Unnecessary custom queries, tables, and search forms built approximately 10
years ago that affect the user interface and performance of the Access
Database.
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Public Records Review
January 2017 Recommendations
Status of Recommendations

Internal Audit Observation Internal Audit Recommendation Management Management Action Plan Responsible Party Management Status at Testing Results Due Date 1A Evaluat|'0n of
Response January 15, 2017 Management's Status
CFX utilizes the Smarsh application to collect and store text messages sent to or [Management should update user procedures for CFX connected devices to include the requirement Management is completely confident Per discussion with Corey Quinn, Chief of Turn off
from CFX cellular telephones. Due to the configuration of Apple devices, any  |to keep iMessage turned off. Management should also enhance the current mobile phone that due to the redundancy of Technology/Operations, CFX removed iMessage iMessage
text message sent between two Apple devices (e.g. iPhone to iPhone), whether |provisioning process and related procedures to include a step for turning off iMessage on Apple safeguards currently in place that all capabilities from CFX devices in November capability -
the message is between two CFX employees or between CFX and an external  |devices before they are issued to the user. text messages are retrievable. 2016. The review of Vendor MDM capabilities 11/30/16
party, is not captured in the Smarsh application. This is due to the manner in Notwithstanding, management and procedure updates are currently ongoing (Complete)
which the iMessage communication platform was designed by Apple. Management should consider the following options to monitor compliance with the procedures and agrees to implementing additional and are expected to be completed by the due
ensure collection of text message records: layers of safeguards. date. Procedure
Once the issue of record retention specific to Apple device messaging was Develop a manual process to periodically review user settings on enrolled Apple devices . ) Updates -
identified, CFX’s IT department quickly escalated the concern with the Smarsh  [Implement “parental controls” on enrolled devices with a password known by two CFX IT employees|  concur Corey Quinn, Chief of In Progress 6/30/17 Concur
application vendor. The solution provided by Smarsh included turning off the |Implement a mobile device management (MDM) tool to automate the control process Technology/Operations
iMessage feature on each enrolled Apple device so that messages are forced to Review
use Short Message Service (SMS) or Multimedia Messaging Service (MMS) Vendor MDM
instead of iMessage. The request to make this configuration change has been Capabilities -
distributed to CFX's user base, and at the time of the audit, was completed for Original:
all iPhone users within the environment. 3/31/17
Revised:
11/30/17
The CFX Board is comprised of government employees and three gubernatorial |CFX should assign a CFX email address to each non-government Committee member and should CFX will issue email addresses to the Per discussion with Michelle Maikisch, Chief of
appointed citizens. The gubernatorial appointed citizens serving on the CFX communicate the expectation that all agency business be conducted using this email address. If this non-government committee Staff, CFX e-mail addresses have been issued to
Board have been provided CFX electronic mail (email) addresses, which helps  [is not possible, CFX should consider requiring that any email messages related to agency business members and will require committee non-government committee members, and non-
with record collection and retention for compliance with Florida Public Records |conducted outside of a CFX email address be forwarded to a designated CFX address for collection members to utilize the email address government committee members have been
law. However, Board members do not serve on committees, and instead and retention. for agency business or to forward all instructed to utilize the e-mail addresses for CFX
appoint representatives to serve in their place. The non-government citizens related emails to the address for bsuiness or to forward all related e-mails to the
serving at the Committee level have not been provided with CFX email Concur collection and retention. Michelle Maikisch, Chief Complete address for collection and retention. IA obtained 12/31/17 Concur
addresses, creating greater opportunity for emails regarding agency business of Staff the Help Desk ticket requesting the creation of
to be sent outside of CFX's Exchange deployment, leaving them absent from the e-mail addresses as well as a copy of the e-
the public records files or CFX-established records retention schedules. mail distributed to non-government committee
members explaining the e-mail requirements
and providing instructions on how to access the
e-mail address.
To aid in tracking the movement, storage, and retrieval of paper records, when |To improve the tracking process of public record boxes, Records Management should perform a Per discussion with Michelle Maikisch, Chief of
records are ready to be sent to the offsite storage vendor for retention, monthly reconciliation of the barcodes issued, box inventory forms received, and boxes received by Staff, a monthly reconciliation process of the
barcodes are issued to Record Coordinators or custodians by the Records the offsite storage vendor. CFX may consider including a barcode tracking tool in the records barcodes issued, box inventory forms received,
Management department. The Record Coordinator or custodian completes management database and developing reports to facilitate and formalize the tracking and and boxes received by the offsite storage
and returns a box inventory form to Records Management, which identifies the |reconciliation processes for records sent to the offsite vendor for storage. vendor has been implemented. Internal Audit
records within the box, attaches the barcode, and sends the box to offsite obtained and reviewed the most recent monthly
storage. The Records Management department enters the detailed box reconciliation of barcodes from the Chief of
contents into the records management database, by barcode, for record Staff as evidence of implementation.
tracking and retrieval purposes. All available and issued barcodes are tracked
by Records Management in Excel, but Records Management does not currently CFX will implement the monthly ) » '
follow up on the status of barcodes where no box inventory form was returned Concur reconciliation process as Michelle Maikisch, Chief Complete 3/31/17 Concur

and does not confirm receipt of the box by the offsite storage vendor.

During the audit, one instance was identified in which a barcode was issued to
a Record Coordinator ten months prior but could not be located in the records
management database, indicating that the box inventory form was not
returned to Records Management. The box was subsequently located onsite;
however, inadequate tracking of barcodes, box inventory forms, and receipt of
boxes by the offsite storage vendor increases the risk of undetected loss and an
inability to subsequently comply with any public records request specific to
those records.

recommended.

of Staff
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Public Records Review
January 2017 Recommendations
Status of Recommendations

Internal Audit Observation Internal Audit Recommendation Management Management Action Plan Responsible Party Management Status at Testing Results Due Date 1A Evaluat|'0n of
Response January 15, 2017 Management's Status
Although a records retention schedule is clearly defined in policies, electronic  |Review existing policies and procedures surrounding the disposition or destruction of documents to CFX will establish a systematic Per discussion with Michelle Maikisch, Chief of
records are not being destroyed according to the retention schedule. ensure they provide sufficient detail around record retention and destruction. destruction process for each type of Staff, research into e-mail management tools
Currently, CFX is permanently retaining records for the following digital electronic technology. The process available to assist with the destruction process
technologies with no defined procedures or technology in place to guide Develop an approach to destroy records from the systems they are stored within (such as Smarsh, will be documented in the policies is ongoing. The systematic destruction process
destruction beyond the required retention limits: Exchange, SharePoint, Shared Drives, etc.) once their retention schedule has been met. To facilitate and desktop procedures. CFX will is expected to be established by the due date.
this, consider developing a method within each digital technology instance to classify records and explore email management tools
* Microsoft Exchange (electronic mail, calendar, and contacts) document their associated destruction date according to the retention schedule and Authority available to assist with the
* Smarsh (text messages) policy. destruction process.
* Network Shared Drive (electronic documents and other records)
 SharePoint (electronic documents and other records) The timely destruction of public records once retention is met would help reduce electronic and
manual resource requirements and associated costs to store records. In addition, public records
CFX's Records Management Policy and Public Records Training are documented |held beyond the retention period would need to be produced in the event of a public record
and establish the records retention schedule. The training states that "a public [request. Timely destruction of records could reduce labor requirements for the discovery of items
record may only be destroyed or disposed of in accordance with the retention |that should have been destroyed in the event of a sizeable public record request.
schedules", and "after the retention period, public records that are no longer Concur Michelle Maikisch, Chief In Progress 6/30/18 Concur
needed must be systematically disposed”. Specific to Microsoft Exchange, CFX should consider the following actions to assist in managing of staff
email correspondence so emails can be categorized and destroyed when necessary:
Florida Administrative Code 1B-24.003(1)(a) states that "Retention periods are
determined by the content, nature, and purpose of records, and are set based [Set mailbox limits that automatically delete messages after a pre-determined period of time
on their legal, fiscal, administrative, and historical values, regardless of the Restrict the creation of .PST files so that all messages reside within user’s inbox (and not on their
format in which they reside or the method by which they are transmitted." local machine)
This means that certain emails or text messages may need to be retained Create a “vault” to store important emails that must be kept for a certain number of days on each
longer than others based on their content. user’s inbox, and outline the type of content within emails that would warrant the message to be
placed within the “vault”. This “vault” would not be subject to the automatic delete processes
outlined above so that all messages that must be kept are secured and can be retrieved when
necessary.
CFX may consider implementing an email management tool that does the above and allows for
categorization of emails by retention schedule.
Florida Regulation 1B-24.003(10) requires all destruction of public records be  [CFX should contact its offsite storage vendor and request compliance with the contract terms CFX will review the contractual Per discussion with Michelle Maikisch, Chief of
conducted in a manner that safeguards the interests of the state and safety, through timely submission of complete Certificates of Destruction. In addition, CFX should requirements with the offsite storage Staff, the contractual requirements for the
security and privacy of individuals. The current CFX process is to have a implement a consistent management review control to check the completeness of Certificates of vendor and will review future offsite storage vendors have been reviewed,
witness present during onsite or offsite destruction of public records, which Destruction as received to verify the information provided is in accordance with the contractual certificates to ensure the person and future certifications will include the person
helps ensure compliance with the statute. Per CFX’s contract with its offsite requirements. performing destruction and the name performing the destruction and the name of the
storage vendor, the vendor must complete a Certificate of Destruction each of the witness are included. witness. CFX has not conducted a destruction
time records are destroyed, which is to include the name of the person Michelle Maikisch, Chief since the implementation of the action plan,
performing destruction and the name of the witness. However, during the Concur In Progress therefore evidence was not available at the 3/31/17 Concur

audit, upon inspection of these Certificates of Destruction, the names of the
people performing the destruction and the name of the witness were not
consistently documented on the Certificates of Destruction submitted to CFX.

of Staff

time of the follow-up meeting. IA will obtain
certificates of the next destruction performed
by CFX as evidence of implementation.
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EXECUTIVE SUMMARY

Overview / Objectives / Scope and Approach

Overview

In accordance with the 2017 Internal Audit Plan, Internal Audit audited three (3) contracts with a combined contract value exceeding $53,967,000
from a population of currently active, large engineering, service, maintenance, operations, and construction projects.

Objectives

The objectives of this audit were to (1) audit the accuracy of items billed to CFX in accordance with contract terms and conditions, and (2) identify
and test key processes and controls related to contract bidding and execution, budgeting, billing, project oversight, reporting, and supplemental
agreement management.

Project Scope and Approach
This audit was performed using a four-phased approach as outlined below:

Phase | — Contract Analysis and Selection

To select contracts for audit, Internal Audit obtained a listing of all active contracts with CFX and identified a short-list of contracts for audit after
interviewing management and performing a risk analysis based on contract size, duration, terms and conditions, and nature of the work performed.
The following contracts were selected for audit as approved by the Audit Committee:

1. Superior Construction Company, Southeast LLC (#001061) — Contract for construction of S.R. 429 (Wekiva Parkway) from north of
Ponkan Road to north of Kelly Park Road. This contract began in August 2015 and has a current contract value of approximately $46.6 million.
Per CFX's accounting system (Eden), expenditures to date at the time of this audit totaled approximately $27.9 million.

2. WBQ Design & Engineering, Inc. (#000817) — Contract for miscellaneous design consulting services related to highway and bridge design,
traffic engineering studies, intelligent transportation systems analysis and design, signing, pavement marking and channelization, soil
exploration, geotechnical lab testing, foundation studies, and architecture. This contract began in December 2011 and has a current contract
value of approximately $6.6 million. Per Eden, expenditures to date at the time of this audit totaled approximately $5.3 million.

3. Precision Contracting Services (#000990) — Contract for maintenance of CFX’s fiber optic network, both current structures and future
expansions. Services provided include network troubleshooting, repairs, remote monitoring and diagnostics, field investigation of OSP Issues,
equipment and cable OSP procurement and installation, and change control. This contract began in March 2017 and has a total contract value
of approximately $725,000. Per Eden, expenditures to date at the time of this audit totaled approximately $382,000.

Continued on the following page
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EXECUTIVE SUMMARY

Overview / Objectives / Scope and Approach (ontinueq

Phase Il - Processes and Controls Review

Internal Audit performed procedures to review CFX’s processes related to procurement, contract administration, project and cost management, and
supplemental management agreement. Key controls within each of these areas were identified and tested for each contract selected in Phase .
Detailed regarding the procedures performed, results, and observations are provided on the following pages and in Appendix A.

In August 2016, Internal Audit completed a review open prior year Contracts Audit recommendations and verified that all have been incorporated
into practice and policy, with the exception of the implementation of a “Subcontractor Status Report” which is scheduled for completion in early 2017.
Prior year observations were also considered and incorporated into this year's Contracts Audit approach to verify that prior years findings were
resolved and are not prevalent in the contracts selected for fiscal year 2017 Contracts Audit testing.

Phase lll - Contract Specific Audit Procedures

Internal Audit performed detailed procedures to review contract terms, costs billed to CFX, and other key attributes for each of the contracts selected
for audit. The contracts selected, value, spend to date, sample tested, and percentage of spend tested are outlined below:

Contract Value Spend to Date [1] Sample Tested [2) % Spend Tested

Superior Construction Company, Southeast LLC $46,593,297 $27,860,478 $ 11,976,406 [3] 43%
WBQ Design & Engineering, Inc. $6,650,000 $5,302,868 $2,972,673 56%
Precision Contracting Services $724,590 $381,696 $173,143 45%

[1] As of September 6, 2016

[2] Invoices were selected for testing using judgmental sampling. A detail of all invoices paid to date was obtained and analyzed on a month over month basis to select samples for testing. The
invaoices selected were tested for compliance with contract terms and conditions.

[3] Samples were judgmentally selected to include items such as unit quantities, fuel price adjustments, bituminous mix adjustments, and Owner Direct Material Purchases (“ODMP”) billed to CFX
across several months of the project.

Phase IV — Reporting and Deliverables

Internal Audit prepared this report for management review and comment and for issuance to CFX’s Audit Committee.
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SUMMARY OF PROCEDURES PERFORMED AND RESULTS

Process Areas / Procedures / Controls Tested

For the contracts selected for audit, Internal Audit identified risks and tested key controls within the process areas outlined below. Where applicable,
a sample of detailed project costs was reviewed and tested for compliance with contract terms and conditions. The table below provides an
overview of the areas reviewed for each contract audit. Further detail related to the specific procedures performed is provided in Appendix A.

Procedures Performed / Key Areas Reviewed petaliGontrels Number' of Qhservatio
Tested Observations Reference

Project funding and bid authorization, project bidding
(sealed bids and competitive sealed proposals), bid

UL awards, bid bond requirements, and contract s 2 M
renewals.
Contract terms and conditions, insurance, bond and
Contract

permitting requirements, and minority and women 10 2 1,2

Administration owned business (“MWBE”) requirements.

Invoice processing, project planning, scheduling,

Project & Cost quality control, subcontract management, cost
. : 36 0 N/A
Management management, owner direct material purchases
(*ODMP”) management, and project reporting.
SUppementa Supplemental agreement review, approval, and
Agreement pple 9 » app ¥ 9 0 N/A
execution.
Management
TOTALS: 80 2
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DETAILED OBSERVATIONS

Observation 1 — Payment to Ineligible Subcontractors

_ o Contract(s): Superior Construction Co.
Relative Priority
Observation

SRV The construction of S.R. 429 (Wekiva Parkway) is being financed with a Federal loan, with requirements to follow

Federal guidelines for including specific costs incurred by Disadvantaged Business Enterprise (DBE) firms. As a result,
Superior Construction Co. was required by Section 8 “Disadvantaged Business Enterprise” of the executed contract to
have an approved DBE Affirmative Action Program Plan filed with CFX and also have a plan to use DBE Certified
subcontractors.

Superior Construction Co. initially listed one of the subcontractors, RWH Construction, Inc. a DBE subcontractor, and
charged costs as such on five invoices. It was later determined that RWH Construction, Inc. was removed from the
DBE listing due to an ineligible status with the Federal Highway Administration (FHWA). This was appropriately noted
by the CEI (GAI) and CFX, and new control procedures were implemented by the CEI to verify eligibility for future
subcontractor selections for this Project. However, the incorrect classification of RWH Construction, Inc. as a DBE
Contract contractor resulted in the inability to pay $73,856.48 (total amount paid to RWH) of project costs using Federal funds.

Administration Recommendation

CFX should implement a subcontractor compliance checklist similar to the one implemented by the CEI on this project
to be utilized in a similar fashion on all future federally funded projects. A listing of authorized subcontractors should be
included in the checklist and the checklist should be used to track the approval of subcontractors. Additionally, the
checklist should detail mandatory criteria to be met by the subcontractor regarding eligibility requirements with the
FHWA, EEO, DBE eligibility, etc.

Continued on the following page....
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DETAILED OBSERVATIONS

Observation 1 — Payment to Ineligible Subcontractors

Relative Priority

Medium

Contract

Administration

Contract(s): Superior Construction Co.

Management Response

RWH was identified to be a disqualified contractor with the FHWA during a review of DBE eligibility with FDOT that was
performed in August 2016 (prior to the Protiviti audit.) This was after RWH Construction had completed $93,313.02 of
work on the project.

As a result of the review, it was determined that the FDOT listing of approved DBE Contractors includes contractors
that have been disbarred or suspended according with the FHWA. Immediately after discovering that this was the case
with RWH, CFX consulted the FHWA for the appropriate course of action. The FHWA and CFX agreed that moving
forward there would not be any new subcontracts with RWH on the Wekiva projects, however, RWH was allowed to
complete the work subcontracted for the Superior and Prince projects. However, none of the work completed would be
eligible for reimbursement by the Federal TIFIA loan.

Prior to this determination, CFX CEl's were approving subcontractors based solely on the UPC DBE Directory on the
FDOT website. Upon realization that the FDOT site did not consider the FHWA list, CFX implemented an enhanced
approval process that required verification of subcontractors with five different web sites to confirm contractor status for
Federally Funded Contracts.

Management Action Plan

As previously mentioned, CFX has implemented a new, more robust contractor status approval process for any
federally funded projects. This was put into place as of August 29, 2016. No further action is required.

Action Plan Owner / Due Date

Not Applicable — Management Action Plan Complete

© 2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX's management, audit commiitee, and board of directors. This report provides information s ege
7 about the condition of risks and internal controls at one point in time. Future events and changes may significantly and adversely impact these risks and controls in ways that this p rot |V | tl
report did not and cannot anticipate.



DETAILED OBSERVATIONS

Observation 2 — Contractor Compliance with Insurance Requirements

Relative Priority

Contract

Administration

Contract(s): Precision Contracting Services, Inc.

Observation

The Precision Contracting Services, Inc. (Precision) contract states that all insurance companies used by the
Contractor should have been in business for at least five years and have A.M. Best financial ratings of at least A-
(excellent) and a financial size category rating of XII ($1 Billion to $1.25 Billion in policyholder surplus funds) or higher.

Precision used three separate insurance carriers over the life of the contract for commercial liability, business
automobile liability, worker's compensation coverages, and unemployment insurance. Two of the insurance carriers,
Amerisure Insurance Co. and Amerisure Mutual Insurance Co., maintained a financial rating of A- or better; however,
their financial size category was only XI ($750 Million to $1 Billion in policyholder surplus funds) which is below the size
required per the contract.

As a result of observations from the contracts audit in FY 2016, CFX implemented a new insurance compliance review
for all insurance renewals for current and future projects to verify credit ratings and financial size category
requirements; however, the Precision contract was executed prior to the implementation of the new insurance
compliance review.

Recommendation

In addition to the renewal monitoring process currently in place as a result of the FY 2016 contracts audit, CFX should
implement a retrospective review of the A.M. Best Ratings and financial size categories for insurance carriers currently
utilized by vendors for all active construction and maintenance contracts when new insurance certificates are submitted
for review. The review should include researching historical financial ratings and sizes for each insurance carrier to
assess current compliance with contract requirements.

Management Response

Management concurs with the observation.
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DETAILED OBSERVATIONS

Observation 2 — Contractor Compliance with Insurance Requirements

Contract(s): Precision Contracting Services, Inc.
Relative Priority

Management Action Plan
_ CFX will perform a retrospective review of the A.M. Best Ratings and financial size categories for insurance carriers

currently utilized by vendors for all active construction and maintenance contracts retroactive to July 1, 2016. CFX will
also perform a review when new insurance certificates are submitted for review.

Action Plan Owner / Due Date

Aneth Williams, Director of Procurement / December 2017

Contract

Administration
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9 about the condition of risks and internal controls at one point in time, Future events and changes may significantly and adversely impact these risks and controls in ways that this p rotlv | tl
report did not and cannot anticipate.



APPENDIX A

Detailed Audit Procedures Performed




APPENDIX A

Detailed Audit Procedures Performed

Procurement

Internal Audit performed detailed audit procedures related to the procurement, bidding, and contract award, and contract renewal of all contracts
selected for testing. The procedures performed included:

< High level review of the process for establishing bid estimates for large construction contracts;
<+ Testing of Board approval to advertise for bids and proposals and Board approval of the contract award:;
< Testing for the use of five year contract terms and the option for five one year renewals for contracts;
< Testing of the key components of the competitive sealed bid and proposal processes, including:
= Completion and utilization of bidding and award schedules;
= Timestamps applied to all received proposals and compliance with submittal deadlines;
* The use of bid opening and bid tabulation sheets;
* Performance of unbalanced bid reviews for competitive bids;
= Completion of disclosure forms completed by CFX’s employees responsible for evaluating technical and price proposals: and
= Comparison of evaluation and scoring to advertised request for proposals.
<+ Completion and distribution of the monthly expiring contracts report by the procurement department; and

*» Completion and approval of the expiring contract renewal worksheet and Board approval of contract renewals.

Continued on the following page .
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APPENDIX A

Detailed Audit Procedures Performed

Contract Administration

Internal Audit performed detailed audit procedures related to key contract terms and conditions utilized by CFX and the satisfaction of insurance,
bonding, permitting and MWBE requirements by the contractors selected for testing. The procedures performed included:

«» Testing for the review of contracts by CFX’s Legal Counsel;
<+ Testing of key contract reviews and clauses, including:
* Review by CFX’s Legal Counsel; and
* Inclusion of key right to audit, termination, and indemnity clauses.
<+ Outlining and testing of insurance, bonding, and permitting requirements specific to the contracts selected; and

«+ Satisfaction of MWBE requirements set forth in the original bid and as required by CFX.

Supplemental Agreement Management

Internal Audit performed detailed audit procedures related to supplemental agreement execution, review, and approval. The procedures performed
included:

«+ Testing for Board approval of all supplemental agreements in excess of $50,000;
«» Testing for the approval of all supplemental agreements by the appropriate parties;

< Testing of adequate supporting documentation and compliance with contract terms and conditions in regards to price and scope for all
executed supplemental agreements related to the construction contracts selected for review; and

<+ Testing of a sample of fuel price and bituminous mix adjustments related to the construction contracts selected for review.

Continued on the following page
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APPENDIX A

Detailed Audit Procedures Performed

Project & Cost Management

Internal Audit performed detailed audit procedures related to invoice processing and approval, project planning, scheduling and quality control,
project cost management and reporting, subcontractor management, CEI oversight, and ODMP processing. The procedures performed included:

< Testing of a sample of invoices for the projects selected for adequate review and approval by the appropriate personnel and compliance with
CFX’s invoice processing procedures;

« Discussion of current practices in regards to quality control and risk management plans and performance and quality monitoring;
» Testing of subcontractor approval and a sample of payments made to subcontractors:

* Detailed testing of costs billed for a sample of invoices selected for each of the service contracts selected and detailed testing of a sample of
the quantities billed for each of the construction contracts selected;

«+ Utilization and monitoring of the CEIl Consultants assigned to construction contracts:

« Detailed testing of costs billed for a sample of invoices selected for each of the construction contracts selected and detailed testing of a
sample of the quantities billed vs. installed for each of the construction contracts selected:

« Detailed testing of fuel price and bituminous mix adjustment calculations;
*» Discussion and limited testing of changes to project schedules;
% Review of reporting submitted to management on a regular basis; and

«» Detailed testing of the ODMP programs implemented for the construction contracts selected.
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Risk & Business Consulting.
Internal Audit,

INTERNAL MEMORANDUM

SUBJECT: CHANGE MANAGEMENT REVIEW - TOLLING SYSTEM REPLACEMENT

DATE: MARCH 17, 2017

The Central Florida Expressway Authority (“CFX”) Internal Audit plan for Fiscal Year 2017 included
Phase 2 of a project to review the internal controls surrounding the “Toll System Replacement”
(“TSR”) Project. Phase 2 included two components:

e Vulnerability scans to identify potential vulnerabilities that exist on systems that support
the new toll system.

e An access control review of the “Law Enforcement Notification System” (“LENS”) and the
“Toll Management Console” (“TMC").

The vulnerability scans are ongoing, and Internal Audit will provide a summary after they are
complete.

The access control review was scheduled to be completed within Fiscal Year 2017, however
neither “LENS” nor “TMC” will be deployed to the environment during Fiscal Year 2017. They are
expected to be deployed in Fiscal Year 2018, and Internal Audit will include time in the FY2018
audit plan to address the risks related to these applications.

© 2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX's management, audit
committee, and board of directors. This report provides information about the condition of risks and internal controls at
one point in time. Future events and changes may significantly and adversely impact these risks and controls in ways
that this report did not and cannot anticipate.
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p Risk & Business Consulting.

Internal Audit,

INTERNAL MEMORANDUM

SUBJECT:

DATE:

CENTRAL FLORIDA EXPRESSWAY AUTHORITY
CALL CENTER STAFFING MODEL ASSISTANCE
MARCH 14, 2017

Background and Objectives:

As outlined in the 2017 Internal Audit plan, the Central Florida Expressway Authority (“CFX)” requested that Protiviti, through
partnership with its customer call center subject matter expert, assist with an independent analysis of its call center staffing model
used to forecast agent staffing needs to match call volume patterns. This request was in part driven by CFX seeking to proactively
manage a request from EGIS, its third party, outsourced call center vendor, to hire additional agents to cover increased call volumes
and to maintain service levels within established targets. As part of this project, CFX sought to better understand requests from EGIS
to hire additional agents, and requested guidance with selecting a technology product to help it proactively manage agent
scheduling and forecasting into the future.

Scope, Approach, and Results

During the time period time period of August 2016 through December 2016, a Protiviti supported CFX with the following activities.

1.

Pre-procurement advisory services specific to the acquisition of the Monet system, the technology package selected by CFX
to manage agent staffing and forecasting within its customer call center. Specific to pre-procurement advisory services,
Protiviti performed the following:

Provided advice and guidance to CFX during the procurement of Monet. More specifically, Protiviti provided input on
the functionality and ability of the Monet package to meet CFX’s staffing and forecasting management needs.

Read the Monet proposal and provided input to CFX for points to consider.

Provided guidance to CFX on needs and opportunities in advance of the implementation of Monet, including reporting
elements and other enhancements. Specifically, Protiviti provided guidance around which components of the Monet
platform to acquire to help CFX meet its business needs. Ultimately, CFX elected to add a performance metrics
component to the initially proposed scope. The performance metrics component allows for more detailed reporting to
help manage the center.

Provided input on skill requirements for potential candidates for an open Business Analyst position to support the new
Monet scheduling software.

Post-procurement of the Monet software package, Protiviti supported CFX through the implementation of Monet by
performing the following:

Provided subject matter guidance and assistance to advise on use and knowledge transfer.

Participated in design meetings with CFX and Monet.

Participated in vendor training and supported CFX throughout the process to verify that the training provided by Monet
addressed CFX’s needs for effective handover and management of the new solution.

Reporting and Deliverables

No deliverables were prepared or provided as a result of this work and the advisory services provided to CFX. At the completion of
the procedures outlined, this memo summarizing the assistance provided has been prepared.

© 2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX's management, audit committee, and board of
directors. This report provides information about the condition of risks and internal controls at one point in time. Future events and changes may
significantly and adversely impact these risks and controls in ways that this report did not and cannot anticipate.
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Central Florida Expressway Authority
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. Executive Summary

Background

During the period between August 1 to September 2, 2016, Internal Audit (“IA”) performed a Vendor Security Review for the Central Florida
Expressway Authority (“CFX”). This is the first review of vendor security that IA has conducted at CFX. The review focused on vendor IT connections
entering the CFX environment and vendor systems within the CFX environment. CFX vendors play an important role as they perform a variety of
critical duties including database management, web development, Intelligent Transportation Systems (“ITS”) hardware maintenance, fiber optic
network support, engineering, marketing, toll operations and more. The CFX and ITS environments share network equipment that allows
communication between the networks, though each is a distinct environment. Though both utilize vendors, the CFX IT environment is larger, making
up approximately 90% of the IT systems within CFX. ITS comprises approximately 10% of the IT systems within CFX, and is the area to which
vendors connect to maintain systems on the roadways, or systems that support roadway systems.

Scope and Approach

The focus of this review had two (2) primary components. First, IA reviewed vendor IT connections coming into the CFX environment, and second,
IA reviewed security configurations of vendor systems within the CFX environment. Specific steps to accomplish these objectives are described
here:

e To assess vendor connections into the CFX environment, IA:
o Established an inventory of vendors with whom CFX exchanges data. In so doing, IA confirmed relevant attributes about each
connection, including:
= The type of connection used (e.g., web URL, Secure File Transfer protocol (SFTP), hosted portal, system-to-system
connectivity, etc.)
=  The nature and volume of the data exchanged
o ldentified the appropriate CFX business owner for each connection and discussed the security processes and controls in place to
protect data in transit and once it arrived at its destination.
o Executed specific procedures to test the security controls in place including:
= Security of the connection
= Access controls
= Logging and monitoring

e To assess vendors systems within the CFX environment, IA:
o Established an inventory of vendors that have placed systems within the CFX environment
o ldentified the appropriate CFX business owner for each vendor system (or group of systems) that exists within the CFX environment
and discussed the security processes and controls in place to protect data on those systems.
o Executed specific procedures to validate the design and operating effectiveness of the security controls in place including
= System configurations (system hardening, operating system patching, software updates)

© 2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX management, Internal Audit and board of directors. This report provides information
about the condition of risks and internal controls at one point in time. Future events and changes may impact these risks and controls in ways that this report did not and cannot
anficipate. 1
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Access controls
= Logging and monitoring

In order to accomplish this review, Internal Audit:

Interviewed key personnel (i.e. CFX Security Manager, ITS Domain Administrator, IT Administrators)

Performed a Risk Analysis of vendors in the environment to determine which to sample

Performed a sample-based review of high-risk vendor access

Reviewed documentation associated with the vendor access request, authorization, and approval process

Performed walkthroughs of CFX access control systems (i.e. Active Directory, Juniper Radius, and the WatchGuard Firewall)
Reviewed system configurations for a sample of vendor systems (or systems to which vendors had access)

Obtained an understanding of how vendor access is provisioned, controlled, and monitored

The vendor systems and connections assessed as part of this review are;

Transcore — Manages databases and servers in the environment

Atkins — Manages and maintains systems within the ITS environment

Kapsch — Manages and maintains systems within the ITS environment

Evolve —~ Manages and maintains websites within the CFX environment
Carousel — Provides support for network infrastructure in the CFX environment
AEcom - Collects cash tolls for CFX on the roadways

e & o o o @

Summary of Findings
As a result of this review, Internal Audit identified six (6) observations specific to the ITS environment that should be addressed in order to strengthen
the overall security of vendor IT connections that come into CFX's ITS environment and the security configurations on vendor systems that exist

within the CFX ITS environment (no observations were identified within the CFX IT environment). The observations are grouped into the following
three (3) high-level topics:

e Vendor Access and Privileges
e Vulnerability Management

e System Configuration Settings

© 2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX management, Internal Audit and board of directors. This report provides information
about the condition of risks and internal controls at one point in time. Future events and changes may impact these risks and controls in ways that this report did not and cannot
anticipate. 2
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Recommendations

The following high-level recommendations should be considered in order to address the topics above:
e Review Vendor Access and Privileges
¢ Require Formal Vulnerability Management Processes
e Enhance System Configuration Settings

Status of Completion

As of the time of this report, five of the six observations have been remediated.

© 2017 Protiviti Inc. All Rights Reserved. This document has been prepared for use by CFX management, Internal Audit and board of directors. This report provides information
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Central Florida Expressway Authority
Administration Activity - Internal Audit

Budget Worksheet
Account Description
OTHER

05-130-690-53410 Contract Personnel

2017 Projected 2018 $ Inc (Decr) | % Inc (Decr) | % Inc (Decr)
Annual Year-end Annual over 2017 over Proj. over 2017
Budget Actual Budget Budget 2017 Actual Budget

564,000 500,000 564,000 - 13% 0%
564,000 500,000 564,000 - 13% 0%




CENTRAL FLORIDA EXPRESSWAY AUTHORITY

MEMORANDUM
TO: Audit Committee Members
FROM: 7}/ Joseph L. Passiatore, General Counsel

DATE: March 22, 2017

SUBJECT: Internal Audit Contract Renewal / Protiviti, Inc. / Contract No. 000931

CFX’s contract with Protiviti, Inc. for internal audit services is currently scheduled to
expire on June 30, 2017.

The original contract, dated May 22, 2013, provided for a three year term with two one
year renewals. Last year the Audit Committee recommended and the Board approved the first

one year renewal.

Staff is requesting the Committee’s direction as to whether it wishes to recommend
exercising the final one year extension of Protiviti’s contract in the same amount of $499,000.00,
and at the same hourly rates set forth in Task Order No. 4.

JLP/ml
Enclosures: Renewal 01, May 22, 2013 Task Order No. 4,
Contract and Worksheet for Renewal

cc: Laura Kelley
Lisa Lumbard

4974 ORL TOWER RD. ORLANDO, FL 32807 | PHONE: (407) 690-5000 | FAX: (407) 690-5011

WWW.CFXWAY.COM




Central Florida Expressway Authority
CONTRACT RENEWAL AGREEMENT
CONTRACT NO. 000931

THIS CONTRACT RENEWAL AGREEMENT (the “Renewal Agreement”), made and entered into this 12" day of
May, 2016, by and between the Central Florida Expressway Authority, hereinafter called “CFX” and Protiviti, Inc., hereinafter

called the “Contractor”
WITNESSETH
WHEREAS, CFX and the Contractor entered into a Contract Agreement (the “Original Agreement”) dated May 22,
2013, whereby CFX retained the Contractor to perform internal auditor services; and

WHEREAS, pursuant to Article 2 of the Original Agreement, CFX and Contractor wish to renew the Original
Agreement for a period of one (1) year;

NOW, THEREFORE, for and in consideration of the mutual benefits to flow each to the other, CFX and Contractor agree
to a first renewal of said Original Agreement beginning the 1 day of July, 2016 and ending the 30" day of June, 2017 in the
amount of $499,000.00 which amount restates the amount of the Original Agreement,

Contractor states that, upon its receipt and acceptance of Final Payment for Services rendered under the Original
Agreement ending June 30, 2016, the Contractor shall execute a ‘Certificate of Completion of the Original Agreement and
Acceptance of Final Payment’ that waives all future right of claim for additional compensation for services rendered under the

Original Agreement ending June 30, 2016,

All terms and conditions of said Original Agreement and any supplements and amendments thereto shall remain in
full force and effect during the full term of this Renewal Agreement.

IN WITNESS WHEREOF, the parties have executed this Renewal Agreement by their duly authorized officers on the
day, month and year set forth above.

PROTIVITI, INC. CENTRAL FLORIDA EXPRESSWAY AUTHORITY
BY: QJM: o
Authorized Signatur

Print Name: DA b T.TAN LOR

Title: AN ACLNG AT € PR
/ ! » Vi
ATTEST: [ 4]25 ( £ o i (SEAL)

Secretary or Notary-/ /(.
/4 Approved as to form and execution, only

A 4 A .
A/ .// ._-J'/';'- - /
o et o et iRe

‘ / “Géneral Counsel for CFX

P “'Q‘ Motary Public State of Florida
Y A

Marc Lingle
My Cumm?umn FF 246162

Explras 07101/2019

c.ﬂr l:j
W



CENTRAL FLORIDA EXPRESSWAY AUTHORITY

MEMORANDUM

TO: CFX Board Members /

FROM: Robert Johnson
Manager of Procurer

DATE: April 26, 2016

SUBJECT:  Approval of Contract Renewal Agreement
Internal Auditor Services with
Protiviti, Inc.
Contract No, 00931

Board approval is requested for the first renewal of the referenced contract with Protiviti, Inc.
(Protiviti) for internal auditing services. The current contract expires on June 30, 2016. The term
of the requested renewal will be one year beginning July 1, 2016, and ending June 30, 2017, in
the amount of $499,000.00, The original contact was three years with two (2) one-year renewals,

The Audit Committee has recommended this renewal,

Original Contract Amount  $730,500.00

Supplemental No. 1 $137,000.00
First Renewal $499,000.00
Total $1,366,500.00

Reviewed by: %%4 gamze}-

Joseph Passibfore
General Counsel

4974 ORL TOWER RD, ORLANDO, FL 32807 | PHONE: (407) 690-5000 | FAX: (407) 690-5011

WWW.CFXWAY.COM W



Task Order No. 4

This is Task Order No. 4 for Contract No. 000931 by and between the Central Florida
Expressway Authority (“Auth :lty") and Protiviti Inc. ("Auditor") dated May 22, 2013. This
Task Order shall be effectiVd i mmedlately after signed by both parties.

Scope of Services

C.r- I‘,)
Auditor shall perform the fupctions of tha.Aru.tXhority’s internal audit department, as agreed
to between Auditor and the-Autherity as more fully set forth in the Fiscal 2017 Internal Audit
Plan approved by the Audit Committee. The services to be provided for under this Task
Order No. 4 shall cover the period beginning July 1, 20186, through June 30, 2017.

A planning memorandum shall be developed for each audit project executed under the

plan. The planning memorandum will specify for each project the scope of services, the
reporting structure, the frequency and format of communications, the standards that will
be applicable, the nature and format of deliverables, and an estimate of hours required

to complete the audit.

Auditor Engagement Team Leaders and Project Staffing

Phil Fretwell, Engagement Managing Director
David Taylor, IT Managing Director

Jeffrey Tecau, Managing Director

Teresa Mallary, Senior Manager

Managers, Seniors, and Consultants as needed

Upon establishing and confirming the project schedule and specific resource requirements
of Auditor resources with the uiheﬁty s Audit Committee or Audit Committee designee,
Auditor will require at least two w %ks notice prior to the effective date of any modification
to the Auditor personnel schedules.

CFY
-Autherity Project Manager and Additional Contacts

Audit Committee
General Counsel

Special Cansiderations

CF
Audits should be planned in such a way as to coordinate closely with Autherity staff to
avoid unnecessary disruption of normal activities and eliminate duplication of work.

Roles and Responsibilities

CEy
The-Authority will perform the following tasks and provide Auditor with the following

information:
Maintain overall responsibility for management decisions concerning the

Project;



Timely access to appropriate personnel for interviewing and review;
Provide ongoing direction regarding scope and objectives;
Timely review of Auditor work product and deliverables.

Auditor will work under the direction of the Audit Committee or Audit Committee
designee. Auditor will report administratively to General Counsel for matters related to
scheduling, coordination and other administrative items.

C
Copies of any working papers will be provided to the—/fu}he{ity if so desired. In addition,
original working papers will be available for examination by the Audit Committee or
Audit Committee designee, and with prior written consent to applicable regulatory
agencies.

Fees

Auditor wilf charge for this work based upon the Jevel of staff and time required to
complete this Task Order. Consistent with th -uthérity’s fiscal 2017 budget for Internal
Audit Services, the total fees for this Task Order are expected to be $499,000. If any out-
of-pocket expenses are expec}feﬁd to be incurred in connection with rendering these
services, Auditor will obtain Al --enﬁr s approval prior to jncurring such expenses. These
approved expenses will be reimbursed to Auditor at actual cost without mark up. Auditor
will periodically advise the Aud i%oglmittee on the status of fees and expenses incurred
and estimated total costs. The-Autfgri ,?cknowledges that Auditor's work is highly
dependent on the availability of the-Autharity's personnel, other contractors of the <F X
Autherity and other factors beyoaﬁpe Auditor's control. Auditor will use commercially y
reasonable efforts to assist the-Atthority in meeting any stated deadlines but the-Au -‘gmty
acknowledges that despite these efforts, due to such factors, any stated deadlines and
timelines may not be met.

— o Loty us .
Fees will be billed to the-Authority using the following schedule:

Level [ Hourly Rate
_Managing Director $190 o
Director $190

Associate Director $190

Senior Manager - $190 |
| Manager %190

_Senior Consultant - . $120
Consultant . $120

Intern e $90




The above includes an Intern rate level that was not part of the original price proposal.
Protiviti may use an Intern periodically to perform the duties typical of a new Consultant.

Billings will be rendered monthly and payment will be due upon receipt of invoice. Actual
out-of-pocket expenses will be included in billings as incurred.

Payments under the Agreement and interest on any late payments shall be governed by
the Florida Prompt Payment Act, Section 218.70 Florida Statutes, as amended.

Deliverables

At the conclusion of each project, Auditor will issue audit reports incorporating Auditor's
work. Auditor will promptly discuss any matters that come to Auditor's attention during
the work with appropriate Authbrt management personnel so that management has an
opportunity to consider the matters before final reports are issued, including whether
management wishes Auditor to perform additional procedures in response to any
identified conditions.

IN WITNESS WHEREOF, this Task Order No. 4 is accepted on the date last written
below, subject to the terms and conditions above stated and in the contract.

CENTRAL FLORIDA EXPRESSWAY AUTHORITY

By: @J {,(/{/\___,—-—-'
Print Name:_An 2dh O [lcama

Title: ‘P cdor 0) Procetmangt
Date; 9-27-2 1

PROTIVITI INC.
2

2
Prlnt Nynarr f/-&fa') 7‘5(/?‘3./

Title: YIS AC - prie cT oL
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CENTRAL FLORIDA EXPRESSWAY AUTHORITY

September 27,2016

Mr. Jeffery B. Tecau

Managing Director ( HO NG 49 —-3900
Protiviti, Inc.

301 East Pine Street, Suite 225

Orlando, Florida 32801

RE:  Task Order No. 4
Internal Audit Services
Contract No. 000931

Dear Mr. Tecau:

Attached for your file is one (1) fully executed copy of the referenced contract. If you have any
questions you can contact me at 407-690-5365.

Sincerely,

@God—

Aneth Williams
Director of Procurement

Attachments

4974 ORL TOWER RD. ORLANDO, FL 32807 | PHONE: (407) 690-5000 | FAX:(407)690-5011

WWW.CFXWAY.COM mm
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CONTRACT
ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
AND
PROTIVITI, INC.

INTERNAL AUDITOR SERVICES

CONTRACT NO. 000931

CONTRACT DATE: MAY 22, 2013
CONTRACT AMOUNT: $730,500.00

EXPRESSWAY

AUTHORITY

ORLANDO-ORANGE COUNTY
EXPRESSWAY AUTHORITY
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CONTRACT, SCOPE OF SERVICES, METHOD OF COMPENSATION,
TECHNICAL PROPOSAL AND PRICE PROPOSAL
FOR
INTERNAL AUDITOR SERVICES

CONTRACT NO. 000931

MAY 2013

Members of the Board

Walter A. Ketcham, Jr., Chairman
R. Scott Batterson, P.E., Vice Chairman
Teresa Jacobs, Secretary/Treasurer
Noranne B. Downs, P.E., Ex-Officio Member

Executive Director

Max Crumit, P.E.
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CONTRACT

This Contract (the “Contract” as defined herein below), is made this 22°¢ day of May, 2013,
between the ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY, a body politic
and agency of the State of Florida, hereinafter called the AUTHORITY and PROTIVITI, INC.,
301 East Pine Street, Suite 225, Orlando, Florida 32801, hereinafter the AUDITOR:

WITNESSETH:

WHEREAS, the AUTHORITY was created by statute and is charged with acquiring,
constructing, operating and maintaining a system of limited access roadways known as the
Orlando-Orange County Expressway System; and,

WHEREAS, the AUTHORITY has been granted the power under Section
348.754(2)(m) of Florida Statutes, “to do all acts and things necessary or convenient for the
conduct of its business and the general welfare of the AUTHORITY, in order to carry out the
powers granted to it (by state law);” and,

WHEREAS, the AUTHORITY has determined that it is necessary and convenient in the
conduct of its business to retain the services of an auditor to perform internal auditor services and
related tasks as may be assigned to the AUDITOR by the AUTHORITY and identified as
Contract No. 00093 1; and,

WHEREAS, on or about March 16, 2013, the AUTHORITY issued a Request for
Proposals seeking qualified auditors to perform such tasks; and,

WHEREAS, AUDITOR was the successful one of three qualified firms that
responded to the Request for Proposals and was ultimately selected; and,

NOW THEREFORE, in consideration of the mutual covenants and benefits set forth
herein and other good and valuable consideration, the receipt and sufficiency of which being
hereby acknowledged by each party to the other, the parties hereto agree as follows:

1. SERVICES TO BE PROVIDED

The AUDITOR shall, for the consideration herein stated and at its cost and expense, do all the
work and furnish all the materials, equipment, supplies and labor necessary to perform this
Contract in the manner and to the full extent as set forth in the Contract Documents all of which
are hereby adopted and made part of this Contract as completely as if incorporated herein. The
Contract shall be performed and services provided to the satisfaction of the duly authorized
representatives of the AUTHORITY in accordance with the Scope of Services, who shall have at
all times full opportunity to evaluate the services provided under this Contract.

The services to be provided under this Contract include performing internal auditor services in
accordance with the internal audit plan approved by the AUTHORITY s audit committee.
1
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The AUTHORITY does not guarantee that all of the services described in the Scope of Services
will be assigned during the term of the Contract. Further, the AUDITOR is providing these
services on a non-exclusive basis. The AUTHORITY, at its option, may elect to have any of the
services set forth herein performed by other auditors or AUTHORITY staff.

The Contract Documents, in order of precedence, consist of:

1.1 The Contract, including insurance policies,

1.2 The Scope of Services,

1.3 The Method of Compensation,

1.4  The Technical Proposal submitted by AUDITOR, and
1.5  The Price Proposal submitted by AUDITOR,

(collectively, the “Contract”).

2 TERM AND NOTICE

The initial term of the Contract will be three (3) years from the date indicated in the Notice to
Proceed from the AUTHORITY. There shall be two renewal options of one (1) year each. The
options to renew are at the sole discretion and election of the AUTHORITY. Renewals will be
based, in part, on a determination by the AUTHORITY that the value and level of service
provided by the AUDITOR are satisfactory and adequate for the AUTHORITY’s needs. If a
renewal option is exercised, the AUTHORITY will provide the AUDITOR with written notice of
its intent at least 150 days prior to the expiration of the initial three-year Contract Term.

The AUTHORITY shall have the right to terminate or suspend the Contract, in whole or in part,
at any time with 10 days notice for convenience or 15 days with cure notice for cause for
AUDITOR’s material failure to perform the provisions of the Contract. Under no circumstances
shall a properly noticed termination by the AUTHORITY (with or without cause) constitute a
default by the AUTHORITY. In the event of a termination for convenience or without cause,
AUTHORITY shall notify AUDITOR (in writing) of such action with instructions as to the
effective date of termination or suspension, in accordance with the time frames set forth
hereinabove. AUDITOR will be paid for all work performed prior to termination and any
reasonable, documented, direct, normal, and ordinary termination expenses. AUDITOR will not
be paid for special, indirect, consequential, or undocumented termination expenses. Payment for
work performed will be based on Contract prices, which prices are deemed to include profit and
overhead. No profit or overhead will be allowed for work not performed, regardless of whether

the termination is for cause.

If AUDITOR: (i) fails to perform the Contract terms and conditions; (ii) fails to begin the work
under the Contract within the time specified in the "Notice to Proceed"; (ii1) fails to perform the
work with sufficient personnel or with sufficient materials to assure the prompt performance of
the work items covered by the Contract; (iv) materially fails to comply with the Contract, or (v)
performs unsuitably or unsatisfactorily in the opinion of AUTHORITY reasonably exercised in
accordance with the Scope of Services, or for any other cause whatsoever, fails to catry on the
work in an acceptable manner in accordance with the Scope of Services, the AUTHORITY will

2



give notice in writing to the AUDITOR of such delay, neglect or default and provide AUDITOR
with a reasonable opportunity to cure. If the Contract is declared in default, the AUTHORITY

may take over the work covered by the Contract.

If AUDITOR (within the curative period, it any, described in the notice of default) does not
correct the default, AUTHORITY will have the right to remove the work from AUDITOR and to
declare the Contract in default and terminated.

Upon declaration of default and termination of the Contract, AUTHORITY will have the right to
appropriate or use any or all materials as the AUTHORITY determines, and may retain others for
the completion of the work under the Contract, or may use other methods which in the opinion of
AUTHORITY are required for Contract completion. All costs and charges incurred by
AUTHORITY because of, or related to, the AUDITOR’s default (including the costs of
completing Contract performance in excess of the sum which would have been payable under the
Contract) shall be charged against the AUDITOR. If the expense of Contract completion
exceeds the sum which would have been payable under the Contract, the AUDITOR shall pay
the AUTHORITY the amount of the excess. If, after the default notice curative period has
expired, but prior to any action by AUTHORITY to complete the work under the Contract,
AUDITOR demonstrates an intent and ability to cure the default in accordance with
AUTHORITY's requirements, AUTHORITY may, but is not obligated to, permit AUDITOR to
resume work under the Contract. In such circumstances, any costs of AUTHORITY incurred by
the delay (or from any reason attributable to the delay) will be deducted from any monies due or
which may become due AUDITOR under the Contract. Any such costs incurred by
AUTHORITY which exceed the remaining amount due on the Contract shall be reimbursed to
AUTHORITY by AUDITOR. The financial obligations of this paragraph, as well as any other
provision of the Contract which by its nature and context survives the expiration of earlier
termination of the Contract, shall survive the expiration or earlier termination of the Contract.

AUTHORITY shall have no liability to AUDITOR for expenses or profits related to unfinished
work on a Contract terminated for default.

AUTHORITY reserves the right to terminate or cancel this Contract in the event the AUDITOR
shall be placed in either voluntary or involuntary bankruptcy or an assignment is made for the
benefit of creditors. Such termination shall be deemed a termination for default.

3. CONTRACT AMOUNT AND COMPENSATION FOR SERVICES
3.1 The Contract Amount for the Contract term is $730,500.00. Services shall be
provided and fees to be billed for each year of the contract will be as agreed in the Task Order.

3.2  AUTHORITY agrees to pay AUDITOR for services performed in accordance
with the Method of Compensation.

(3]



pom e

4. AUDIT AND EXAMINATION OF RECORDS
4.1 Definition of Records:

(1) “Contract Records” shall include, but not be limited to, all information,
communications and data, whether in writing or stored on a computer, computer disks,
microfilm, writings, working papers, drafts, computer printouts, field notes, charts or any other
data compilations, books of account, photographs, videotapes and audiotapes supporting
documents, any other papers or preserved data in whatever form, directly related to the Contract
or the AUDITOR'’s performance of the Contract determined reasonably necessary or desirable by
the AUTHORITY to verify invoicing and performance.

AUTHORITY reserves and is granted the right (during regular business hours and after 48 hours
advance notice) to review, audit, copy, examine and investigate in any manner, any Contract
Records (as herein defined) of the AUDITOR or any subconsultant. By submitting a response to
the Request for Proposal, AUDITOR or any subconsultant submits to and agree to comply with
the provisions of this section.

If the AUTHORITY requests access to or review of any Contract Documents and AUDITOR
unlawfully refuses such access or review, AUDITOR shall be in default under its Contract with
AUTHORITY, and such refusal shall, without any other or additional actions or omissions,
constitute grounds for suspension or disqualification of AUDITOR. Disqualification or
suspension of the AUDITOR for failure to comply with this section shall also preclude the
AUDITOR from acting in the future as a subconsultant of another AUDITOR doing work for the
AUTHORITY during the period of disqualification or suspension. Disqualification shall mean
the AUDITOR is not eligible for and shall be precluded from doing future work for the
AUTHORITY until reinstated by the AUTHORITY.

Final Audit for Project Closeout: The AUDITOR shall permit the AUTHORITY, at the
AUTHORITY’s option, to perform or have performed, an audit of the records of the AUDITOR
and (shall flow this Contract provision to any or all subconsultants) to support the compensation
paid the AUDITOR. The audit will be performed as soon as practical after completion and
acceptance of the contracted services. In the event funds paid to the AUDITOR under the
Contract are subsequently determined to have been inadvertently paid by the AUTHORITY
because of accounting errors or charges not in conformity with the Contract, the AUDITOR
agrees that such amounts are due to the AUTHORITY upon demand. Final payment to the
AUDITOR shall be adjusted for audit results.

AUDITOR shall preserve all Contract Records for the entire term of the Contract and for a
period of five (5) years after the later of: (i) final acceptance of the project by the AUTHORITY,
(i1) until all claims (if any) regarding the Contract are resolved, or (iii) expiration of the Proposal
Records and Contract Records’ status as public records, as and if applicable, under Chapter 119,
Florida Statutes.
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5. MINORITY AND WOMEN’S BUSINESS ENTERPRISES

AUTHORITY has adopted a program to provide opportunities for small business, including
Minority Business Enterprises (“MBEs”) and Women's Business Enterprises ("WBEs"). Under
the AUTHORITY’s program, AUDITOR is encouraged to grant small businesses the maximum
practicable opportunity to participate in the provision of the Services.

6. AUDITOR INSURANCE

AUDITOR shall carry and keep in force during the period of this Contract, the required amount
of coverage as stated below. All insurance must be underwritten by insurers that are qualified to
transact business in the State of Florida and that have been in business and have a record of
successful and continuous operations for at least five (5) years. Each shall carry a rating of "A-"
(excellent) and a financial rating of Class XII, as defined by A.M. Best and Company's Key
Rating Guide and must be approved by the AUTHORITY. AUDITOR shall carry and keep in
force the following insurance coverage, and provide the AUTHORITY with correct certificates
of insurance (ACORD forms) upon Contract execution:

6.1  Commercial General Liability Insurance having a minimum coverage of One
Million Dollars ($1,000,000.00) per occurrence of bodily injury or property damage and a
minimum of Two Million Dollars ($2,000,000.00) annual aggregate for both General and
Products and Completed Operations. Liability insurance shall be current ISO simplified form
including products and completed operations coverage. The contractual liability insurance
coverage shall include coverage for responsibilities and liabilities assumed by AUDITOR under

this Agreement.

6.2  Business Automobile Liability (for bodily injury, death and property damage)
having a minimum coverage of One Million Dollars ($1,000,000.00) for each accident;

6.3  Workers' Compensation Insurance Coverage, including all coverage required
under the laws of the state of Florida (as amended from time to time hereafter);

6.4  Unemployment Insurance Coverage in amounts and forms required by Florida
law, as it may be amended from time to time hereafter.

Such insurance policies shall be without co-insurance, and shall (a) include the AUTHORITY,
and such other applicable parties the AUTHORITY shall designate, as additional insureds for
commercial general liability and business automobile liability, (b) be primary insurance, (c)
include contractual liability for commercial general liability, (d) endeavor to provide that the
policy may not be canceled or materially changed without at least thirty (30) days prior written
notice to the AUTHORITY from the company providing such insurance, and (e) provide that the
insurer waives any right of subrogation against AUTHORITY, to the extent allowed by law and
to the extent the same would not void primary coverage for applicable insurance policies.
AUDITOR shall be responsible for any deductible it may carry. At least fifteen (15) days prior to
the expiration of any such policy of insurance required to be carried by AUDITOR hereunder,
AUDITOR shall deliver insurance certificates to AUTHORITY evidencing a renewal or new

policy to take the place of the one expiring. Procurement of insurance shall not be construed to
5
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limit AUDITOR’s obligations or liabilities under the Contract. The requirement of insurance
shall not be deemed a waiver of sovereign immunity by AUTHORITY.

Any insurance carried by the AUTHORITY in addition to AUDITOR’s policies shall be excess
insurance, not contributory.

If AUDITOR fails to obtain the proper insurance policies or coverages, or fails to provide
AUTHORITY with certificates of same, the AUTHORITY may obtain such polices and
coverages at AUDITOR’s expense and deduct such costs from AUDITOR payments.

7. AUDITOR RESPONSIBILITY

AUDITOR shall comply with, and shall cause its employees, agents, officers and subconsultants
and all other persons for whom AUDITOR may be legally or contractually responsible to comply
with, applicable laws, ordinances, rules, regulations, orders of public authorities, sound business
practices, including without limitation:

(1) those relating to the safety of persons and property and their protection
from damage, injury or loss, and

(i)  all workplace laws, regulations, and posting requirements, and

(iii)  implementation of a drug-free workplace policy at least of a standard
comparable to, and in compliance with, AUTHORITY’s Drug-Free

Workplace Policy; And
(iv)  compliance with the public records laws of Chapter 119, Florida Statutes.

AUTHORITY acknowledges that AUDITOR's work is highly dependent on the availability of
AUTHORITY's personnel, other contractors of AUTHORITY and other factors beyond the
control of AUDITOR. AUDITOR will use commercially reasonable efforts to assist
AUTHORITY in meeting any stated deadlines but AUTHORITY acknowledges that despite
these efforts, due to such factors, any stated deadlines and timelines may not be met.

The AUTHORITY shall arrange for access to and make all provisions for the AUDITOR to enter
upon public and private property as required for the AUDITOR to perform its services. The
AUTHORITY shall also provide or arrange to provide AUDITOR with timely access to and use
of the personnel, facilities, equipment, data and information to the extent necessary for
AUDITOR to perform the services.

AUTHORITY acknowledges that the achievement of any policy, process, model, system or risk
management practice depends not only on the design and implementation, but also on the
quality, experience and continuity of personnel involved, the diligent ongoing execution, and the
appropriate modifications as changing conditions warrant. AUTHORITY understands and
accepts responsibility for all decisions related to, and implementation of policies, processes,
models, systems and risk management practice assessments, methods and assumptions developed

in the course of this project.
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AUTHORITY is solely responsible for establishing and maintaining its own effective internal
control system, record keeping, management decision-making and other management functions.
AUTHORITY shall be fully and solely responsible for applying independent business judgment
with respect to the services and the deliverables provided by AUDITOR, to make
implementation decisions, if any, and to determine further courses of action with respect to any
matters addressed in any advice, recommendations, services, reports or other deliverables to

AUTHORITY.

AUTHORITY acknowledges that there is no authoritative standard against which risk
management practices can be directly compared. In practice, methodologies and approaches to
measuring, managing and controlling risk vary considerably. New and refined practices continue
to evolve and the characterization of policies, procedures or models as sound or "best" practices
is judgmental and subjective.

AUDITOR shall be entitled to rely on all information provided by, and decisions and approvals
of, AUTHORITY in connection with AUDITOR's work hereunder. AUTHORITY hereby
releases AUDITOR and its personnel from any liability and costs relating to the services
hereunder to the extent such liability and costs are attributable to any information provided by
AUTHORITY personnel that is not complete, accurate or current in all material respects.

AUDITOR's services may include advice and recommendations; but all decisions in connection
with the implementation of such advice and recommendations shall be the responsibility of, and
made by, the AUTHORITY. The AUDITOR will not perform management functions or make
management decisions for the AUTHORITY.

8. HOLD HARMLESS AND INDEMNIFICATION OF AUTHORITY

The AUDITOR shall be fully liable for the actions of its agents, employees, partners, or
subcontractors and shall fully indemnify, defend, and hold harmless the AUTHORITY, and
their officers, agents, and employees, from third party suits, actions, damages, and costs of
every name and description, including reasonable attorneys' fees, arising from or relating to
personal injury and damage to real or personal tangible property and alleged to be caused by
the negligence or wrongful omission, in whole or in part, by AUDITOR, its agents,
employees, partners, or subcontractors, provided, however, that the AUDITOR shall not
indemnify for that portion of any loss or damages proximately caused by the negligent act or
omission of the AUTHORITY.

Further, the AUDITOR shall fully indemnify, defend, and hold harmless the AUTHORITY
from any suits, actions, damages, and costs of every name and description, including
reasonable attorneys' fees, arising from or relating to violation or infringement of a trademark,
copyright, patent, trade secret or intellectual property right, provided, however, that the
foregoing obligation shall not apply to a misuse or modification of AUDITOR 's products or
an operation or use of AUDITOR 's products in a manner not contemplated by the
Agreement. If any product is the subject of an infringement suit, or in the AUDITOR's
opinion is likely to become the subject of such a suit, the AUDITOR may at its sole expense
procure for the AUTHORITY the right to continue using the product or to modify it to
become non-infringing or procure or license alternate product(s) that are non-infringing. If the

7
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AUDITOR is not reasonably able to modify or otherwise secure the AUDITOR the right to
continue using the product, the AUDITOR shall remove the product and refund the
AUTHORITY the amounts paid in excess of a reasonable rental for past use. The
AUTHORITY shall not be liable for any royalties.

The AUDITOR’s obligations under the preceding two paragraphs with respect to any legal
action are contingent upon the AUTHORITY giving the AUDITOR (1) prompt written notice
of any action or threatened action, (2) the opportunity to take over and settle or defend any
such action at AUDITOR 's sole expense. The AUDITOR shall not be liable for any cost,
expense, or compromise insured or made by the AUTHORITY in any legal action without the
AUDITOR’s prior written consent, which shall not be unreasonably withheld.

For all claims against the AUDITOR under this Contract, and regardless of the basis on
which the claim is made, the AUDITOR s liability under this Contract as amended for direct
damages shall be limited to the greater of $100,000, the dollar amount of this Contract as
amended, or two times the charges rendered by the AUDITOR under this Contract as

amended.

Unless otherwise specifically enumerated in this Contract, no party shall be liable to another
for special, indirect, punitive, or consequential damages, including lost data or records even
if the party has been advised that such damages are possible. No party shall be liable for lost
profits, lost revenue, or lost institutional operating savings. The AUTHORITY may, in
addition to other remedies available to them at law or equity and upon notice to the
AUDITOR, retain such monies from amounts due AUDITOR as may be necessary to satisfy
any claim for damages, penalties, costs and the like asserted by or against them. The
AUTHORITY may set off any liability or other obligation of the AUDITOR or its affiliates
to the AUTHORITY against any payments due the AUDITOR under any contract with the

AUTHORITY.

9. PUBLIC RECORDS

Upon receipt of any request by a member of the public for any documents, papers, letters, or
other material subject to the provisions of Chapter 119, Florida Statutes, made or received by
AUDITOR in conjunction with this Contract (including without limitation AUDITOR Records

and Proposal Records, if and as applicable), AUDITOR shall immediately notify the

AUTHORITY. Thereafter, AUDITOR shall follow AUTHORITY s instructions with regard to
such request. To the extent that such request seeks non-exempt public records, the
AUTHORITY shall direct AUDITOR to provide such records for inspection and copying
incompliance with Chapter 119. A subsequent refusal or failure by AUDITOR to timely grant
such public access will be grounds for immediate, unilateral cancellation of the Contract by

AUTHORITY.



10. PRESS RELEASES

AUDITOR shall make no statements, press releases or publicity releases concerning the Contract
or its subject matter, or otherwise disclose or permit to be disclosed any of the data or other
information obtained or furnished under the Contract, or any particulars thereof without first
notifying AUTHORITY and securing its consent in writing.

11. PERMITS, LICENSES, ETC.

Throughout the Term of the Contract, the AUDITOR shall procure and maintain, at its sole
expense, all permits and licenses that may be required in connection with the performance of
Services by AUDITOR; shall pay all charges, fees, royalties, and taxes; and shall give all notices
necessary and incidental to the due and lawful prosecution of the Services. Copies of required
permits and licenses shall be furnished to AUTHORITY upon request.

12. CONFLICT OF INTEREST AND STANDARDS OF CONDUCT

AUDITOR warrants that it has not employed or retained any entity or person, other than a bona
fide employee working solely for the AUDITOR, to solicit or secure this Contract, and that
AUDITOR has not paid or agreed to pay any person, company, corporation, individual or firm
any fee, commission, percentage, gift or any other consideration, contingent upon or resulting
from the award or making of this Contract. It is understood and agreed that the term “fee” shall
also include brokerage fee, however denoted.

AUDITOR acknowledges that AUTHORITY officials and employees are prohibited from
soliciting and accepting funds or gifts from any person who has, maintains, or seeks business
relations with the AUTHORITY in accordance, with the AUTHORITY’s Ethics Policy.
AUDITOR acknowledges that it has read the Ethics Policy and, to the extent applicable,
AUDITOR will comply with the aforesaid Ethics Policy in connection with performance of the

Contract.

In the performance of the Contract, AUDITOR shall comply with all applicable local, state, and
federal laws and regulations and obtain all permits necessary to provide the Contract services.

AUDITOR covenants and agrees that it and its employees, officers, agents, and subonsultants
shall be bound by the standards of conduct provided in Florida Statutes 112.313 as it relates to
work performed under this Contract, which standards will be reference be made a part of this

Contract as though set forth in full.
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13. NONDISCRIMINATION

AUDITOR, its employees, officers, agents, and subcontractors shall not discriminate on the
grounds of race, color, religion, sex, national origin, or other protected class, in the performance
of work or selection of personnel under this Contract.

14. SUBLETTING AND ASSIGNMENT

AUTHORITY has selected AUDITOR to perform the Services based upon characteristics and
qualifications of AUDITOR and its employees. Therefore, AUDITOR shall not sublet, sell,
transfer, assign, delegate, subcontract, or otherwise dispose of this Contract or any portion
thereof, or of the AUDITOR’s right, title, or interest therein without the written consent of the
AUTHORITY, which may be withheld in the AUTHORITY’s sole and absolute discretion. Any
attempt by AUDITOR to dispose of this Contract as described above, in part or in whole, without
AUTHORITY’s written consent shall be null and void and shall, at AUTHORITY’s option,

constitute a default under the Contract.

If, during the term of the Contract, AUDITOR desires to subcontract any portion(s) of the work
to a subconsultant/subcontractor that was not disclosed by the AUDITOR to the AUTHORITY
at the time that the Contract was originally awarded, and such subcontract would, standing alone
or aggregated with prior subcontracts awarded to the proposed subconsultant/subcontractor,
equal or exceed twenty five thousand dollars ($25,000.00), the AUDITOR shall first submit a
request to the AUTHORITY’s Director of Procurement for authorization to enter into such
subcontract. Except in the case of an emergency, as determined by the Executive Director or
his/her designee, no such subcontract shall be executed by the AUDITOR until it has been
approved by the AUTHORITY Board. In the event of a designated emergency, the AUDITOR
may enter into such a subcontract with the prior written approval of the Executive Director or
his/her designee, but such subcontract shall contain a provision that provides that it shall be
automatically terminated if not approved by the AUTHORITY Board at its next regularly

scheduled meeting.
15. DISPUTES

All services shall be performed by the AUDITOR to the reasonable satisfaction of the
AUTHORITY’s Executive Director (or his delegate), who shall decide all questions, difficulties
and disputes of any nature whatsoever that may arise under or by reason of this Contract, the
prosecution and fulfillment of the services described and the character, quality, amount and value
thereof. The Executive Director’s decision upon all claims, questions and disputes shall be final
agency action. Adjustments of compensation and Contract time, because of any major changes
in the work that may become necessary or desirable as the work progresses shall be left to the
absolute discretion of the Executive Director (and the AUTHORITY Board if amendments are
required) and supplemental agreement(s) of such nature as required may be entered into by the
parties in accordance herewith.

10
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16. PREVAILING PARTY ATTORNEY'S FEES

If any contested claim arises hereunder or relating to the Contract (or AUDITOR’s work
hereunder), and either party engages legal counsel, the prevailing party in such dispute, as
“prevailing party” is hereinafter defined, shall be entitled to recover reasonable attorneys’ fees
and costs as defined herein, from the non-prevailing party.

In order for AUDITOR to be the prevailing party, AUDITOR must receive an adjusted judgment
or adjusted award equal to at least eighty percent (80%) of its contested claims filed with
AUTHORITY, failing which AUTHORITY will be deemed the prevailing party for purposes of
this Contract.

Should this section be judged void, unenforceable or illegal, in whole or in substantial part, by a
court of competent jurisdiction, this section shall be void in its entirety and each party shall bear
its own attorneys’ fees and costs.

17. OTHER SEVERABILITY

If any section of this Contract, other than the immediately preceding Prevailing Party Attorneys’
Fees section, be judged void, unenforceable or illegal, then the illegal provision shall be, if at all
possible, interpreted or re-drafted into a valid, enforceable, legal provision as close to the parties’
original intention, and the remaining portions of the Contract shall remain in full force and effect
and shall be enforced and interpreted as closely as possible to the parties’ intention for the whole
of the Contract.

18. GOVERNING LAW

This Contract shall be governed by and construed in accordance with the laws of Florida. Venue
of any legal or administrative proceedings arising out of this Contract shall be exclusively in
Orange County, Florida.

In consideration of the foregoing premises, AUTHORITY agrees to pay AUDITOR for work
performed and materials furnished at the prices submitted with the Proposal.

19. RELATIONSHIPS

AUDITOR acknowledges that no employment relationship exists between AUTHORTIY and
AUDITOR or AUDITOR’s employees. AUDITOR shall be responsible for all direction and
control of its employees and payment of all wages and salaries and other amounts due its
employees. AUDITOR shall be responsible for all reports and obligations respecting such
employees, including without limitation social security tax and income tax withholding,
unemployment compensation, workers compensation, and employment benefits.

AUDITOR shall conduct no act or omission that would lead AUDITOR’s employees or any
legal tribunal or regulatory agency to believe or conclude that AUDITOR’s employees would be
employees of the AUTHORITY.

11
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Any approval by AUTHORITY of a subcontract or other matter herein requiring AUTHORITY
approval for its occurrence shall not be deemed a warranty or endorsement of any kind by

AUTHORITY of such subcontract, subconsultant, or matter.

20. INTERPRETATION

For purposes of this Contract, the singular shall include the plural, and the plural shall include
the singular, unless the context clearly requires otherwise. Except for reference to women’s
business enterprises and matters relating thereto, reference to one gender shall include all
genders. Reference to statutes or regulations include all statutory or regulatory provisions
consolidating, amending, or replacing the stated statute or regulation. Words not otherwise
defined and that have well-known technical, industry, or legal meanings, are used in accordance
with such recognized meanings, in the order stated. References to persons include their
respective permitted successors and assigns and, in the case of governmental persons, persons
succeeding to their respective functions and capacities. If AUDITOR discovers any material
discrepancy, deficiency, or ambiguity in this Contract, or is otherwise in doubt as to the meaning
of any provision of the Contract, AUDITOR may immediately notify AUTHORITY and request
clarification of AUTHORITY’s interpretation of the Contract. The Contract Documents,
together with and including all exhibits, comprise the entire agreement of the parties and
supersedes and nullifies all prior and contemporaneous negotiations, representations,
understandings, and agreements, whether written or oral, with respect to the subject matter

hereof.

21. SURVIVAL OF EXPIRATION OR TERMINATION

Any clause, sentence, paragraph, or section providing for, discussing, or relating to any of the
following shall survive the expiration or earlier termination of the Contract:

21.1 Trademarks, service marks, patents, trade secrets, copyrights, publicity, or other
intellectual property rights, and terms relating to the ownership, security, protection, or

confidentiality thereof, and

21.2 Payment to AUDITOR for satisfactory work performed or for termination
expenses, if applicable; and

21.3  Prohibition on non-competition agreements of AUDITOR'’s employees with
respect to any successor of AUDITOR; and

21.4 Obligations upon expiration or termination of the Contract; and

21.5 Any other term or terms of this Contract which by their nature or context
necessarily survive the expiration or earlier termination of the Contract for their fulfillment.
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22, OBLIGATIONS UPON EXPIRATION OR TERMINATION OF CONTRACT

22.1 Immediately upon expiration or termination of this Contract AUDITOR shall
submit to AUTHORITY, upon request, a report containing the last known contact information
for each subconsultant or employee of AUDITOR who performed work under the Contract; and

22.2  AUDITOR shall initiate settlement of all outstanding liabilities and claims, if any,
arising out of the Contract and any subcontracts or vending agreements to be canceled. All
settlements shall be subject to the approval of AUTHORITY.

23. INTELLECTUAL PROPERTY

Subject to AUTHORITY s fulfillment of all payment obligations, AUDITOR acknowledges and
agrees that AUTHORITY shall retain all ownership rights in any deliverables developed by
AUDITOR under this Agreement and delivered to AUTHORITY, excluding AUDITOR
Proprietary Materials, as defined below, and any third-party software that is incorporated into the
deliverables. AUTHORITY acknowledges that as part of performing services, AUDITOR may
utilize proprietary software, ideas, concepts, know-how, tools, models, processes, methodologies
and techniques (including any enhancements or modifications thereto) which have been
originated or developed by AUDITOR, or which have been purchased by, or licensed to
AUDITOR (collectively, “AUDITOR Proprietary Materials”). AUTHORITY agrees that
AUDITOR shall retain sole and exclusive title, rights and interest in and to AUDITOR
Proprietary Materials. Subject to the terms of this Agreement, AUDITOR grants and
AUTHORITY accepts a worldwide, nonexclusive, nontransferable license to AUDITOR
Proprietary Materials for use only in conjunction with deliverables.

AUDITOR s deliverables are for the use and benefit of AUTHORITY only and not for any other
party (such other parties, each a “Third Party”). If AUTHORITY desires to disclose such
deliverables or make reference to AUDITOR to any Third Party other than AUTHORITY s legal
counsel and external auditors who need access to such information and who have agreed to keep
such information confidential, except as otherwise required by the applicable public records act,
AUTHORITY will obtain AUDITOR’s prior written approval and if requested by AUDITOR,
obtain from such Third Party a non-disclosure agreement and release in a form satisfactory to
AUDITOR in its reasonable discretion. AUDITOR accepts no liability or responsibility to any
Third Party who benefits from or uses services hereunder or gains access to the deliverables.

13



_;--:i IN WITNESS WHEREOQOF, the authorized signatures named below have executed this
Contract on behalf of the parties as of the day and year first above written. This Contract was
awarded by the AUTHORITY s Board of Directors at its meeting on May 22, 2013,

ORLANDO-ORANGE COUNTYEXPRESSWAY AUTHORITY

Director of Procurement
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INTERNAL AUDITOR SERVICES

SCOPE OF SERVICES
1.0 Description
The Internal Auditor shall provide auditing services to the Authority as required by this Scope of
Services.
2.0 Internal Audit Charter

3.0

Mission

The mission of the internal audit department to provide the Authority Board with
unbiased, objective assessments of whether Expressway resources are responsibly and
effectively managed to achieve intended results.

Purpose

Internal audit’s purpose is to add value, improve operations, and enhance transparency. It
helps the Expressway accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control and
governance processes.

Independence

The Internal Auditor Director is appointed by the Expressway Authority Board and
reports to them through the Audit Committee. The role of the Internal Auditor Director
may be filled by an outside firm that provides internal audit services to the Authority on
an outsourced basis. For administrative purposes, the Internal Audit Director reports to
the General Counsel. To ensure independence, the internal audit function has no direct
responsibility oar any authority over any of the activities or operations of the Authority.

Standards

Internal audit shall comply with the International Standards for the Professional Practice
of Internal Auditing of The Institute of Internal Auditors (IIA). Consistent with the IIA
Standards, internal audit recognizes the mandatory nature of the Definition of Internal
Auditing, the Code of Ethics, and the IIA Standards.

Audit Committee Charter

The Audit Committee Charter is attached to this Scope of Services and provides relevant
information regarding the composition of the Committee, meetings schedule, Internal Audit

responsibilities, etc.

Ss-1



Internal Auditor Responsibilities

The Internal Auditor responsibilities include the following:

* Develop a flexible annual internal audit plan using appropriate risk-based methodology,
including any risks or control concerns identified by management and/or Board members,
and submit that plan to the Audit Committee for review and approval.

« Implement the annual internal audit plan, as approved, including, and as appropriate,
any special tasks or projects requested by management and the Audit Committee.

» Maintain a professional audit staff with sufficient knowledge, skills, experience, and
professional certifications to meet Audit Committee Charter requirements.

» Establish a quality assurance program by which the Internal Audit Director assures the
operation of internal auditing activities.

» Perform consulting services at the request of management and/or the Audit Committee,
beyond internal audit services, to assist management in meeting its objectives. Examples
may include facilitation, process design, training, and advisory services.

» Evaluate and assess significant merging/consolidating functions and new or changing
services, processes, operations, and control processes coincident with their development,
implementation, and/or expansion at the request of management and/or the Audit

Committee.

» Issue periodic reports to the Audit Committee and management summarizing results of
audit activities as well as results of internal and external assessments conducted in
association with the Quality Assurance and Improvement Program.

» Keep the Audit Committee informed of emerging trends and successful practices in
internal auditing.

s Provide a list of significant measurement goals and results to the Audit Committee.

« Assist in the investigation of significant suspected fraudulent activities within the
organization and notify management and the Audit Committee of the results.

« Consider the scope of work of the external auditors and regulators, as appropriate, for
the purpose ot providing optimal audit coverage to the organization at a reasonable
overall cost.

 Meet with the Audit Committee Chairperson and the Authority’s executive staff to set
the agenda for meetings.

* Ensure the Audit Committee meets its obligations, etc.
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4.1

Risk Assessment and the Annual Internal Audit Plan

Risk assessment is a critical element of the Internal Auditor’s annual responsibilities. The
objective of the risk assessment is to identify and prioritize key areas of risk within the
Authority as part of the planning process in designing the Internal Audit Plan.

The Internal Auditor shall establish a risk-based approach to determine the priorities for
internal audit activities. The Internal Auditor shall prepare an annual Risk Assessment
and Internal Audit Plan to help identify, measure, and prioritize potential audits based on
the level of risk to the Authority. The Risk Assessment results and input from Authority
management and Board members and the Internal Audit budget shall be used to prepare
the annual Internal Audit Plan.

The annual internal audit planning process shall include the following major audit
planning activities:

4.1.1 Identify, Assess and Prioritize Key Areas of Risk
The Internal Auditor must confirm and update prior year risk areas based upon
review of prior year audit results and discussions with senior management and the
Board. The Internal Auditor shall determine preliminary risk ratings based upon
prior year results and interviews with management and the Board to confirm and
validate the current risk model and to gain additional insight around risk trending.
The Internal Auditor must aggregate and compile resulting information and
prioritize areas of risk and finalize the risk model.

4.1.2 Select Focus Areas
The Internal Auditor must evaluate risks based upon the prioritization process and
management/Board commentary to determine focus areas. A preliminary listing
of proposed Internal Audit projects should be developed and defined to address

areas of focus.

4.1.3 Internal Audit Plan Development
A scope of services shall be developed for each proposed Internal Audit project
and must include the estimated level of effort. Budget allotments must be
finalized for all proposed projects for Audit Committee approval.
The proposed timing for selected projects throughout the year must be prepared
by the Internal Auditor and approved by the Audit Committee.

4.1.4 Presenting the Internal Audit Plan
The final draft of the plan shall be discussed with the Audit Committee, the
Executive Director and the Authority’s upper management. The final Internal
Audit Plan shall be presented to the Audit Committee for review and approval.
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4.2 Audit Process

The Internal Auditor’s services shall focus on five general areas of Authority operations:

4.2.1 Eftectiveness of operations and controls — Activities are performed adequately to
produce the desired or intended results, and controls to mitigate risk are adequate

and operating as intended.

422 Efficiency of operations — Activities are performed economically with minimum
wasted effort or expense.

4.2.3 Safeguarding of resources and information — Prevention of loss of assets or
resources, whether through theft, waste, or inefficiency, and protection of
confidential information.

4.2.4 Reliability of reporting and data — Reports provide management with accurate and
complete information appropriate for its intended purpose. It supports
management’s decision making and monitoring of the entity’s activities and

performance.

4.2.5 Compliance with applicable policies, procedures, laws, and regulations —
Activities are conducted in accordance with relevant policies, procedures, laws

and regulations.

4.2.6 Implementation of audit recommendations — The Internal Auditor shall conduct
an independent review of Authority action plans associated with completed
internal audits to track the implementation of each recommendation. The review
of prior audit recommendations must be conducted every 6 months and should
include a sample of completed recommendations from prior years to ensure that
agreed upon actions steps were implemented and new controls and procedures
continue to be followed.

5.0  Security Assessment for the Department of Highway Safety and Motor Vehicles

Under a Memorandum of Understanding between the Authority and the Department of Highway
Safety and Motor Vehicles (DHSMYV), attached as Exhibit A, the DHSMV provides electronic
access to driver license and motor vehicle data requested by the Authority. A condition of the
memorandum requires the Authority to perform a security assessment and attest to DHSMYV that
the Authority’s internal controls over the data provided by DHSMV has been evaluated and is
adequate to protect the data from unauthorized access distribution, use, modification, or

disclosure.

The Internal Auditor shall perform the security assessment and provide the attestation in
accordance with the American Institute of Certified Public Accountants “Statements on

Standards for Attestation Engagement”.
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6.0 Task Orders

The Authority will authorize individual task orders for each audit identified in the approved plan.
The Internal Auditor shall determine the appropriate and sufficient resources to achieve the
required objectives based on an evaluation of the nature and complexity of each task order, time
constraints, and available resources. Planning shall consist of researching the area or activity to
be examined and identifying areas of intended audit focus.

The Internal Auditor shall develop a planning memorandum for each authorized audit. The
memorandum shall specify the scope of services, the audit schedule and resource requirements,
the reporting structure, the frequency and format of communications, the standards that will be
applicable, the nature and format of deliverables, and a “Price Not to Exceed” fee amount.

Audits performed under task orders shall be planned by the Intemal Auditor in such a way as to
coordinate closely with Authority staff to avoid unnecessary disruption of normal activities and
eliminate duplication of work.

At the conclusion of each task order, the Internal Auditor shall prepare a draft audit report for
review and comment by appropriate Authority management personnel. A written management
response for each audit recommendation, an estimated date of completion, and the designated
staff person responsible for implementation shall be included in the report. The final report shall
be presented to the Audit Committee for review and acceptance. After Audit Committee
acceptance, the report shall be presented to the Authority’s Board for review and acceptance.

Copies of working papers associated with a task order shall be provided to the Authority upon
request.

7.0 Authority Responsibilities

The Authority will perform the following tasks and provide the Internal Auditor with the
following information:

Maintain overall responsibility for management decisions concerning
assignments;

Provide timely access to appropriate personnel for interviewing and review;
Provide ongoing direction regarding scope and objectives; and

Provide timely review of the [nternal Auditor’s work product and deliverables.

—

B0

8.0  Additional Services
Additional services may be assigned to the Internal Auditor in accordance with the Contract and
this Scope of Services. No work shall be performed under additional services without prior

written authorization from the Authority to the Internal Auditor to perform the work.

End of Scope of Services
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Exhibit A

Julie L. Jones Rick Scott
Executive Director 2 A SAFER R S
FL .RIDH -
i Attorney General
. fgeff Atwater
““““““““““““““““““ Chief Finaneial Officer

3900 Apalachee Parkway AGHWAY SAFETY AND MOTOR VEHICLES
Tallahassee, Florida 32399-0500 Adam Putnam
. flhsmv.gov Commussioner of Agriculture

Uecember 20, 20712

Orlando-Orange County Expressway Authority

ATTN: Max Crumit r o

4974 ORL Tower Road AL LAREE Gt o57
Crlando, FL 32807

RE: Contract No. HSMV-0436-13
Data Exchange wviOU

Dear Max Crumit:

The enclosed agreement has been approved by the Florida Department of
Highway Safety and Motor Vehicles. Warren Whittaker will serve as the
Department’s contact. You may reach Warren Whittaker at (850) 617-2661 or via
email at WarrenWhittaker@flhsmv.gov.

Sincerely,

g e

Jenny Marshall

Contract Administrator

Bureau of Purchasing and Contracts
(850) 617-3203

Enclosure(s)

cc: Warren Whittaker

service <+ lategrity - :Jourtesv o Professionalism ¢ [nnovation - Lxcellence -«
An Equal Cpportunity Empioyer



FLORIDA MEMORANDUM OF UNDERSTANDING
" DRIVERS LICENSE AND/OR MOTOR VEHICLE RECORD DATA EXCHANGE
al Contract Numbert| Ay - :

v [C’ ()

This Memorandum of Understanding (MOU) is made and entered into by and between Ortando-Orange County
£l Expressway Authority hereinafter referred to as the Requesting Party and the Department of Highway
% Safety and Motor Vehicles hereinafter referred ta as the Providing Agency.

uii 7

ML
The purpose of this MOU is to establish conditions under which the Providing Agency agrees to provide electronic
access to driver license and motor vehicle data to the Requesting Party as follows:

al L Purpose of the Data Exchange SR MIDECTE a1
'?i Bt T iy

3 [ Type of Data Requested Statutory Fees (subject to change by the 2 Legislature)
' O DL/DMV transaction data 2 No Charge
O Driver license status 0 $0.50/record, per s. 320.05
< ] Motor vehicle status [ 30.50/record, per 5. 320.05, F.S.
§ L] Driver license transcript (3-year) (J $8.00/record, per s. 322.20, F.S.

L] Driver license transcript (7-year or complete) C1 $10.00/record, pers. 322.20, F.S.
— [ Cost racovery fee for TML, Inc.” 00 $0.02/record (rounded to nearest $0.01 daily prior
L to electronic funds transfer. TML will determine fee on
-J'J an annual basis)

& Motor vehicle list O $0.01/record, per s. 320.05, F.S.

L] Driver license list ] $0.01/record, pers. 322.20, F.S.
_@ (I Driver record search U $0.01/record or $2.00/record if no record is found,

i pers. 322.20, F.S.

[J Motor vehicle record O $0.50/record, per s. 320.05, F.S.
o O] Residency verification [J 30.01/record, per s. 322.20, F.S.
l O _DAVID (criminal justice use only) NIA
a @ DAVE (government agencies only) N/A

0 with Photos/Sigratures
[ Motor Vehicle Insurance Daia N/A
Exchange/Verification

* TML Information Services, inc. owns and operates the computer hardware and software that allows remote
o interactive access to the databases of the Providing Agency for the Requesting Party. For each single transaction
| received by the system, one type driver license history will be returned.

(J The Requesting Party is not requesting personal information and/or is not qualified to abtain personal information
pursuant to the Driver's Privacy Protection Act.

U The Requesting Party is requesting personal information and declares that it is qualified to obtain personal

information under the following exception numbers, as listed in Attachment 1, authorized by the Driver Privacy
o Protection Act: 2 . Personal information wiil be used as follows:

To issue Uniformed Traffic Citations and Registration Stops on toll violators as provided by State Statute 316.1001.
4 — The Requesting Party is authorized to receive a . 9-digit social security numberDa 4-digit sacial security
number, pursuant to Chapter 119, F.S., or other applicable laws.
L1 The Requesting Party is autharized to receive insurance data on a per record basis for the purposes, pursuant to

4 section 713.78(4)(b), F.S., or other applicable laws. The Requesting Party may only re-release this information to
parties authorized to receive it under section 713.78(4)(b), F.S.

JT Received by (Initial/Date) % /v’}// 7/[7—“

Data Exchange MOU (Rev. 06-01-2012) _ Page | of 7
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Il Definitions

A. "Driver's Privacy Protection Act’ (DPPA) — 18 United States Code section 2721 et seq.

B. ‘“Providing Agency" — The Department of Highway Safety and Motor Vehicles. The agency respaonsible for
granting access to driver license and/or motor vehicle data to the Requesting Party.

C. 'Requesting Party" - Any entity type that is expressly authorized by section 119.0712(2), Florida Statutes
and DPPA to receive personal information and highly restricted personal information that requests
information contained in a driver license, motar vehicle, or traffic crash record.

D. “Parties” — The Providing Agency and the Requesting Party.

E. "Third Party” — Any individual, association, organization, or corporate entity who receives driver license
and/or motor vehicle data maintained and released by the Providing Agency or Requesting Party.

F. "Government Entity” — Any federal, state, county, county officer, or city government, including any court or
law enforcement agency.

G. "Network Provider” — A Requesting Party whose access is provided by remote electronic means through the
System to request specific types of data at a minimum of 5,000 transactions per month. A six (6) month
startup period will be allowed for new Netwark Providers, during which time, less than 5.000 transactions per
month will be accepted.

H. "Personal Information” — Information found in the motor vehicle or driver record which includes, but is not
limited to, the subject's driver identification number, name, address, telephone number, and medical or
disability information. Personal information does not include information related te vehicular crashes, driving
violations, and driver's status.

I, "Vendor Number" — A unique number assigned to the Requesting Party by the Providing Agency that
identifies the type of record authorized for release and it's associated fees. Misuse of a vendor number to
obtain information is strictty prohibited and shall be grounds for termination in accordance with Section 1X.

J. "Drver license information” ~ driver license and identification card data collected and maintained by the
Providing Agency.

K. “Motor vehicle information” - title and registration data collected and maintained by the Providing Agency for
vehicles, and mobile homes.

. Legal Authorlty

The Providing Agency maintains computer databases containing information pertaining to driver licenses and motor
vehicles pursuant to Chapters 319, 320, and 322, Florida Statutes; and

The driver license and motor vehicle data contained in the Providing Agency catabases is defined as public record
pursuant to Chapter 119, Florida Statutes: and

The Providing Agency as custodian of the foregoing records may provide access by remote electronic means and
charge a fee for the direct and indirect costs of providing such access, pursuant to sections 119.0712(2), 320.05,
321.23, and 322.20, Florida Statutes, and other applicable rules and policies; and

The Requesting Party might obtain via remote electronic means blocked personal information exempt from public
disclosure as provided pursuant to section 119.0712(2), Florida Statutes, the Requesting Party shall maintain the
confidential and exempt status of such data. Anyone accessing records obtained per this agreement must ensure
that the end users of the recards are complying with section 1 19.0712(2), Florida Statutes and DPPA,

The Parties, in consideration of the promised and mutual covenants hereinafter contained, do hereby enter into this
MOU.

Data Exchange MOU (Rev. 06-01-2012) Page 2 of 7
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IV. Statement of Work

A. The Providing Agency agrees to:

1.

1.

Provide the Requesting Party with the technical specifications required to access driver license and/or
motor vehicle information in accordance with the access method being requested.

Allow the Reguesting Party/Network Provider to etectronically access driver license and/or motor vehicle
data.

Accept the Requesting Party/Network Provider's electronic requests and respond with appropriate data.
At a minimum, 0% of the responses to electronic requests from Network Providers will occur within 15
seconds of receiving the transaction.

Collect all fees, pursuant to applicable Florida Statutes, rules and policies for providing the electronically
requested data. The fee shall include all direct and indirect costs of providing remote electronic access,
according to section 119.07(2)(c), Florida Statutes.

Callect all fees due for electronic requests through the Automated Clearing House account of the
banking institution which has been designated by the treasurer of the State of Florida for such purposes.

Discontinue access of the Requesting Party for non-payment of required fees. The Providing Agency
shall not be responsible for the failure, refusal, or inability of the Requesting Party/Network Provider to
make the required payments, or interest on late payments for periods of delay attributable to the actian
or inaction of Network Providers.

Not indemnify or be liable to the Requesting Party/Network Pravider for any driver license or motor
vehicte information, programs, job streams, or similar items delayed, lost, damaged, or destroyed as a
result of the electronic exchange of data pursuant to this MOU, except as provided in section 768.28,
Florida Statutes.

Notify the Requesting Party/Network Provider thirty (30) days prior to changing any fee schedules when
it is reasonable and necessary to do so, as determined by the Providing Agency. All fees are
established by Florida law. Any changes in fees shall be effective on the effective date of the
corresponding law change. The Requesting Party/Network Provider may continue with this MOU as
modified or it may terminate the MOU in accordance with Section 1X., subject to the payment of all fees
incurred prior to termination.

Perform all obligations to provide access under this MOU contingent upon an annual appropriation by the
Legislature.

. Provide electronic access for Network Providers to driver license and/or motor vehicle information 24

hours a day, 7 days per week other than scheduled maintenance or other uncontrollable disruptions.
Scheduled maintenance normally occurs Sunday mornings between the hours of 6:00AM and10:00AM.

Provide an agency contact person for assistance with the implementation of this MOU.

B. The Requesting Party agrees to:

For the Requesting Party, driver license and/or motor vehicle, information may only be used for the
express purposes described herein. Information obtained from the Providing Agency by the Requesting
Party shall not be retained by the Requesting Party, unless obtained for a law enforcement purpose or
resold to any Third Party.

2. Be responsible for interfacing with any and all Third Party end users. The Providing Agency will not
interact directly with any Third Party end users. Requesting Party shall not give Third Party end users
the name, E-mail address, and/or telephone number of any Providing Agency employee without the
express written consent of the Providing Agency. [This does not apply to Gavernment Entities.]

Data Exchange MOU (Rev. 06-01-2012) Page 3 of 7
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11.

12

Maintain a help desk for its Third Party end users. Personnel assigned to this help desk shall be futly
trained on ail aspects of the electronic access and shall be prepared to answer all Third Party end user
questions. In cases where the Requesting Party/Network Provider help desk personne! are unable to
answer a question from a Third Party end user and that question must be answered by Providing Agency
personnel; the Requesting Party shall obtain the answer from the Providing Agency and then relay the
answer to the Third Party end user. [This does not apply to Government Entities.]

Ensure that its employees and agents comply with Section V. Safeguarding Information procedures of
this MOU.

Not assign, sub-contract, or otherwise transfer its rights, duties, or obligations under this MOU without
the express written consent and approval of the Providing Agency.

Use the information received from the Providing Agency only for the purposes authorized by this
agreement.

Protect and maintain the confidentiality and security of driver license and/or motor vehicle information
received from the Providing Agency in accordance with this MOU and applicable state and federal law.

To the extent allowed by law, the Requesting Party shall defend, hold harmless and indemnify the
Providing Agency and its employees or agents from any and all claims, actions, damages, or losses
which may be brought or alleged against its employees or agents for the Requesting Party's negligent,
improper, or unauthorized use or dissemination of information provided by the Providing Agency.

Update user access permissions upon termination or reassignment of users within 5 working days and
immediately update user access permissions upon discovery of negligent, improper, or unauthorized use
or dissemination of information. Conduct quarterty quality control reviews to ensure all current users are
appropriately authorized.

. For all records containing personal information released to a Third Party, maintain for a pericd of 5 years,

records identifying each person or entity that receives the personal information and the permitted
purpose for which it will be used. The Requesting Party shall make these records available for
inspection upen request by the Providing Agency. (This dees not apply to Government Entities.]

Pay all costs associated with electronic access of the Providing Agency's driver license and/or motor
vehicle information; such costs shall include all one time, recurring, and usage charges for all hardware,
software, and services required to connect to and use the slectronic access. Payment must be in
advance of receiving any information or using electronic means as follows:

* Complete and sign the appropriate document(s) to allow the Providing Agency's designated banking
institution to debit the Requesting Party's designated account.

* Maintain an account with a banking institution as required by the Providing Agency.

* Pay all fees due the Providing Agency by way of the Automated Clearing House account of the
Providing Agency's designated banking institution. Collection of transaction fees from eligible and
authorized Third Party end users is the responsibility of the Requesting Party.

Minimum Transaction Level — In order to qualify for direct connection to 3 gort, the Network Provider
must agree to submit a minimum of 5,000 transactions per month for drivar transcripts or 2,500
transactions for public records access program for motor vehicle/driver license status checks. A six-
month startup period will be allowed, during which time less that the minimum will be acceptable. In the
event the Network Provider does not maintain the minimum transaction per month beginning with the first
day of the seventh month and every month thereafter, the Network Provider's direct connection to a port
will be terminated.

Data Exchange MOU (Rev. 06-01-2012) Page 4 of 7
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V.

Safequarding Infarmation

The Parties shall access, use and maintain the confidentiality of all information raceived under this agreement in
accordance with Chapter 119, Florida Statutes, and DPPA. Information obtained under this agreement shall only be
disclosed to persons to whom disclosure is authorized under Florida law and federal iaw. Any person who willfully
and knowingly violates any of the provisions of this section is guilty of a misdemeanor of the first degree punishable
as provided in sections 119.10 and 775.083, Florida Statutes. In addition, any person who knowingly discloses any
information in violation of DPPA may be subject to criminal sanctions and civil liability.

The Parties mutually agree to the following:

vi.

A

Information exchanged will not be used for any purposes not specifically authorized by this agreement.
Unauthorized use includes, but is not limited to, queries not related to a legitimate business purpose,
personal use, and the dissemination, sharing, copying or passing of this information to unauthorized persons.

Information exchanged by electronic means will be stored in a place physically secure from access by
unauthorized persaons.

Access to the information exchanged will be protected in such a way that unauthorized persons cannot
review or retrieve the information.

All personnel with access to the infarmation exchanged under the terms of this agreement will be instructed
of, and acknowledge their understanding of, the confidential nature of the information. These
acknowledgements must be maintained in a current status by the Requesting Party.

All personnel with access to the information will be instructed of, and acknowledge their understanding of,
the criminal sanctions specified in state law for unauthorized use of the data. These acknowledgements
must be maintained in a current status by the Requesting Party.

All access to the information must be monitored on an on-going basis by the Requesting Party. In addition,
the Reguesting Party must complete an annual audit to ensure proper and authorized use and
dissemination.

By signing the MOU, the representatives of the Providing Agency and Requesting Party, on behalf of the
respective Parties attest that their respective agency procedures will ensure the confidentiality of the
information exchanged will be maintained.

Compliance and Control Measures

Internal Control Attestation - This MOU is contingent upon the Requesting Party having appropriate
internal controls over personal data sold or used by the Requesting Party to protect the personal data from
unauthorized access, distribution, use, madification, or disclosure. Upon request from the Providing Agency,
the Requesting Party must submit an attestation from a currently licensed Certified Public Accountant
performed in accordance with American Institute of Certified Public Accountants (AICPA) “Statements on
Standards for Attestation Engagement.” in lieu of submitting the attestation from a currently licensed Certified
Public Accountant, Requesting Party may submit an alternate certification with pra-approval from the
Department. In the event the Requesting Party is a governmental entity. the attestation may be provided by
the entity's internal auditor or inspector general. The attestation must indicate that the internal controls over
personal data have been evaluated and are adequate to protect the personal data from unauthorized access,
distribution, use, modification, or disclosure. The attestation must be received by the Providing Agency within
180 days of the written request. The Providing Agency may extend the time to submit the attestation upon
written request and for good cause shown by the Requesting Agency.

Data Exchange MOU (Rev. 06-01-2012) Page 5 of 7
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B. Misuse of Personal Information — The Requesting Party must immediately notify the Providing Agency and
the affected individual following the determination that personal information has been compromised by any
unauthorized access, distribution, use, modification, or disclosure. The statement to the Providing Agency
must provide the date and the number of records affected by any unauthorized access, distribution, use,
maodification, or disclosure of personal information. Further, as provided in section 817.5681, Florida
Statutes, the document must provide a statement advising if individuals whose personal information has
been compromised have been nctified and, if not, when they will be notified. The statement must include the
corrective actions and the date these actions are completed by the Regquesting Party.

C. The Providing Agency shall receive an annual affrmation from the Requesting Party indicating compliance
with the requirements of this agreement no later than 45 days after the anniversary date of this agreement.

VIl. Period of Performance

This MOU shall be effective upon the last signature of the Parties to this agreement and will remain in effect for three
years from the date of execution, as provided on the next page. Once executed, this MOU supersedes all previous
agreements for these conditions of services defined in Section .

VIli. Amendments

A. This MOU incorporates all prior negotiations, interpretations, and understandings between the Parties, and is
the full expression of their agreement.

B. This MOU may be subsequently amended by written agreement between the Parties. Any change,
alteration, deletion, or addition to the terms set forth in this MOU and its numbered addendums must be by
written agreement executed by both Parties.

C. All provisions not in conflict with the amendment(s) shall remain in effect and are to be performed as
specified in this MOU.

IX. Termination

A. This agreement may te terminated for cause by either party upon finding that the terms and conditions
contained herein are not being followed. No written notice or notifying period will be required.

B. This agreement is subject to unilateral cancellation by the Providing Agency without notice for failure of the
Requesting Party to comply with any of the requirements of the MOU and applicable Florida Statutes,
including section 119.0712(2), Florida Statutes.

C. The Contract may be terminated upon thirty (30) days notice in writing to the Contract Manager without

penalty to either party. All obligations of either party under the contract will remain in force during the thirty
(30) day notice period.

Data Exchange MOU (Rev, 06-01-2012) Page 6 of 7
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IN WITNESS HERETO, the PARTIES have executed this Agreement by their duly authorized officials.

Requesting Party:

Qrando-Crange County Expressway Autharity

Company / Agency Name

4974 ORL Tower Road

Street Address

Suite

QOrlando, FL 32807

City, State Zip Code

By:

Max Crumit

Printed/Typed Name

Executive Director

Title
4 7 r
a i;&)., /9!’ !,'/)2
Date /7 °

crumitm@oocea.com

E-Mail Address

407-690-5000

Phone Number

407-690-5034

Fax Number

Technlcal Contact for FTP, Program Access

Paul Crawford

Printed/Typed Name
crawfordp@oocea.com

E-Mail Address
407-690-5112

Phone Number

Point of contact for Web Application Access

Paul Crawford

Printed/typed Name
crawfordp@oocea.com

E-Mail Address
407-690-5112

Phone Number

Data Exchange MOU (Rev. 06-01-2012)

Providing Agency:

Florida Department of Highway Safety
and Motor Vehicles

2900 Apalachee Parkway
Tallahassee, Florida 32399

-

T
/‘r‘"‘/"'—'/? G—

By: _,./-’;p—“" R

=

..~ _Jonathan Kosberg
Printed/Typed Name

Chief of Purchasing & Contracts

Title

(2 /20//2

Date

Page 7 of 7
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ATTACHMENT 1
DRIVER PRIVACY PROTECTION ACT EXCEPTIONS

- Fur use in connection with matters of motor vehicle or driver safety theft, motor vehicle emissions, motor vehicle product alterations, recalls, or

advisories, performance menitoring of motor vehicles and dealers by motor vehicle manutacturers, and removal of non-owner records trom the
original owner records of motor vehicle manufacturers, to carry out the purposes of the Anti Car Theft Act of 1992, the Automobile Information
Disclosure Act, the Clean Air Act, und chapters 301, 305, and 321-331 of title 49 U.S.C.

For use by any government agency, including any court or law enforcement agency, in carrying out its functions, or any private person or entity acting
on behalf of a federal, state. or local ugency in carrying out its functions.

. For use in connection with matters of motor vehicle or driver safety and theft; motor vehicle emissions; motor vehicle product alterations, recalls, or

advisories; performance monitoring of motar vehicles, motor vehicle parts, and dealers; motor vehicle market research activities, inc luding survey
research; and removal of non-owner records from the original owner records of motor vehicle manufacturers.

For use In the nermal course of business by a legitimate business or its agents, employees, or contractors, but only:

(1) To verify the accuracy of personal information submitted by the individual to the business or its agents, employees, or contractors; and

(b} I such information as so submitted is not correct or is no longer carrect, to obtain the correct information, but only tor the purposes of preventing
ltaud by, pursuing legal remedies against, or recovering on a debt or security interest against, the individual.

For use in connection with any civil, criminal, administrative, or arbitral proceeding in any court or agency or before any self-regulatory body for:

(a) Service of process by anty certified process server, special process server, or other person autharized to serve process in this state.

{b) Investigation in anticipation of litigation; however, the information may not be used for mass commercial solicitation of ¢lients for litigation
against motor vehicle dealers.

(¢} [nvestigation by any person in connection with any tiled proceeding; however, the information may not be used for mass commercial solicitation ot
clients for litigation against motor vehicle dealers.

{d) Execution or enforcement of judgments and orders.

te) Compliance with an order of any court.

- For use in research activities and {or use in producing statistical reports, so long as the personal information is not published, re-disclosed, or used to

conract individuals.

. For use by any insurer or insurance support arganization, or by a sclf-insured entity, or its agents, employees, or contractors. in connection with claims

investigation activities, anti-fraud activities, rating, or underwriting.

. For use in providing notice to the owners of towed or impounded vehicles.

For use by any licensed private investigative agency or licensed security service for any purpose permitted under this paragraph

For use by an employer or its agent or insurer to obtain or verify information relating to a holder ot a commercial driver’s license that is required under
49 U.S.C. ss. 31301 et seq.

For use in connection with the operation of private toll transportation tacilities.

- For bulk distribution of surveys, marketing. or solicitations when the department has obtained the express consent of the person to who such personal

information pertains.

. For any use it the requesting person demonstrates that he or she has obtained the written consent of the person who is the subject of the motor vehicle

record.

For any other use specitically authorized by state law, if such use is related to the operation of a motar vehicle or public safety.

- For any uther use if the person to whom the information pertains has given express consent on a form prescribed by the department. Such consent shall

remain in etfect until it is revoked by the person on a form prescribed by the department.

CRASH REPORT EXCEPTIONS

[ am a party involved in the crash.

{'um a legal cepresentative to a party involved in the crash or an immediate relative.

['am a licensed insurance agent to a party involved in the crash, their insurer or insurers to which they applied for insurance coverage.
l'am a person under contract to provide claims ur underwriting information to a qualitying insurance company.

[ am a prosecuting attorney.

[ represent a radio or television station licensed by the FCC or newspaper qualitied to publish fegal notices or a tree newspaper of general
circulation, which qualifies under statute.

[ represent a local, state. or tederal agency that is authorized by law to have access to these reports.,

L represent a Victim Service Program, as defined in Section 316.003(85), Florida Statutes.

(SMV 96015 - ATTACHMENT | (04/11)
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METHOD OF COMPENSATION
INTERNAL AUDITOR SERVICES

PURPOSE

This document describes the limits and method of compensation to be made to the Auditor
for the services set forth in the Scope of Services. The services shall be provided over the
duration of the work specified in the Contract.

COMPENSATION

For the satisfactory completion of the services detailed in the Scope of Services, the Auditor
will be paid at the hourly rates shown in the Price Proposal for all work completed and

accepted by the Authority.

METHOD OF COMPENSATION

3.1

32

33

The Auditor shall have a documented invoice procedure. Payment will be made to
the Auditor not more than once monthly. The Auditor shall prepare and forward two
(2) copies of each monthly invoice (in a format acceptable to the Authority) to the
Authority. The invoice shall include a breakdown of the work performed by the
Auditor to verify the amount being requested for payment.

The Authority does not guarantee that all of the services described in the Scope of
Services will be assigned during the term of the Contract. Further, the Auditor is
providing these services ona non-exclusive basis. The Authority, at its option, may
elect to have any of the services set forth herein performed by other auditors or

Authority staff.

Auditor shall receive and accept the compensation and payment provided in its Price
Proposal and the Contract as full payment for all labor, materials, expenses, supplies
and incidentals required to be provided by the Auditor in the Scope of Services.

The Auditor shall promptly pay all subconsultants/subcontractors and suppliers their
proportionate share of payments received from the Authority.

The Authority reserves the right to withhold payment or payments in whole or in part,
and to continue to withhold any such payments for work not completed, completed
unsatisfactorily, work that is behind schedule or work that is otherwise performed in
an inadequate or untimely fashion as determined by the Authority or it’s designated
representative. Any and all such payments previously withheld shall be released and
paid to Auditor promptly when the work is subsequently satisfactorily performed. If
any defined action, duty or service or part required by the Contract is not performed
by the Auditor, the value of such action, duty or service or part thereof will be

MC-1
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4.0

5.0

determined by the Authority and deducted from any invoice or monthly billing period
claiming such items for payment,

ADDITIONAL SERVICES

Additional services outside the scope of the Contract and the resulting compensation for such
services shall be implemented by a written Supplemental Agreement in accordance with the
Contract. Such work shall not be performed until a Supplemental Agreement has been

executed by the Authority and the Auditor.

PROJECT CLOSEQUT

Final Audit: The Auditor shall permit the Authority, at the Authority’s option, to perform or
have performed, an audit of the records of the Auditor and any or all subcontractors to
support the compensation paid the Auditor. The audit will be performed as soon as practical
after completion and acceptance of the contracted services. In the event funds paid to the
Auditor under the Contract are subsequently determined to have been inadvertently paid by
the Authority because of accounting errors or charges not in conformity with the Contract,
the Auditor agrees that such amounts are due to the Authority upon demand. Final payment

to the Auditor shall be adjusted for audit results.

END OF SECTION

MC-2
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Aprit 05, 2013

Mr. Claude Miller

Diractor of Procurement

Crlando-Orange County Exprassway Authority
4874 ORL Tower Rd

Crlando, Florida 32807

Dear Mr. Miller,

Thank you for this apportunity far Protiviti Inc, a Delaware Corparation. to submit this proposal to provide
the Orlando-Orange County Expressway Authority (*OOCEA"} with Internal Audit Services in respanse ta
the Request for Preposal for Contract No. 0003931 ('RFP"). We are excited about the opportunity to
continue to parmer with you on this impertant initiative, and we believe that we offer a unique combination
of skills, local resaurces, and prior OOCEA experience that will continue to make cur work with you a
sliccass.

We have reviewed your RFP and have prepared this proposal to provide the information requested. As
such, we have provided a vision for this work that is based on our experience delivering internail audit
services to you and our expertise delivering similar services to a wide variety of other organizations,
governments, and other transportation and toll road autherities. Wse trust you will find this to be an
informative and respansive proposal.

Beyond the qualifications and vision outlined in the proposal, we believe there are other reasons why
Protiviti is strongly suited to provide the services requested. We have an understanding of and
appreciation for your campany's business, history, and culture, and have worked successfully with you
aver the iast four and a half years. Additionally, the majority of Protiviti personnel who will serve you
under this RFF live in the Orlando area. We understand the importance of the Orlando-Orange County
Expressway Authority's ability to be responsive, professional and affective, especially when dealing with
Florida citizens who use the roads. We have an understanding and appreciation for the history that has
'2ad to this request for internal audit services, and we have a vested interest in the Autharity’s ability to
fulfill its important goals of maintaining an independent internai audit function to help improve the
afficiency and effectiveness of operations and to monitor the arganization’s controls to deter fraud, waste,

and abuse.

Protiviti exists specifically to provide the types of services you have requested. Virtually all of our work is
centered on internal audit and consuiting services to help our clients manage risk and improve the
affectiveness of operations. As described in this prepesal, our internal audit approach can deliver exactly
the type of assistance you have requested. We look forward to the oppertunity to continue to
demaonstrate the impact that our internal audit and consulting expertise can pravide you.

Our team is excited about this opportunity. if there is any information you need as you review cur
proposal, please dao not hesitate to contact me at 407.849.3312 or phillip. fretwell@protiviti.com.

Very truly yours,

Philtio Z. Fretwell
Managing Director

“his document is for your company s internal use anly and ingpoqt be Froiiviti Proposatl for OOCEA
disinbuted to any third party. 2 2013 Peativiti Inc
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Executive Summary

Protiviti is a global internal audit firm composed of specialists in risk. advisory and transactions services.
We help clients solve problems in finance and transactions, aperations, technology, litigation,
governance, risk, and compliance. Qur parent company. Robert Haif International Inc. {(NYSE symbol:
RHI) formed Protiviti in May 2002 by hiring over 700 "Big 5" professionals, including aver 50 partners, with
significant internal audit and risk consulting experience. Prativiti currently employs about 2,500 full-time
professionals in more than 70 locations throughout the Americas. Asia-Pacific, Europe and the Middle

East.

Over the past ten years, Protiviti personnel have executed thousands of internal audits, including
financial. operational, compliance, information technology. and other specialist audits (fraud
investigations, forensic investigations, construction audits. etc.). As a firm, we offer a full spectrum of
internal audit services ta assist clients with their internal audit functions, including full outsourcing, co-
sourcing, technology and tool implementation, and quality assessment reviews. Today our clients include
more than 35 percent of FORTUNE 1000 and Global 500 companies. numerous growing companies
loaking to go public, and numerous governmental and transportation entities. Internal audit is the core of
our firm. Helping our clients enhance internal audit and risk management is what we do.

A key differentiation between Protiviti and other vendors for this specific opportunity is our prior working
retationship with the Authority, dating back to 2009. We have been fortunate to have had the opportunity
to provide you with autsourced Internai Audit services these past four and a half years. During this time,
we have built strong working relationships with your team, along with a keen understanding of your
business processes, technologies, and your corporate culture. We greatly value this relationship and will
continue to work very hard to provide you with the best services on each and every job.

During these years as your Internal Auditor, the Authority has made significant improvements in the
overall level of carparate governance and is in a solid position today to menitor the organization for fraud,
waste, and abuse. As Internal Auditor, we have issued more than 30 internal audit reports. Protiviti, the
Autherity's management team, and the Audit Committee have worked together to develop more than 115
recommendations to improve the Authority's internal control environment and to make the Authority's
business processes more efficient or effective, of which approximately 95% have been implemented to
date. These 115+ recommendations are exclusive of audit work performed around PCI compliance or
audit work performed by cther service providers or governments.

Additionally, Protiviti has assisted the Authority in its affirmation of compliance with the DHSMV the past
two years, is well versed in the overall requirements of the memorandum of understanding, and has
developed audit efficiencies specific to this work from knowledge of the Autharity's overall Information
Technology environment gained from other projects.

in addition to the above, we believe we are best positioned to continue to serve the Authority in meeting
its Internal Audit needs and objectives over the next three to five years for the following reasans:

~  Qur Local People We recognize that people make the difference. Our people are trained.
arofessional internal audit consultants. Our senior professionals have deep internal audit experience
gained from working with world-class global companies. Qur 40 Central Florida professjonals hold a
combined 52 certifications or licenses that are directly relevant to the practice of internal auditing and
the performance of specialized raviews (10 CPAs, 4 ClAs, 3 CISSPs, 7 CISAs. 2 CRMAs, 8 ITIlL.s. 6
PCI QSAs, 1 CBCP, 1 CISM, 8 IT security-reiated certifications, 1 PMP, 1 CTP and 2 CFE). in
addition, 19 professionals hold a related advanced degree (MBA. Masters in Accounting or DIS, atc.).

» Qurlnternal Auditing Focus This is what we do. As an internal auditing firm, we understand that
the practice of professional internal auditing requires specific skills, training, tools and experience.
‘e couple this expertise with deep technical competencies in each area we audit in order to deliver
nutsianding results.

+ Qur Independence Because we do not perform external audits, we offer cur clients the advantage of
independence. This independence means fewer potential conflicts of interest, now and in the future,
Independence to us means unbiased, abjective advice delivered in the hest interest of our ciients.

Protiviti Proposal for QOCEA | 1

This document is for your company s inernal use enly and may not be
Jistnbuled to any thicd parly 2 2013 Proiivil Inc
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Our Commitment \We are committed to helping you through callabaration, guality, and integrity.

»  Flexibility We ensure our work is planned. conducted and documented in accordance
with the methodclegies and practices of your internal audit function.

- Right Resources, Right Time \We work with our clients to ensure continuity of our team
and that we are bringing the right skill sets to each audit. If we do not have the skills
locally. we will go to our wider national team. If we cannot get them within the firm, we
will work with RHI, our parent company, to find the skills through their extensive network
of resources.

+  Efficiency We maximize the use of information avaitakle from previous audits and from
the results of overall internal audit planning. We use experiencad staff that have deep
knowledge of the business process being audited and knowledge of or access to
Protiviti's process, industry or subject matter knewledge and expertise. This enables us
to execute projects on time and within budget.

+ Integration We ensure the contrels within a process, both manual and automated, are
evaluated and tested in a coordinated manner.

«  Communication and Agreement \We provide early and complete communication, which
is essential to understanding your geals, the purpose of each assignment. and ensuring
that work planned and conducted meets these goals.

No Surprises We ensure timely identification of challenges that could affect the nature,
timing, or extent of our work. This ensures good management/internal audit discussion
and coordination.

+  Quality We ensure that waork is reviewed “in the field” by the assignment leader and all
reports are reviewed before presentatian for issuance to client management.

+  Vajue Add We ensure our work and results meet the needs of management and the
Audit Committee. We discuss recommendations that deal with the root causes of
deficiencies and exceptions found, and identify practical, business-focused solutions.

Our Internal Audit Leadership With over 800 members of The Institute of Internal Auditors ({lA), we
are one of the largest single members. In addition:

A member of your proposed Orlando engagement team serves on the Board of Governors of the
Central Florida Chapter of The IIA.

Qur Internal Audit practice originated in 1989, and we have invested millions of dollars in the
devefopment of our Internal Audit methodology and tools.

We are one of only six Principal Partners with The IlA,

‘We serve on the International Board of The lIA and chair its North America Finance Committee.
We served on the Advisory Committee for the COSO ERM Framework.

We serve on the Board of The A Research Foundation.

We were awarded The 1l1A's "Lawrance B. Sawyer" award two years in a row for outstanding
achigvement in supporting and prometing the Certified Internal Auditor Program.

Our KnowledgeleaderSM web-based portal has over 3,100 subscribers reprasenting 1.8C0
companies from avery industry.

We have over 170 professionals accredited in Internal Audit Quality Assessment / Validation by
The liA, including proposed members of your engagement team.

Protiviti has over 250 members of the Information Systems Audit and Control Association, the
‘eading global organization for information governance. control. security and audit professionals.

This documents for your company s internal use only and may not ha Protivitl Proposal for COCEA | 2
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Certification Related to Standards Promuigated by the Institute of
Internal Auditors

This document 18 for your company s mternal use only and may not e

i 3499 MacArthur Bivd

LGI'I’ HUbbGI’ d Bethesda, MD 20817

& Associates Phone: (301) 529-8118
Fax: (301) 767-9420

Larry Hubbard & Associates was engaged by Protiviti Inc. to conduct an independent
review of methodologies and procedures for internal auditing as defined in their
policles and procedures material called The Protivitl Way. The Protiviti Way Is
designed based on The ||A’s International Standards for the Professionai Practice of
Internal Auditing (Standards). Tha primary objective of the review was to understand
the design of The Protiviti Way to the extent necessary to gvaluate its conformity to

those Standards.

in performing this review, | am fully independent of the Protiviti arganization and have
the necessary knowledge and skills to undertaka this engagement. My work,
conducted during January 2013, consisted primarily of reviewing internal Audit - The
Protiviti Way effective January 1, 2013 and interviewing selected Protiviti employees to
understand the methods used to integrate The Protiviti Way and the Standards.

Based an my review, | believe that the methodologies and procedures outlined in The
Protiviti Way, when property appiied by knowiledgeable personnel, will result in internal
auditing processes that comply with the /nternational Standards for the Professional

Practice of internal Auditing.

The results of my review, as contained in this letter. may be used by Protiviti and
distributed to third parties, including clients, until December 31, 2013.

WAl sl

Larry D. Hubbard, CIA. CISA, CCSA. CPA
Accredited Internal Quaiity Assessment Validater
February 3, 2013

Protiviti Proposal for COCEA| 3
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Understanding and Approach
Our Suggested Approach to this Audit Engagement

During the past four and a hailf years we have warked with you, we have focused an internal financial
controls and recommendations to improve the efficiency and effectiveness of your operations.

Considering the significant changes to the Authority that are possible during the next three to five years,
we believe there is an opportunity for your Internal Auditor to focus on operational areas to best help you
evaluate risks that may be related to these changes. Anticipated avents to occur over the next three to
five years which may impact Internal Audit coverage include:

+ Possible expansicn of the Authority’s coverage under a RTA

» Expected consolidation of back office operations for the Florida Expressway Authorities

+  The scalability of the Information Technology environment to support increased demand
on the Authority’'s system

» Changes to the tolling system and continued shift to electronic tolling

» The design and build of the Wekiva Parkway

To meet your project objectives detailed in your RFP, we will deliver Internal Audit services to you using
aur field tested methcdology that has been derived from our experiences on thousands of internal audits.
Our Internal Audit methodology is cansistent with the International Standards for the Professional Practice
of Internal Audmng and is linked ta a number of supparting knawiedge tools and databases.

Protwutl s Internal Audlt Methodology
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Add value
Return an Inferral Audit Investment

The IlA Standards and Professional Frameworks

e follow The /IA Standards and The lIA Code of Ethics. We utilize a variety of internationally
racognized professional framewaorks in our intarnai audit work. the pnmary ones being COS0 and COBIT
n the United States.

“tus gocument is for your coimpany s mternal use enly and may not be Protiviti Proposal for GCCEA | 4
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Value Drivers & Stakeholder Expectations We strive to understand stakeholder expectations and their
value drivers sa that Internal Audit is focused an a value-added plan that is responsive to the needs cf the

organization.

Internal Audit Charter & Policies Our Internal Audit engagements start with an Internal Audit Charter
that articulates the function's mandate, authority, organization, responsibility and cade of athics, We build
policies and procedures to guide overall internal audit activity. We also have our own Prativiti Internal
Audit Policy, The Protiviti Way, which guides how we execute Internal Audit engagements. Itis in
alignment with The /A Standards and outlines our client service and delivery protocols. Our Quality and
Risk Management pclicies autline how we manage our risk as a firm and require that certain protocols be
followed.

internal Audit Organization Structure & Peopie The appropriate structure needs to be determined for
2ach Internal Audit function. We work with organizations to set up a structure that meets their needs and
to identify resources with the necessary skilis to perform the work. This includes involving specialists with
industry, process, regulatory and technology knowledge.

Internal Audit Processes (Planning, Execution & Reporting) Qur Internal Audit Methadology provides
a common framework for our people to perform internal audit work. We determine up front what type of
reporting and project administration is necessary for each engagement. Our Protiviti Way policy cutlines
required tasks on our projects in order to comply with The /A Standards, realize efficiencies. create high-
quality work, add value and facilitate consistent practices.

internal Audit Methodologies & Technologies in addition to Protiviti's [nternal Audit Methodology we
use the following Protiviti Frameworks to execute our internal audit work: Protiviti Risk Model *
Technology Risk Model, Process Classification Scheme, Six Elements of Infrastructure and Capability
Maturity Model. We utilize the following technologies and tools to perform internal audits:

+  Data Analysis - ACL™ Excel®, Protiviti's Spend Risk Assassor “*

«  Process Mapping — Visio®

«  Knowledge Sharing - Protiviti's KnowledgeLeader *¥, iShare, Discoveri ™

»  Benchmarking Data
Risk Assessment & Planning

Utitize Knowfedge of Industry & Business We utilize our understanding of the organization's industry,
pbusiness and environment, taking into account both internal and external factors in order to develop an
audit plan that is responsive to the needs of the organization. We integrate technolegy and other risk and
process specialists into our risk assessment process as appropriate.

inderstand Business Goals & Objectives We work with management to gain an understanding of the
unigue goals and objectives of the arganization in order to align the annual internal audit plan to support
those goals and objectives,

Understand Entity-Level Conirol Environment We gain an understanding of the overall "tone at the -
top" for the aorganization and its entity-level control environment around the COSO framework's five
components (control environment, risk assessment. control activities, information and communication,
and monitoring). This enables us to assess whether 2ntity-level processes should become part of the
audit plan and / or entity-level control gaps should be incorporated into the work programs of audits.

Zxecute Company-Wide Risk Assessment After understanding the industry. business, objectives and
2ntity-level control environment, we cenduct a top-down, company-wide assessment of all types of risk
affecting the organization at both the inherent and residual risk level. This includes considering past
fustory and experience as well as known. planned and future initiatives. We consider and cocrdinate our
afforts with any other risk management activities accurring in the organization.

“his document is for your company s internal use only and may not ix2 Protiviti Proposal for OOCEA | 5
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Incorporate New Initiatives & Change Management As a pant of aur ability to respond to change, we
consider any new management initiatives and the organization's change management process. For the
portions of the audit universe that generally remain steady. it can be relatively straightforward to identify.
understand and evaluate risks. New initiatives. products, processes and technology are typically areas aof
high risk and may require additional internal audit focus. Accordingly, it is imperative that internal audit
adequately identify the new and changing aspects of the organization for consideration in the audit plan.

Update Audit Universe We establish the audit universe at the beginning of our relationship with the
organization. We review and amend it annually and as needed throughout the year to accurately reflect
any significant changes in the organization.

Create and Update the Internal Audit Plan \We use the resuits of our company-wide risk assessment to
create the annual internal audit plan. This includes a preliminary scope of the audit, to be further defined
once the project begins. The audit plan is discussed with and appraved by the audit committee and
senior management.

Ongoing Change Our risk-based annual internal audit plan is responsive to stakeholder needs and
emerging risks / opportunities in a changing environment. Quarterly updates are performed in order to
address any changes in the business and control environment that may impact the risk assessment.

Project Execution

Understand Activities & Objectives We start out scoping audits by understanding the activities of the
process (inputs, outputs and systems) and identifying the audit cbjectives in collaboration with process
owners and senior management. This includes reviewing policies and organizational structure.

Perform Project Risk Assessment We leverage information gathered in the company-wide risk
assessment to perform a risk assessment at the project level by understanding the business strategy,
objectives and key processes of the area under review and identifying what risks may stand in the way of
achieving those business strategies and abjectives.

Plan Project Qur planning and scoping memo contains pertinent information and decisions regarding the
project and is approved before fieldwork commences. It delineates "what is in" and "what is out.” It
narrows the audit focus to specific areas of significance (processes, transactions, locations, activities or
systems) for the project objectives.

Understand & Analyze Activity |f they are not already documented. we gain an understanding of the
activities being audited. This documentation is created in the form of flowcharts or memoranda. and we

confirm its completeness and accuracy with process owners.

Evaluate Design Effectiveness We evaluate the design effectiveness of the collection of controls for
aach risk before proceeding to testing of controls. In many cases, multiple controls are required to
mitigate a risk; in some cases, one control may adequately mitigate multiple risks.

Fast Operating Effectiveness Our work program s further built out when we develop the detailed test
olan. We use standard sampie sizes to test the operating effectiveness of controls and expand testing on
daily centrols when the error rate is non-negligible. Testing techniguas may include inquiry, observation,
inspection and reperformance.

Yalidate Findings \We confirm all preliminary audit findings with personnel directly involved in the
cantrols or transactions that gave rise to the preliminary 1ssues in order to obtain agreement on the facts
and to determine whether all pertinent factors have been censidered.

Report Resufts We cammunicate factual findings of the design and operational effectiveness of internal
controls and provide recommendations for process improvement. Working with management. we develop
action clans and agree or ownars and implementation dates.

Follow-up on Findings While ownership of implementation belongs to management. we perform follow-
4o with management on a timely basis to confirm that agreed-upon action plans have been implemented.

“his document s for your campany s internal use anly and may not be Prativiti Proposal for QOCEA | 6
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Stakeholder Reporting

Periodic Reporting and Issue Tracking fto Management and the Audit Committee \We report
geriodically to the audit cammittee and senior management regarding the perfarmance of internal audit
relative to its plan, and report significant risk exposures and control issues, corporate governance issues
and other matters. \We will wark with you to create a customized reporting solution.

»  Qur comprehensive reports are designed to allow users to understand relevant information on issues

raised and related apportunities for contral / process enhancement.

«  Succinct executive summaries and highlights of important issues are key parts of our reporting style.

« In addition to our regular internal audit reports, we prepare management summaries for each project

and periodic status reports for management and audit committee.

Continuocus Improvement

We perfarm the foliowing continuous manitoring of internal audit function quality:

External Quality Assessment For the |last several years, we have engaged an outside third party to
review and report on the design effectiveness of The Protiviti Way as it relates to conformance with The

1A Standards.

Internal Quality Assessment Outside of our project management and supervision process aver
individual projects. we also assure quality on our audits by performing annual internal quality assessment
reviews of selected Internal Audit engagements across Protiviti. These reviews test adherence to
Protiviti's policies that govern the planning, conduct and reporting on all work performed.

Schedule for Performing the Key Phases of this Engagement

‘e propose the following tentative schedule for performing the key phases aof this engagement on an
annual basis, consistent with our suggested approach and Internal Audit methodology outlined above.

Monthe1-2¢

Monthy 11-12

[Ptk Assessment & Manning

Praject Exscution

Smhsittidar Roportint — fenodic Reporting & |ssuetratking o Management dnd Audit Comenitten

[k Asseirmom & Planning

b ! 3 Cantingous Improvemant'= Contihuouy Monitarimg of the lntermal Audit Function Quatity: . .

Procedures to Monitor the Progress of Audits and to Communicate

Monitoring the Progress of Audits

Ye monitor and ensure consistency in approach, execution, and progress of all internat audits by
leveraging our standard approach outlined above. which drives quality and efficiency in your audit
grogram. We train our auditors worldwide in this standard approach. It is standardized. yet flexible, to
accommodate your specific needs. You kenefit from this approach in the following manner:

s+ Aligned with the JIA Standards and COSO - standards you are familiar with.
»  Standard approach drives efficiency and focus of cur people and censistent results

+  Quality is improved through an accepted standard.

» Flexibility to adapt to your needs.

» Standard approach and supporting training and technology enables us to use aur Subject Matter

Specialists more effectively.

This document is for your company s internal use orily and may not e

Zistributed to any trurd party. 2 2013 Prativili inc.
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Ongoing Communication

Prativiti takes an open and ongoing approach to foster effective communication and teamwork with
OOCEA management, the audit committee, and the external audit service provider.

We will adopt a rcles, responsibilities and communications approach for QOCEA that will incorporata:

» Regularly scheduled progress updates between the Executive Director, Deputy Executive Director,
CFO. General Caunsel, and Audit Committee and, as deemed applicable. other management
representatives, on the progress of the project plan and any arising issues.

+  Seamless teaming with OOCEA personnel by effectively blending with your company culture and
respecting the specific organizational structures and relationships with other third party contractors.

»  Liaison with your external auditor to create synergies and avoid duplicatian.
+ Ad-hoc meetings derived from specific requirements by the various project teams.

+  On-going consliltation to management on risk and controis trends and issues.

Regular Procass Angeing Liaison with External Ad-hoc

Updates Communication Auditors Meeatings

Wit ik Ditwhoiers
b Uhe Prophill Engagement
Managing Dltectos,
Diredfors, Maodgers, SVls,

B andbho audst teden

* Ciratrsyenr g
= Lwild dopii ation

i Corrdtin= oo (e
o titwr 1A plary
ks s moroasising:
e

This muiti-step process helps ensure timely and effective communication throughout the audit process.

Additionaily, affective communication with OOCEA staff and third parties being impacted by audit
coverage is sspecially important. To minimize disruptions to your peaple, operations, and third party
contractors from internal audits. we propose the following communication protocois:

Planning Phase

*  Advance communication of the nature of the audit, time frame. management assistance required.
document requests, etc and advance scheduling to de-conflict the internal audit from other priorities,

Fieldwork Phase

»  Opening meeting with appropriate management personnel to confirm audit objectives and timeline.
high level review of work plan. documents, stc.

Frequent status update with apprepriate management to respond to aggregated questions. discuss
initial findings, additional dacument requests. etc.

» Clasing meeting with appropriate management personnel to review findings, obtain initial
management responses, discuss open items and follow-ups, etc,

Reporting Phase

» Review draft internal audit report with management within three weeks of the end of fieldwork and
losure of open items and incorporate management comments, action plans, etc., into the final report.

FFinal repert issued to company management and the audit committee.

Developing Information for Management Letters

Details specific to this are provided in our suggested approach to this audit engagement under the Project
Zxecution section above. Specifically, see sections Validate Findings and Report Results.

“tus document is for your company s nemal use anly and may not be Protiviti Proposal for GOCEA | 8
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Experience of Firm and Ability of Staff

Experience with Similar Engagements

We believe that Protiviti has the largest Internal Audit practice in Central Florida. Over the past three
years, the Qrlando office has provided risk assessment, internat audit co-sourcing and internal audit

outsourcing services to over 30 companies or organizations.

As aresult of the internal audit services we have provided you the past four and a haif years, our work for
you is the mast significant engagement performed by the Orlando team that is similar to the engagement
described in your Request for Proposal.  In the interest of providing you with additional perspective on
other similar types aof projects for local, well-known companies where we deliver internal audit services,
we have provided the following three references.

1.

AN

Universal Studios Orlando
1000 Universal Studios Plaza
Orlando, FL 32819

Dan Neal, Vice President of Finance
407-224-5447 (office)

Scope of Work and Contract Dates:
Internal Audit Services {2004 — prasent)

Protiviti Directors:
Phil Fretwell, David Taylor, Jeff Tecau

National Retail Properties, Inc.
450 South Orange Avenue
Orlando. Florida 32801

Kevin Habicht, Executive Vice President and
Chief Financial Officer
407-650-1230 (office)

Scope of Work and Contract Dates:
Internat Audit Services (2003 - present)

Protivit Managing Direcfor:
Phil Fretwell

fis dacument is for your company s aternal use only and may not be
ustributed 0 any third party, 2 20613 Pretivitt Inc.
TP-10

Hannover Life Re
800 North Magnolia Avenue, Suite 1400
Orlanda, FL 32803

Dave White, Vice President of Internal Audit
407-849-2217 (office)

Scope of Worle and Contract Dates:
internal Audit Services (2012 — present)

Protiviti Directors;
Phil Fretwell, David Taylor, Jeff Tecau

Protiviti Proposal for OOCEA | 9
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To facilitate your review of our resumes, the following summarizes the experience and outlines the
specific rales of the core team of individuals who will service your account. Additionally, relevant
government experience is highlighted. An arganizational chart is pravided under tab D of this proposal.

Phil Fretwell
Wanaging Director
Orlando, FL

Jeff Tecau

Birector
Orlando, FL

David Taylor
IT Director
Orlando, FL

Taresa Mallary
Manager
Orlando. FL

3jil Thomas
Quafity Controi MD
Tampa, FL

Michael Potier

Transportation
Subject Maiter Expert

Houston, (X

Jon Critelii
Zontract Audit
3ubject Matter Expert

Atlanta, GA

“nis documents for your company s infernal use anly and may not he
hstnbuted to any thurd party

Phil has over 29 years of audit experience. including 5 years of governmental
auditing experience. is a former Big 5 Audit Pariner in Orlando. has
rasponsibility for all of Protiviti's Florida Operations. and has served as Protiviti's
Quaiity and Risk Management Committee Chairman. Philis a CPA.

Jeff has over 14 years of audit experience, including more than 5 years of
governmental and lransportfation industry experience, helps lead Protiviti's IA
practice in Florida, has significant experience serving in the Director role for
other internal audit clients, is on the Board of Governors of The Central Florida
HIA. Jeffis a CPA, CRMA. and is /IA QAR certified.

David has over 18 years of experience in Infarmation Technology, Internal Audit,
and Information Security. He leads Protiviti's Information Security practice in
Florida. and will lead all IT Audit refated activities. He has a number of
certifications, including his CISSP and CISM.

Teresa has 6 years of audit experience, including § years of governmental
auditing and public accounting experience. She spécializes in nat-for-profit. focal
governmental, construction, and financial and operational confrols audits.
Teresa has lead past internal audits for QOCEA.

Bill has more than 20 years of internal audit, information systems audit and fraud
examination services. His experience includes over 12 years in private industry
and over 10 in public accounting and consulting. Bill has serviced the
Hillsborough Area Regional Transit since 2010 and is a CIA. CFE. and CISA.

Michael is a Managing Director in Protiviti's Houston Office and has serviced
Harris County Toll Road Authority. one of the largest lolling agencies in the
country, since 2007, Mike has a number of certifications including the CISSP.
2ISM, CISA, CBCP, CFSA, and PCI-QSA.

Jon has spent the past five years working in Protiviti's Capital Projects and
Conlracts practice providing contract review services. capital projects and
sonstruction controls reviews, and capital projects and construction process re-
engimeering engagements. Jon has managed past coniract audits for OQCEA
and is a CCA.

Profiviti Proposal for OOCEA | 10
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Firm, Location, and Government Services Overview

Protiviti Cantral Florida Overview

Protiviti currently employs about 2,500 full-time professionals in mare than 70 locations throughout the
Americas, Asia-Pacific, Europe and the Middle East,

Throughout Florida, we have approximately 60 resources dedicated to internal audit and risk consulting
services available to serve you. Approximately 40 of these individuals are based in Central Florida, and
approximately 50% of our Central Florida team has government or transportation industry internal audit

experience,

Your core team is comprised of individuals familiar with your business from our Qrlando Intemal Audit
practice. Because we are local, our core team will allow us to effectively and efficiently serve you without
any burden of trave! costs. Credentials, employee classifications and brief role descriptions for our
local team that would service you are outlined in Tab D.

Throughout our firm, we also have an extensive network of subject matter experts and trained risk and
control speciaiists who are highly experienced in delivering internal audit engagements. Our subject
matter experts are considered for every internal audit project and are embedded into our internal augit
teams as determined necessary. Utilization of SMEs allows us to bring “best of breed” internal audit
solutions to our clients.

Prativiti Government Industry Experience

Protiviti has a proven track record of assisting Local. State, and Federal Government entities in navigating
risks prevalent to their environment. Protiviti Government Services. Inc. (PGS), a wholly owned
subsidiary of Protiviti, was established to bring Protiviti's leading edge internal audit, technology and
pusiness risk solutions to the public sector.

Protiviti and PGS currently support the needs of a variety of Local, State, and Federal government entities

in areas such as information security, A-123 internal controls assassments, |T service and IT asset
management implementations, improper payments identification, IT audit reviews, and IA co-sourcing.

Specific PGS resources will be leveraged as needed. Presented below is a partial list of US Local, State,
and Federal government agencies that have been served by Protiviti and its affiliates.

* AMTRAK *  National Aeronautics & Space Administration
+  City of Lexington = National Archives & Records Administration
»  City of Minneapolis *  NYC Economic Development Corp.
«  City of Orlanda *  NYC Police Dept
Environment Protection Agency » Oak Ridge National Laboratory
Federal Communications Commission +  Office of Management & Budget
Federal Reserve System +  Office of Personnel Management
+  Federal Trade Commission +  range County Library System
General Services Administration +  Organization of American States
+  Harris County = Orlando-Orange County Expressway Authority
*  Harris County Toll Road Autharity +  Sacial Security Administration
Hillsborough Area Regional Transit +  South Florida Water Management Qistrict
Hillsborough County Aviation Autharity » U.S. Depariment of Justice
» Homeland Security + U8, Equal Employment Qpportunity
*  House of Representatives Commission
Housing & Urban Development +  US General Services Administration
internal Revenue Service + Veterans Affairs
METRO +  Virginia Department of Transportation
This document 1 for your campany s internal use only and may not be Protivitt Proposat for OOCEA | 11
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Proposed Organizational Structure

OOCEA
Audit Commiftee

'.I e . L. Phil Fratwel -
f-‘:'; AT e P e T ¢ Enigagement MDY

\ Protivit Senfor, and Staff Consufting Professionale ;

. (assigned based'on requirsments of each Audit). o
= Proposed Staffing Plan
gt We intend to provide you with a flexible solution that is best suited for your internal audit needs. We will
o) interact and coordinate with you to ensure satisfaction, drive quality and consistency in our service,
N sfficiently access the right resource needs far every engagement, and make the staffing process
. 2ffortless for your management team.
When assigning resources, we focus on criteria that should be carefully weighed when determining the

appropriate structure for this engagement. These criteria include:
= . Skill Set— As depicted above, Protiviti has established a core team that brings the best combination
of skills in the areas more important to you and your business. These resources work to understand
L your company. strategies, industry, processes, and systems to best serve you throughout the
angagement. We will suppiement your core team as necessary with individuals who bring the

e specialized skills to match subject matter expertise to the detailed requirements of you individual audit
% as needed.
k.

+ Staffing Continuity — We will strive to maintain continuity of personnel based on OOCEA's explicit
needs and project experience over time. All but one of our proposed engagement team members

: has worked with you over the past four and a half years. Our commitment and track record is to

e respond quickly to any required engagement team changes to ensure you get the highest-quality and

most cost-effective client service possible. In addition. we may utilize other subject-matter experts for

oroject execution, depending on the nature of the work and the need for specialized skills. Our

overall philosophy relating to staffing an individual engagement is to assign the resources best-suited

for the most efficient and effective execution that produces the highest-quality preject deliverables.

£
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Participation as per Role
'.:_J_f Personnel " " | Cestifications fociies Expected Participation and:
by T RS i s O “ | Cantributiom. Foee
:1 Coare Team
=4
Phillip Fratwel CPA Engagement Phil will serve as the overall engagement
i Managing Director ~ Managing Director and contact for the
} OQCEA Audit Committee.
" Jeff Tecau CPA, 4 QAR, ' Engagement Jeft will serve as the primary engagement +
fj CRMA Director Diréctor ane client contact for all Internal
] Audif-related activities. Jeff wilf be :
-responsible for the overall management ef |
2 the annual Audit plan and the Protiviti
) teamn, including scheduling, review of alf
& planning and final reports, and report ~ -
presentation. ‘
3}! David Taylor CISSP. CISM. IT Director David will be responsible for leading the
- PCIQSA technology aspects of project tasks and
be the key executive contact for OOCEA
g for tectinology related issues.
. , .
Teresa Mallary Member of 14 Engagement Teresa will serve as the day-to-day
Manager contact for the exacution af the Internal
Audit projects, and will-ie responsible for |
the day-ta-day supervisior of each
assignment, including planning, work
5 i paper.raview and report wrifing.
b2
- Quality Control and Subject Matter Experts
@ Jon Critelli CCA Contract Audit SME  Jor will pravide contract audit subject
:{gi matter expertise and guidance on any
= future audits of large procurement
B contracts.
”I’ CISSP, CISM, '
5 Michaet Porier c:_gi?cggp‘ " Tramsportation SME  Mike wilf consult with tHe core
CESA, PCI-GSA engagement feam (o provide tall road

- agency subject matter expertise and wifl
, be a seurce for other feading practices
e employed by other transportation
agencies throughout the United States.

William Thomas CISA, CIA, CFE  Quality Control Bill will provide overalf engagement
Managing Director  quality assurance around llA standards,
and will be consulted on significant issues
that arise, as necessary.

Rk

L

Fe '4:;‘
L
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Qur Dedication to Quality

J Delivering quality service to our clients is a core value at Protiviti. Phil Fretwell, our Orlando office

) Managing Director, is a leader in our Firm's Global Quality initiative. All our professionals work extremely
o hard to ensure that our clients’ expectaticns and our quality standards are met. We will ensure the

gt Authority's expectations and our quality standards are met using ey performance indicators, such as
timeliness of audit reviews and quality of service provided. In an effort to consistently deliver cur
services, we employ the following quality control procedures:

& .« External Quality Assurance Certification Our methodalogy and procedures for internal auditing
& have been independently reviewed and certified by Larry Hubbard & Associates for conformance
to the HA's International Standards for the Professional Practice of Internal Auditing. Qur
methodology and procedures for internal auditing provide the foundation for the delivery of all of
our internal audit services. We believe that this independent appraisal is unique and of particular
relevance to you since it relates precisely to the type of servicas you have requested. A copy of
Mr. Hubbard's full report is provided in the Executive Summary of this proposal.

} +  Subject Matter £xpertise Subject matter specialists (such as contract auditors and for specific
4 technologies or information security requirements) are integrated seamlessly into our service
delivery to provide the deep insights you need, add value and provide benchmarks for how similar

companies and organizations operate.
»  Training As a professional services arganization, the gquality of our product and services resides

- in the capabilities and talents of our people. As such, we continue to make significant
investments in the development of our personnel. All of our internal audit personnel attend our

2 internally developed Internal Audit cansulting milestone schools to drive consistency in our

. approach and service delivery. In addition, all of our personnel have access to Protiviti

University, an online training resource containing thousands of specific courses spanning all
industries and subject matter content.

] +  Client Satisfaction Measurement Our standards ensure quality service and deliverables. Client
service is critical to our success and our goal is to exceed your expectations. Qur client
satisfaction framewark is built upon Protiviti and the client working together to accompilish the

'j following:
1 + Understand needs and expectations

- > Build an understanding of needs and expectaticns into an action plan far serving the

.‘.“1 client

« Monitor how we are performing against the plan

» Measure results to continuously improve our approach for serving the client

Modify our processes to respand to feedback provided by the client

Qur primary means of monitoring Client Satisfaction are through frequent update meetings
X batween senior management and the respective teams, as deemed necessary. Additionally, we
}} routinely conduct client feedback interviews as part of our Client Vaiue Management process.
r? Protiviti's global process for confirming client satisfaction. This one-on-one. interview-based
nrocess is focused on certain clients and has included QQCEA in the past.

THig Jocument s for your campany s iternal use oniv and may iof be Protivitl Prapasal for GOCEA | 14
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M/WBE Participation

Policy Statements

Equal Opportunity Employment and Non-discrimination

RH! is an equal cpportunity employer. Hiring, prometion, transfer. compensation, benefits, discipline,
termination and all other employment decisions are made without regard to race, color, refigion, sex,
sexual crientation, gender identity, age, disabifity, national origin, veteran status or any other protected
status.

Because of our support of equal employment opportunity, discrimination on account of race, color.
raligion, sex, sexual orientation, gender identity, age. disability, national origin, veteran status or any other

protected status will not be tolerated.

Minority/Women/Disabled/Veterans Owned Businesses Plan

it is the policy of this Company to help ensure that small business concerns, small women-owned
business concerns and small-business concerns owned and controlled by socially and economically
disadvantaged individuals shall have the maximum practicable opportunity to compete for our business.
This opportunity is intended to be made available not only when fulfilling contract obligations with the U.S.
Gavernment but also throughout our overall business activity. We firmly believe that such participation by
these business enterprises will prove to be beneficial to the economic well being of this country and of our

Company.

Protiviti’'s policies protect the interest of minorities and women in management and in the warkpiace. In
the Orlando office, 50% of the members of the management team are minority or women employees. In
addition, 47% of the Orlando office workforce is minority or women.

Protiviti Orlando has a past history of contracting with Mincrity or Women Business Enterprises in Central
Florida and will continue to do so on an as-needed basis. depending on the nature of individual audit
projects and level of expertise required.

Protiviti Proposal for OCCEA | 15
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ORLANDOQO-ORANGE COUNTY EXPRESSWAY AUTHORITY
INTERNAL AUDITOR SERVICES
CONTRACT NO. 000931

ACKNOWLEDGMENT OF STANDARD OF CONDUCT AND
CODE OF ETHICS

If awarded the Contract, the undersigned covenants and agrees that it and its employees shall be
bound by the standards of conduct provided in Florida Statutes 112.313 as it relates to work
performed under the Contract, which standards will by reference be made a part of the Contract
as though set forth in full. The undersigned agrees to incorporate the provisions of this
requirement in any subcontract into which it might enter with reference to the work performed or
services provided.

The undersigned further acknowledges that it has read the Authority’s Code of Ethics and, to the
extent applicable to the undersigned, agrees to abide with such policy.

FROTIVTS N

=" 27

Title: PV F v X,RE 027

(Note: Failure to execute and submit this form may be cause for rejection of the submittal as
non-responsive.)
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ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
CONFLICT/NONCONFLICT OF INTEREST STATEMENT

CHECK ONE

[ % (ke best of our knowledge, the undersigned firm has no potential contlict of interest due to any other clients,
contracts, or property interest for this project.

OR

[ ] The undersigned firm, by attachment to this form, submits information which may be a potential conflict of interest
due to other clients, contracts or property interest for this project.

LITIGATION SUMMARY

PLEASE DISCLOSE AND PROVIDE A SHORT SUMMARY AND DISPOSITION OF ANY CIVIL
LITIGATION IN FLORIDA INVOLVING THE FIRM AS A NAMED PARTY WITHIN THE LAST FIVE

(5) YEARS.

ALSO DISCLOSE ANY ACTIONS AGAINST THE FIRM BY THE FLORIDA BAR, THE DEPARTMENT
OF PROFESSIONAL REGULATION AND/OR ANY OTHER FEDERAL, STATE OR LOCAL
REGULATORY AGENCY INCLUDING DISPOSITION OF SAME.

CHECK ON

[ ] The undersigned firm has had na litigation or any projecis in the last five (5) years.

OR
pd
‘a/ﬁ' he undersigned firm, BY ATTA T 'ORM, submuls a summary and disposition of
[ individual cases of litigation in Florida during the past five (3) years; and actions by any Federal, State, and

lacal agency.

/’D/Q eIV 7T/ e

G

AUTHORIZED SfGNATURE

/’%%UP = AREJWE (-

NAME (PRINT OR TYPE)

SN I G— BARET

TITLE

Failure to check the appropriate blocks above may result in disqualification of your proposal. Likewise, failure to
provide documentation of a possible conflict of interest, or a summary of past litigation, may result in disqualification of

your proposal.

PSR-16
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Attachment — Litigation Summary

To Prativiti's knowledge. Protiviti has not been a named party in any litigation in Flarida in the past 5
years. Protiviti inc. has been party tc an Equal Employment Agency Commission action in Florida that
was filed in April, 2008. The subject matter of such case is an employment related dispute with a former
employee and the commission resclved the matter by issuing a right to sue jetter to the employee.

Prativiti Proposal for CCCEA
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ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
DRUG-FREE WORKPLACE FORM

The undersigned, in accordance with Florida Statue 287.987 heeby certities that

/D/QOWV/?/ //tjaf does:

Name of Business

Publish a statement of notitying employces that the unlawtul manufacture, distribution, dispensing,
possession, or use of a controlled substance is prohibited in the workplace and specifying the actions that
will be taken against employees for violations of such prohibition.

[nform employees about the dangers of drug abuse in the workplace, the business’s policy of maintaining
a drug-free workplace, any available drug counseling, rehabilitation, and employee assistance programs,
and the penaities that may be imposed upon employees for drug abuse violations.

Give each employee engaged in providing the commaodities or contractual services that are under bid a
copy of the staterment specified in Paragraph 1.

[n the statement specified in Paragraph 1, notify the employees that, as a condition of woriking on the
commodities or contractual services that are under bid, the employees will abide by the terms of a
statemnent and will notify the employer of any conviction of, or plea of guilty or nolo contendere to, any
violation of Florida Statute 893 or of any controlled substance law of the United States or any state, fora
violation occurting in the workplace no later than five (5) days atter such conviction.

[mpose a sanction of, or require the satisfactory participation in a drug abuse assistance or rehabilitation
program if such is available in the employee’s community, by any employes who is so convicted.

Make a good faith effort to continue to maintain a drug-free workplace through implementation of
paragraphs | thru 5.

As the person authorized to sign this statement, I certify; that this firm complies with the above requirements.

Proposer’s Signature 7
7/-5‘ Ao /3

Date

PSR-17
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Phillip Z. Fretwell
Managing Director
Orlando Office

Contact !nformation

Direct: +1 407.849.3912
Mobile: +1407.342.4857
Fax: +1 407.849.3999
E-Mail: phillip.fretwell@protiviti.com

Service Line
* |nternal Audit
Areas of Practice

* Enterprise Risk Management

* Internal Audit Qutsourcing and Ca-
sourcing

+ Sarkanes-Oxley Compliance

Industry Line

* Government. Not-For-Profit

» Real Estate

* Hospitality

* Insurance

> Consumer products

Glients Served

= Orlando-Orange County Expressway
Aiithornty

* City of Orlando

» Children's Home Scciety

* Marmniott Vacations Worldwide

» Rotech Healthcare

* Hannover Re

- Universal Studios - Orlando

Zducation

+ B.8. (Accounting), Florida State
University

> MBA, Fiorida State University

Professional Memberships &

Cartifications

* (ZPA (Flonda)

« Jnstitute of Internal Auditors

* AICPA

* FICPA

Thys document is for your company 5 internal use only and may not ba
hstnbuted 0 30y thied party. & 2013 Prohivite inc

Profassional Experience

Phil Fretwell will serve as Managing Directar in charge of this engagement
and has overall responsibility for COCEA's relationship with Protiviti. Phil is
responsible for Protiviti's operations in Flerida (Orlando, Tampa and Ft.
Lauderdale). He has over 29 years of auditing and censulting experience,
including 19 vears in public accounting and 3 years as a “Big Five” audit
partner. Since 1998, he has focused his practice on helping companies
imprave their corporate governance, internal contrals and internal audit
departments through outsourcing, co-sourcing and cansulting.

Phil has served QOCEA for the past 4 ¥4 years and has been directly
rasponsible for all audit work and presentations made to the beard and audit
committee.

Phil has served as the Chairman of the Board of Junior Achievement of
Central Florida and the President of the University of Cantral Florida
Accounting Advisory Board. He currently sarves on the Florida State
University Professional Advisory Board. He has also served cn the Board of
Directors of the Heart of Florida United Way as a member of the Executive
Committee and the Chairman of the Finance Committee. Philis a fraquent
speaker aon a variety of financial topics.

Principai Areas of Practice

« [nternal Auditing — Phil has served as the lead relationship executive on
aver 30 internal audit engagements, including full outsourcing, co-
sourcing and advisory services.

+  Sarbanes-Oxley compliance — Phil has served as one of the lead
Sarbanes-Oxley Managing Directars in the firm, and has been involved
in drafting and aditing the firm’s publications in this area.

» Enterprise Risk Management — Phil has led enterprise nsk assessments
for aver 30 companies during the course of his career. He has also
advised many campanies on implementing enterprise risk management
orocesses.

Protiviti Proposal for COCEA
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Michael Porier
Managing Director
Houston Office

Contact information

Direct; +1713.314.5030
Mobile: +1 713.501.7027
Fax : +1713.314 5350
E-Mail: michael.parier@protiviti.com

Areas of Expertise

* IT Secunty and Privacy

* Business Continuity Management
= IT Process Improvement

» Internal Audit/Sarbanes-Oxley

Industry Line

* Government Serivces
* Energy

* Financial Services
Education

* B.B.A. — Management Information

Systems, University of Houston
Professionai Memberships &
Certifications

Member of {|1A and |ISACA

Certified Information Systems
Security Professional (CISSP)
Certified Informatian Security Mar
(CISM)

Cartified Information Systems Auditor
{CISA;

Certfied Business Continuity Prof.
(CBCP)

Ceitified Financial Services Auditor
{CFSA)

Qualified Security Assessor (PCI-
O8A)

.

.

-

a

*

>
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sstrihuted to any thard carty. 2 2013 Protiviti Inc,

Professional Experience

Michael Porier is a Managing Director in Protiviti's Houston office
specializing In exacuting and managing information technology risk
consulting engagements since 1994, His expertise includes avaluating the
risks and controls related to managing a company's enterprise-wide
tachnical processes, parforming detail security assessments, and
implementing businass continuity solutions. He has experience in varicus
industries. but has specific expertise in the energy and gavernment
services areas,

Michael leads the IT Security, Privacy, and Business Continuity
Management solution segments. overseeing related assessments and
remediation projects for clients. On these topics. e has presented at
numerous canferences, published varicus articles, and has been
interviewed by industry periadicals and local newspapers.

Major Projects

*  Michael works with a large toll-rcad agency to assist in areas such as
Project Management, PCI security review and remediation, and
pracess area consulting.

*  For multiple county government entities, Michael leads project
management efforts ta assist in identifying and sourcing project risk,
facilitating remediation meetings. and working with appropriate vendors
to discuss and implement sclutions.

s Michael has performed detailed technology security audits for a large
2nergy company evaluating controls related to various aspects of the
organization's technical infrastructure. Control evaluation consisted of
internal and external IT vuinerability assessment. privacy reviews,
Active Directory evaluations, and Internet applicaticn security
assessments.

*  Michael oversaw major business continuity prejects in the Middle East
far clients in energy, financial services, and manufacturing. These
projects involved multi-disciplinary teams ta ensure high quality
technical solutions were implemented for recovering clients’ critical
business processes and supporting technologies. Included were the
sarformance of a Business Impact Analysis and development of
recovery plans.

+  Michael led teams to perfarm compliance activities associated with
Sarbanes-Oxley for a major energy client, invalving documenting
process flows, assessing existing controls, implementing process
improvements, and facilitating results with executive management and
axternal audit.

fichaal has managed and led multiple teams working in parallel to
catform a global enterprise-wide business impact analysis and
tusiness continuity assessment. These efforts led ta the next phase
consisting of developing comprehensive business and technology
racovery clans across the organization.

Protiviti Propgsal for OOCEA
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Wiiliam Thomas
Managing Director
Tampa Cffice

Contact Information

Direct: +1813.348.3373
Mabile: +1 813.956.7032
Fax: +1813.348.3498
Email: william.thomas@protiviti.com

Areas of Expertise

hternal Audit Qutsourcing & Co-
Sourcing

Internal Audit Quality Assurance
Reviews

Audit Committee and Governance
Services

Project Management

Regulatory Compliance
Facilitation and self-assessment
focused on strategy, risk, control
and process evaluations
Sarbanes-Oxley Advisory
Services

« |T Audit

industry Expertise

.

[}

-

v

.

» Government Sarvices

* NFP

» Healthcare & Life Sciences

» Financial Services

Zducation

- B8 3. — Busingss. Minorin Political
Science. ‘v’lrgi@ Tach

Arofessional Memberships &

Cartifications

Member of [[A, ACFE and ISACA

Certified Information Systems

Auditor {CISA)

Ceartified Internal Auditor (CIA)

Certified Fraud Examiner (CFE)

Certified Risk Management
Assurance

»

w

“
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Professional Experience

3ill leads Protiviti's Tampa Markeat practice. In this capacity. he oversees client
angagemenis focused on a braad range of operational, technotogy and
compliance nsks. His primary areas of focus include corporate governance,
business risk management and internal audit services.

Bill's professional experience includes more than 20 years of internal audit,
information systems audit and fraud examination services. His experience
includes over 12 years in private industry and 8 years in public accounting and
zonsuiting.

Bill is a frequent speaker and author of articles on matters related to corporate
governance. rigk management and internal auditing.

Major Projects

Bul frequently exarmines Client continuity plans including tests of operational
affectiveness af plans, thoroughness of continuity and disaster recovery
nreparations and tests of operational effectiveness of plans

Bill works with the Hillsborough Area Transit Authority (HART} in a leadership
capacity. Bill has planned and supervised projects examining risk
management processes related to Cash Management, Human Resaources,
Information Systems (Operational and Technical effectiveness), Infarmatien
Security, Procurement and Self Insurance coverage. He nas presented
results frequently to the HART Board of Directors and coordinated activities
with HART executives.

Bill is the lead executive for providing ERM services for a specialty financial
services company in St. Petersburg, FL. Initial work performed included an
anterprise-wide risk assessment via facilitated session with the company’s
Executive Management team and implementation of the 13031000
framework. Bill also supervised an engagement to provide advisery oversight
of the development of the Firm's business continuity plans and tests.

3ill supervised the evafuation of Business Cantinuity Plans as part of Internal
Audit engagements at numerous clients, covering review of documented
plans, adequacy of tests, confirmation that remediation activities were
implemented, and reporting of status to Executive Management and the
Board.

Protiviti Proposal for OOCEA
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Jeff Tecau

Director
Orlando Office

Contact information

Direct: +1407.849.3921
Mobile: +1 407.758.4847
Fax: +1 407.849.3930
Email:  jeffrey.tecau@protiviti.com

Areas of Expertise

* Internal Audit

* Quality Assurance

= Sarbanes-Oxley

*» Enterprise Risk Management

Industry Expertise

= Government, Not-for-Profit

> Hospitaiity

» Healthcare

* Insurance and Financial Services

» Manufacturing, Distribution &
Technology

Education

» Master of Science in Accaunting,
Wake Forest University

* Bachelor of Science in
Accounting,
‘Make Forest University

» Certified Public Accountant (CPA)

» 1A Accreditation in Internal
Quality Assessment Validatian

» 1A CRMA

Professional Memberships &

Zertifications

» HlA

> AICPA

~ Board of Governors and Past
Officer. Central Florida II1A

» Board of Directors. Children’s
Home Saciety Central Florida

Professicnal Experience

Jeff Tecau is a Director with Protiviti in Qrlando. FL and has 14 years of Audit
and Consulting experience. At Protiviti, Jeff has focused on internal auditing
and financial and accounting related consulting and helps lead Protiviti's
Internal Audit and Financial Controls practice in the Southeasi. Prior to
Protiviti, Jeff spent four busy seasons in external audit with
PricewaterhouseCoopers and was a Senicr Analyst in the Financial Planning
and Analysis group with a Fortune 500 energy company.

Jeffis a CPA in the State of Flarida, a CRMA, and holds an accreditation from
The {lA in Internal Quality Assessment Validation. in addition, he serves on
the Board of Directars of the Central Florida Chapter of The [IA and is a
frequent guest speaker on accounting careers, audit. and governance related
topics at the University of Flarida, Rolling College, the University of Central
Florida, and to The lIA and IMA. Additionally. Jeff has been involved in
numerous civic and charitable organizations inctuding Junior Achievement, Big
Brothers/Big Sisters, and Special OQlympics, and he serves on the Central
Florida Board of Directors for Children's Home Society. His government and
not-for-profit clients have included OOCEA, CHS, and the City of Orlando.

Major Projects

internal Audit and Risk Management

*  Clients include a Central Florida toll road agency, a City. a $2B haspitality
company. a $125M multi-national LED manufacturing company, a $500M
iieaithcare campany, a $100M land management company, and an $118
banking and insurance institution.

*  Executed in excess of 15 annual risk assessments and developed retated
internal audit plans.

*  Managed in excess of 120 internal audit projects with teams consisting of

1-15 individuals. Projects have covered finance and accounting,
operations, compliance, and IT.

*  Extensive experience presenting to Audit Committees.

*  Led a quality review of a 26-persan internal audit department at {arge
financial institution and a QA review of Protiviti's Washington, DC office.

*  Co-wrote two 40-hour training courses far Protiviti internal audit managers
and cansultants and a 40-hour Prativiti milestone training program for
senior consultants.

*  Facilitated 10+ Protiviti Internal Audit and Consulting training schools in
the US and China and 2 Protiviti intern schools, ranked a top 50 program
by Business Week Magazine.

*  Extensive 2xperience consulting on SEC disclosures and final internal
control over financial reporting assessments.

> Worked with an 311B financial service institution ta develop and
implement ERM, including risk mode! development, nisk priontization, gap
analysis, implementation planning, and risk dashboard reporting.

* Worked with a 5700M multi-national insurance company to implement
consistent ERM processes across 8 subsidiaries in the Caribbean,
England, and the U.S thraugh consistent risk modeling, 2ducatian,
facilitated sessions. and risk aggregation

T1is document is for your campany 5 internal use only and may net e Prativiti Proposal for OOCEA
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David J. Taylor
Director
Orlando Office

Contact information

Direct:  +1407.849.3916
Fax: +1 407 843.3985
E-Mail:  dawvid.taylor@protiviti.com

Service Line

* IT Audit
* IT Consulting

Areas of Practice

* T Audit

> Information Security
+ PC| Caompliance
Industry Line

* Government

* Financial Services

* Insurance

* Healthcare

Clients Served

» Orlando-Orange County
Expressway Authority

+ City of Qrlando

* Orange County Library System

+ Hillsharough Area Regicnal
Transit (HART)

» Marriott Vacations Worldwide

Zducation

* Bachelor of Science in Computer
Sclence

» Certified [nformation Systems
Secunty Professional (CISSP)

» PC| Qualified Security Assessor
iQSA)

Professional Membershios &

Cartifications

> ISACA

* InfraGard

“hig documentss for jour campany s intarnal use only and may not be
Latrbuted o any iwrd party 2 2043 Profiviti Inc

Professional Experience

David is a Director based in Protiviti's Orlando office. He has more than 20
years of experience in infarmation secunty and IT Audit. He is a former
faderal agent and Computer Crime Investigator (CCI) for NASA's Inspector
General and for the United States Air Force Office of Special Investigations
{AFQSI). As a CCJ, David investigated computer intrusiaons and otirer
violations of law relating to computer and communications systems.

Principal Areas of Practice

At Protiviti, David leads the Orlando IT Audit and IT Consulting practices as
well as the Southeast Regian Information Security practice. David has
assessed Information Technolagy related controls, reviewed security
programs and responded to secunty incidents at companies throughout the
United States, including several financial institutions, technology
manufacturers and hospitality organizations, amang others. He has spoken
on information security topics for a variety of audiences and organizations
including the MIS Training Institute, ISACA, Legal Tech, Florida Institute of
Certified Public Accountants, the Institute of Management Accountants and
infraGard, among others. David is a Certified Information Systems Security
Professional (CISSP} and Certified Information Security Manager (CISM). He
15 also a contributing author to Defend L. T. published by Addisan-Wesley.

Major Projects

* Toll Road Agency: David has led the IT Audit effort for an Crlando
based toll road agency for the past 4 years. His team has performed
audits in the areas of information secunty, change management,
applications controls, stc.

* Insurance Company: David leads a team of professionals who perform
all IT related audits and Sarbanes-Oxley testing for a specialty health and
life insurance holding company. His team utilizes best practice
methodologies in order to assess the client IT ralated risks and controls.

*  Consumer Care Services Company: David led the project to perform a
network vulnerability assessment of all business critical servers at a
consumer care services company. Based upon real-world events, the
client wanted to identify vulnerabilites associated with their computer
netwerk. In addition to completing the assessment, David's team utilized
1 modified version of the Carnegie-Mellon Capability Maturity Model 1o
rate the maturity of the client’s [T security program.

* Hospital System: David leads the IT Audit function for a South-Flonda
nased hospital system that has co-saurced the function to Prativiti.
David’'s team s responsible for performing ail IT ralated audits

+ niversity: David led an incident 12sponse project for a large state
university. The university had a security breach of a business cntical
server. David's team performed an investigation, alongside law
anfarcement, to determine the extent of the breach and the source of the
attack.

Protiviti Propasal for OOCEA
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Jon Critelli
Senior Manager
Atlanta Office

Contact Information

Direct: +1404.443.8218
Mablile: +1 407.497 8966
Fax: +1 404 443 ,.8271
Email:  jon.critelli@protiviti.com

Areas of Expertise

* Capital Projects & Contracts
* Internal Audit

* Model Audit Rule

* Sarbanes Oxley

industry Expertise

> Government

* Industrial Praducts & Technology
* Insurance & Financial Services

* Hospitality and Entertainment

* Healthcare

tducation

* 8.S.B.A. — Finance - University of
Central Flarida

Professional Memberships &
Ceartifications

.

Certified Construction Auditor
1 CCA}

Member Institute of Internal
Auditors

Professional Experience

Jon is a Senior Manager with Protivit's Capital Projects & Contracts practice in
Atlanta. GA. Jon has spent the past four years werking in Protiviti's Capital
Projects and Contracts practice providing contract review services, capital
projects and construction centrols reviews, and capital projects and
construction process re-engineering engagamsnts.

Prior to joining the Protiviti team, Jon worked for one of the nation's largest
government and defense contractors where he was part of the Financial
Leadership Development Pregram and specialized in contract and project
management, cost control and schedule integration, as well as financial
3ysiems support.

Major Projects

* Jon recently provided subject matter expertise support for a process and
controls review for a gavernment agency responsibie for the aperation of
major toll roads in the Central Florida region. The review included an
analysis and process improvement racommendations related to
pracurement and bidding, contracting, preject and cost management,
change order management, and praject closeout.

* Jonis currently a lead semor manager on a project controls
implementation project for a large fertilizer manufacturer in Chicago, IL.
Jan is responsible for the design and implementation of project control
processes related to project reporting and forecasting, working capital
management, project and risk management. and internal audit. Jon is
responsible for the oversight of another manager and consultant for the
axecutian of the work.

»  Jon served as the Senior Manager for a construction contract raview for a
targe hospital system in Sarasota, FL. The audit included the review of
contract terms and caonditions, general contractor reporting, and contractor
payment applications. Mare specifically, the project includes the review of
$6.4M of project costs. As a result of the review, key reccmmendations
were provided around the management of the owner's direct purchase
orogram, the timely update of general contractor reports, and the
calculation of the general contractor's fee and overhead.

* Jon assisted in a cost recovery project for a large reinsurance company
vased in Orlando. FL. Jon's role included the axtensive use of Excel and
ACL to perform data analytics related to claims and premiums payments
to ensure compliance with reinsurance treaties.

> Jon acted as the subject matter axpert for a construction contract review
far a nospital system i Atlanta, GA. The review resulted in several
process impravement and best practice recommendations for
consideration on future projects,

+ Jon was the lead manager for a capital projects process enhancement
creject for a large carbon fiber producer in Salt Lake City UT. Jon was
‘asponsible for assessing process and controls for key capital project
inanagement processes Including capital expenditures, contractor and
subcontractor management. change management. project reporting and
forecasting, and monthly payment application review and approval.

+  Jon was the lead sentor consultant for a construction contract review for g
‘alecommunications company based in Tampa, FL. |n addition to
«entifying approximately $150K of potential cost recovanes at project
zompletion. considerations were provided to company management to
improve internal capital project processes.

fis document is for yaur company's internal use only and may not be rrotiviti Propasal for OOCEA
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Teresa Mallary

Manager
Orlando Office

Contact Information

Direct:  +1 407.849.3923

Mobile: + 305,345.1531

Fax: +1 407 849.3978

Email: terssa.mallary@protiviti com

Areas of Expertise

* Internal Audit
* Financial Audit

industry Line
* Govermnment
* Not-for-Profit
* Construction
« Manufacturing
* Entertainment

Sducation

> Bachelor of Science in Accounting,
Florida A&M University

Professional Membershins &

Certifications

* Institute of Internal Auditors

* American Society of YWomen
Accountants

Py STe

Professional Experience

Taresa is a Senior Consultant with Protiviti in the Orlanda offices and is
axpected to be pasitioned as a Manager affective July t. 2013, She has
aver B years of experience in public accounting, and internal audit and
sonsulting. At Protiviti, Teresa is respansible for executing internal audit
angagements. She specializes in nat-for-profit, local governmental,
construction. manufacturing, and SOX audits.

Major Projects

« Executed and supervised financial audits for Not-for-Profits,
Governmental. SEC, and Global companies, which required a working
knowiedge of GASB, GAAP and IFRS. Performed substantive audit
procedures for the following accounts” Casn, Revenue, Debt, Accounts
Recevable, Accounts Payable, Human Resource Expenses. [nvestment
Accaunts and Fixed Assets/Capital Expenditures.

+  Executed and supervised OMB A-133 and statutory compliance audits
for Not-for-Profits and Governmental clients in Flonda, Texas, Arkansas.
and Maryland.

Executed and supervised Sarbanes Oxley 404 projects. Performed tasks
such as entty-level risk assessments, control rationalization,
walkthroughs, documentation development, controls testing, and
deficiency evaluation.

+ Executed and supervised process and contrals reviews and business
operations reviews for a government transportation agency. The raviews
included analysis and process improvement reccrmmendations related to
procurement and bidding, contracting, project and cost management,
change order management, project closeout and toll revenue.

+ (reated business praocess narratives and procedural manuails within
Cracle database far key accounting processes in the manufacturing
:ndustry

Executed procadures to evaluate control design identify central design
gaps, and provide recommendations to enhance business operational
activities for a targe entertainment company.
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WORKSHEET FOR RENEWAL/NON-RENEWAL OF CONTRACT
File Location: FY16

Contractor: Protiviti, Inc. Contract No.: 000931

Contract Name/Description: Internal Auditing Services
Contract Amount (Including Supplemental Agreement):$ 1,366.500.00

Original Contract Execution Date: 5/22/2013 Expiration Date: 06/30/2017

Original Contract Term: 3 Years with 2 Renewal Options
First Renewal:  6/8/2016 Second Renewal:

What is the factual basis to support renewal/non-renewal recommendation? Are the value
and level of service provided by the (Contractor) (Consultant) satisfactory and adequate
for CFX’s needs? For non-renewal recommendation due to Contractor non-compliance,
give specific instances for non-compliance with work/performance requirements. Has
Contractor been notified of the instances of non-compliance? Give date(s) and method(s)
of notification. For non-renewal recommendation due to other reasons (scope changes,
quantity, work limit changes, price increases), give specifics.
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Renewal Recommended
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(Recomn#éndirg Department Head/Manager) Date
Approve Recommendation
Yes No
(Name) Date
Chief of

Concur With Recommendation

Yes No

(Name) Date
Director of Procurement
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CENTRAL FLORIDA EXPRESSWAY AUTHORITY

MEMORANDUM

TO: Audit Committee Members

FROM: Joann M. Chizlett, Director of Special Projects % N
DATE: March 22, 2017

SUBJECT: Payment Card Industry (PCI) Compliance Audit Contract Renewal / Protiviti, Inc.
/ Contract No. 000960

CFX’s contract with Protiviti, Inc. for Payment Card Industry (PCI) compliance audit
services is currently scheduled to expire on July 17,2017.

The original contract, dated May 22, 2013, provided for a three year term with two one
year renewals. Last year the Audit Committee recommended and the Board approved the first
one year renewal.

Staft is requesting the Committee’s direction as to whether it wishes to recommend
exercising the final one year extension of Protiviti’s contract in the amount of $65,000.00, and at
the same hourly rates as set forth in original contract price proposal.

Enclosures: Supplemental 01, Renewal 01, April 26, 2016,
Contract and Worksheet for Renewal

4974 ORL TOWER RD. ORLANDO, FL 32807 | PHONE: (407) 690-5000 | FAX: (407) 690-5011

WWW.CFXWAY.COM Jm



Central Florida Expressway Authority
CONTRACT RENEWAL AGREEMENT
CONTRACT NO. 000960

THIS CONTRACT RENEWAL AGREEMENT (the “Renewal Agreement”), made and entered into this 12" day of
May, 2016, by and between the Central Florida Expressway Authority, hereinafter called “CFX” and Protiviti, Inc., hereinafter

called the “Contractor”
WITNESSETH

WHEREAS, CFX and the Contractor entered into a Contract Agreement (the “Original Agreement”) dated May 22,
2013, whereby CFX retained the Contractor to perform payment card industry (PCI) compliance audit services; and

WHEREAS, pursuant to Article 2 of the Original Agreement, CFX and Contractor wish to renew the Original
Agreement for a period of one (1) year,;

NOW, THEREFORE, for and in consideration of the mutual benefits to flow each to the other, CFX and Contractor agtee
to a first renewal of said Original Agreement beginning the 18" day of July, 2016 and ending the 17™ day of July, 2017 in the
amount of $65,000.00 which amount restates the amount of the Original Agreement.

Contractor states that, upon its receipt and acceptance of Final Payment for Services rendered under the Original
Agreement ending July 17, 2016, the Contractor shall execute a ‘Cettificate of Completion of the Original Agreement and
Acceptance of Final Payment’ that waives all future right of claim for additional corpensation for services rendered under the

Original Agreement ending July 17, 2016.

All terms and conditions of said Original Agreement and any supplements and amendments thereto shall remain in
full force and effect during the full term of this Renewal Agreement.

IN WITNESS WHEREOF, the parties have executed this Renewal Agreement by their duly authorized officers on the
day, month and year set forth above.

PROTIYITI, INC. CENTRAL FLORIDA EXPRESSWAY AUTHORITY

L
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BY:

_ﬁ_lll
Print Nume: Mﬂb J. ’fﬂymp-

Title: LA HANVAGLNG: _M@U'ME '
ATIEST: ZL’/(G/[ (-1 __{/L (SEAL)

Secretary or Notary

Approved as to form and execution, only
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f Notary Public State of Florida s
by . Marc Lingle / Géfieral Counsel for CFX
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CENTRAL FLORIDA EXPRESSWAY AUTHORITY
SUPPLEMENTAL AGREEMENT NO. 1
TO
AGREEMENT FOR PAYMENT CARD INDUSTRY (PCl) COMPLIANCE
AUDIT SERVICES
CONTRACT NO. 000960

This Supplemental Agreement No. 1 (“Supplemental Agreement”) is entered into this
12" day of May 2016, by and between the Central Florida Expressway Authority
(“CFX”™) and Protiviti, Inc. (“Consultant”).

WITNESSETH:

WHEREAS, CFX and the Consultant on May 22, 2013, entered into an
Agreement whereby CFX retained the Consultant to provide payment card industry (PCI)
compliance audit services; and

WHEREAS, CFX has determined it necessary to increase the Contract amount by
$70,000.00 in order to continue the required services through the original term of the
Contract; and,

WHEREAS, the Consultant hereby agrees to the increase in the Contract amount
and will continue provide the required services with no change in the fees and rates
included in the original Contract dated May 22, 2013;

NOW, THEREFORE, for and in consideration of the mutual benefits to flow each
to the other, the parties agree that the Consultant shall provide the required services as
detailed in the Scope of Services included in the original Contract and CFX shall increase
the amount of the Contract by $70,000.00 which shall make the total not-to-exceed
amount of the Contract $226,625.00.

CFX and Consultant agree that this Supplemental Agreement No.1 shall not alter
or change in any manner the force and effect of the original Contract except insofar as the
same is altered and amended by this Supplemental Agreement No.1; that acceptance of
this Supplemental Agreement No.l signifies the Consultant’s waiver of all future rights
for additional compensation which is not already defined herein.



IN WITNESS THEREOF, the parties hereto have caused these presents to be executed on
the day and year first written above. This Supplemental Agreement No. 1 was approved
by CFX Board of Directors on May 12, 2016.

CENTRAL FLORIDA EXPRESSWAY AUTHORITY

By: - ",
Dirkctor of Procurement

PROTIVITI, INC.

Title: M,é;’/[//,;niwﬁ DI/;}&(';LSI‘L

Attest: Z {'{(WZ y / _ (Seal)

’F "Q,h Notary Public State of Florida

. + Marc Lingle

‘t My Commissian FF 246182
o8 Expires 07/01/2018

Approved as to form and execution, only.

General Counsel for CFX
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CONTRACT

ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
AND
PROTIVITI, INC.
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PAYMENT CARD INDUSTRY (PCI) COMPLIANCE AUDIT
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CONTRACT NO. 000960

CONTRACT DATE: MAY 22,2013
CONTRACT AMOUNT: $156,625.00
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CONTRACT

This Contract (the “Contract” as defined herein below), is made this 22" day of May, 2013,
between the ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY, a body politic
and agency of the State of Florida, hereinafter called the AUTHORITY and PROTIVITI, INC,,
301 East Pine Street, Suite 225, Orlando, Florida 32801, hereinafter the AUDITOR:

WITNESSETH:

WHEREAS, the AUTHORITY was created by statute and is charged with acquiring,
constructing, operating and maintaining a system of limited access roadways known as the
Orlando-Orange County Expressway System; and,

WHEREAS, the AUTHORITY has been granted the power under Section
348.754(2)(m) of Florida Statutes, “to do all acts and things necessary or convenient for the
conduct of its business and the general welfare of the AUTHORITY, in order to carry out the
powers granted to it (by state law);” and,

WHEREAS, the AUTHORITY has determined that it is necessary and convenient in the
conduct of its business to retain the services of an auditor to perform payment card industry
(PCI) compliance audit and related tasks as may be assigned to the AUDITOR by the
AUTHORITY and identified as Contract No. 000960; and,

WHEREAS, on or about March 23, 2013, the AUTHORITY issued a Request for
Proposals seeking qualified auditors to perform such tasks; and,

WHEREAS, AUDITOR was the successful one of three qualified firms that
responded to the Request for Proposals and was ultimately selected; and,

NOW THEREFORE, in consideration of the mutual covenants and benefits set forth
herein and other good and valuable consideration, the receipt and sufficiency of which being
hereby acknowledged by each party to the other, the parties hereto agree as follows:

1. SERVICES TO BE PROVIDED

The AUDITOR shall, for the consideration herein stated and at its cost and expense, do all the
work and furnish all the materials, equipment, supplies and labor necessary to perform this
Contract in the manner and to the full extent as set forth in the Contract Documents all of which
are hereby adopted and made part of this Contract as completely as if incorporated herein. The
Contract shall be performed and services provided to the satisfaction of the duly authorized
representatives of the AUTHORITY in accordance with the Scope of Services, who shall have at
all times full opportunity to evaluate the services provided under this Contract.

The services to be provided under this Contract include performing PCI compliance audit in

accordance with direction from the AUTHORITY.
|



The AUTHORITY does not guarantee that all of the services described in the Scope of Services
will be assigned during the term of the Contract. Further, the AUDITOR is providing these
services on a non-exclusive basis. The AUTHORITY, at its option, may elect to have any of the
services set forth herein performed by other auditors or AUTHORITY staff.

The Contract Documents, in order of precedence, consist of:

1.1 The Contract, including insurance policies,

1.2 The Scope of Services,

1.3 The Method of Compensation,

1.4 The Technical Proposal submitted by AUDITOR, and
1.5 The Price Proposal submitted by AUDITOR,

(collectively, the “Contract™).

2, TERM AND NOTICE

The initial term of the Contract will be three (3) years from the date indicated in the Notice to
Proceed from the AUTHORITY. There shall be two renewal options of one (1) year each. The
options to renew are at the sole discretion and election of the AUTHORITY. Renewals will be
based, in part, on a determination by the AUTHORITY that the value and level of service
provided by the AUDITOR are satisfactory and adequate for the AUTHORITY’s needs. If a
renewal option is exercised, the AUTHORITY will provide the AUDITOR with written notice of
its intent at least 150 days prior to the expiration of the initial three-year Contract Term.

The AUTHORITY shall have the right to terminate or suspend the Contract, in whole or in part,
at any time with 10 days’ notice for convenience or 15 days with cure notice for cause for
AUDITOR’s material failure to perform the provisions of the Contract. Under no circumstances
shall a properly noticed termination by the AUTHORITY (with or without cause) constitute a
default by the AUTHORITY. In the event of a termination for convenience or without cause,
AUTHORITY shall notify AUDITOR (in writing) of such action with instructions as to the
effective date of termination or suspension, in accordance with the time frames set forth
hereinabove. AUDITOR will be paid for all work performed prior to termination and any
reasonable, documented, direct, normal, and ordinary termination expenses. AUDITOR will not
be paid for special, indirect, consequential, or undocumented termination expenses. Payment for
work performed will be based on Contract prices, which prices are deemed to include profit and
overhead. No profit or overhead will be allowed for work not performed, regardless of whether
the termination is for cause.

If AUDITOR: (i) fails to perform the Contract terms and conditions; (ii) fails to begin the work
under the Contract within the time specified in the "Notice to Proceed"; (iii) fails to perform the
work with sufficient personnel or with sufficient materials to assure the prompt performance of
the work items covered by the Contract; (iv) materially fails to comply with the Contract, or (v)
performs unsuitably or unsatisfactorily in the opinion of AUTHORITY reasonably exercised in
accordance with the Scope of Services, or for any other cause whatsoever, fails to carry on the
work in an acceptable manner in accordance with the Scope of Services, the AUTHORITY will
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give notice in writing to the AUDITOR of such delay, neglect or default and provide AUDITOR
with a reasonable opportunity to cure. If the Contract is declared in default, the AUTHORITY
may take over the work covered by the Contract.

If AUDITOR (within the curative period, if any, described in the notice of default) does not
correct the default, AUTHORITY will have the right to remove the work from AUDITOR and to
declare the Contract in default and terminated.

Upon declaration of default and termination of the Contract, AUTHORITY will have the right to
appropriate or use any or all materials as the AUTHORITY determines, and may retain others for
the completion of the work under the Contract, or may use other methods which in the opinion of
AUTHORITY are required for Contract completion. All costs and charges incurred by
AUTHORITY because of, or related to, the AUDITOR’s default (including the costs of
completing Contract performance in excess of the sum which would have been payable under the
Contract) shall be charged against the AUDITOR. If the expense of Contract completion
exceeds the sum which would have been payable under the Contract, the AUDITOR shall pay
the AUTHORITY the amount of the excess. If, after the default notice curative period has
expired, but prior to any action by AUTHORITY to complete the work under the Contract,
AUDITOR demonstrates an intent and ability to cure the default in accordance with
AUTHORITY's requirements, AUTHORITY may, but is not obligated to, permit AUDITOR to
resume work under the Contract. In such circumstances, any costs of AUTHORITY incurred by
the delay (or from any reason attributable to the delay) will be deducted from any monies due or
which may become due AUDITOR under the Contract. Any such costs incurred by
AUTHORITY which exceed the remaining amount due on the Contract shall be reimbursed to
AUTHORITY by AUDITOR. The financial obligations of this paragraph, as well as any other
provision of the Contract which by its nature and context survives the expiration of earlier
termination of the Contract, shall survive the expiration or earlier termination of the Contract.

AUTHORITY shall have no liability to AUDITOR for expenses or profits related to unfinished
work on a Contract terminated for default.

AUTHORITY reserves the right to terminate or cancel this Contract in the event the AUDITOR
shall be placed in either voluntary or involuntary bankruptcy or an assignment is made for the
benefit of creditors. Such termination shall be deemed a termination for default.

3. CONTRACT AMOUNT AND COMPENSATION FOR SERVICES
3.1 The Contract Amount for the Contract term is $156,625.00. Services shall be
provided and fees to be billed for each audit as agreed by the AUTHORITY.

3.2  AUTHORITY agrees to pay AUDITOR for services performed in accordance
with the Method of Compensation.

(%}



4. AUDIT AND EXAMINATION OF RECORDS
4.1 Definition of Records:

(1) “Contract Records” shall include, but not be limited to, all information,
communications and data, whether in writing or stored on a computer, computer disks,
microfilm, writings, working papers, drafts, computer printouts, field notes, charts or any other
data compilations, books of account, photographs, videotapes and audiotapes supporting
documents, any other papers or preserved data in whatever form, directly related to the Contract
or the AUDITOR s performance of the Contract determined reasonably necessary or desirable by
the AUTHORITY to verify invoicing and performance.

AUTHORITY reserves and is granted the right (during regular business hours and after 48 hours
advance notice) to review, audit, copy, examine and investigate in any manner, any Contract
Records (as herein defined) of the AUDITOR or any subconsultant. By submitting a response to
the Request for Proposal, AUDITOR or any subconsultant submits to and agree to comply with
the provisions of this section.

If the AUTHORITY requests access to or review of any Contract Documents and AUDITOR
unlawfully refuses such access or review, AUDITOR shall be in default under its Contract with
AUTHORITY, and such refusal shall, without any other or additional actions or omissions,
constitute grounds for suspension or disqualification of AUDITOR. Disqualification or
suspension of the AUDITOR for failure to comply with this section shall also preclude the
AUDITOR from acting in the future as a subconsultant of another AUDITOR doing work for the
AUTHORITY during the period of disqualification or suspension. Disqualification shall mean
the AUDITOR is not eligible for and shall be precluded from doing future work for the
AUTHORITY until reinstated by the AUTHORITY.

Final Audit for Project Closeout: The AUDITOR shall permit the AUTHORITY, at the
AUTHORITY s option, to perform or have performed, an audit of the records of the AUDITOR
and (shall flow this Contract provision to any or all subconsultants) to support the compensation
paid the AUDITOR. The audit will be performed as soon as practical after completion and
acceptance of the contracted services. In the event funds paid to the AUDITOR under the
Contract are subsequently determined to have been inadvertently paid by the AUTHORITY
because of accounting errors or charges not in conformity with the Contract, the AUDITOR
agrees that such amounts are due to the AUTHORITY upon demand. Final payment to the
AUDITOR shall be adjusted for audit results.

AUDITOR shall preserve all Contract Records for the entire term of the Contract and for a
period of five (5) years after the later of: (i) final acceptance of the project by the AUTHORITY,
(ii) until all claims (if any) regarding the Contract are resolved, or (iii) expiration of the Proposal
Records and Contract Records’ status as public records, as and if applicable, under Chapter 119,
Florida Statutes.



Any approval by AUTHORITY of a subcontract or other matter herein requiring AUTHORITY
approval for its occurrence shall not be deemed a warranty or endorsement of any kind by
AUTHORITY of such subcontract, subconsultant, or matter.

20. INTERPRETATION

For purposes of this Contract, the singular shall include the plural, and the plural shall include
the singular, unless the context clearly requires otherwise. Except for reference to women’s
business enterprises and matters relating thereto, reference to one gender shall include all
genders. Reference to statutes or regulations include all statutory or regulatory provisions
consolidating, amending, or replacing the stated statute or regulation. Words not otherwise
defined and that have well-known technical, industry, or legal meanings, are used in accordance
with such recognized meanings, in the order stated. References to persons include their
respective permitted successors and assigns and, in the case of governmental persons, persons
succeeding to their respective functions and capacities. If AUDITOR discovers any material
discrepancy, deficiency, or ambiguity in this Contract, or is otherwise in doubt as to the meaning
of any provision of the Contract, AUDITOR may immediately notify AUTHORITY and request
clarification of AUTHORITY’s interpretation of the Contract. The Contract Documents,
together with and including all exhibits, comprise the entire agreement of the parties and
supersedes and nullifies all prior and contemporaneous negotiations, representations,
understandings, and agreements, whether written or oral, with respect to the subject matter

hereof.

21. SURVIVAL OF EXPIRATION OR TERMINATION

Any clause, sentence, paragraph, or section providing for, discussing, or relating to any of the
following shall survive the expiration or earlier termination of the Contract:

21.1 Trademarks, service marks, patents, trade secrets, copyrights, publicity, or other
intellectual property rights, and terms relating to the ownership, security, protection, or
confidentiality thereof; and

212 Payment to AUDITOR for satisfactory work performed or for termination
expenses, if applicable; and

713  Prohibition on non-competition agreements of AUDITOR’s employees with
respect to any successor of AUDITOR; and

21.4 Obligations upon expiration or termination of the Contract; and

21.5 Any other term or terms of this Contract which by their nature or context
necessarily survive the expiration or earlier termination of the Contract for their fulfillment.



22,  OBLIGATIONS UPON EXPIRATION OR TERMINATION OF CONTRACT

22.1 Immediately upon expiration or termination of this Contract AUDITOR shall
submit to AUTHORITY, upon request, a report containing the last known contact information
for each subconsultant or employee of AUDITOR who performed work under the Contract; and

22.2 AUDITOR shall initiate settlement of all outstanding liabilities and claims, if any,
arising out of the Contract and any subcontracts or vending agreements to be canceled. All
settlements shall be subject to the approval of AUTHORITY.

23. INTELLECTUAL PROPERTY

Subject to AUTHORITY s fulfillment of all payment obligations, AUDITOR acknowledges and
agrees that AUTHORITY shall retain all ownership rights in any deliverables developed by
AUDITOR under this Agreement and delivered to AUTHORITY, excluding AUDITOR
Proprietary Materials, as defined below, and any third-party software that is incorporated into the
deliverables. AUTHORITY acknowledges that as part of performing services, AUDITOR may
utilize proprietary software, ideas, concepts, know-how, tools, models, processes, methodologies
and techniques (including any enhancements or modifications thereto) which have been
originated or developed by AUDITOR, or which have been purchased by, or licensed to
AUDITOR (collectively, “AUDITOR Proprietary Materials”). AUTHORITY agrees that
AUDITOR shall retain sole and exclusive title, rights and interest in and to AUDITOR
Proprietary Materials. Subject to the terms of this Agreement, AUDITOR grants and
AUTHORITY accepts a worldwide, nonexclusive, nontransferable license to AUDITOR
Proprietary Materials for use only in conjunction with deliverables.

AUDITOR’s deliverables are for the use and benefit of AUTHORITY only and not for any other
party (such other parties, each a “Third Party”). If AUTHORITY desires to disclose such
deliverables or make reference to AUDITOR to any Third Party other than AUTHORITY s legal
counsel and external auditors who need access to such information and who have agreed to keep
such information confidential, except as otherwise required by the applicable public records act,
AUTHORITY will obtain AUDITOR’s prior written approval and if requested by AUDITOR,
obtain from such Third Party a non-disclosure agreement and release in a form satisfactory to
AUDITOR in its reasonable discretion. AUDITOR accepts no liability or responsibility to any
Third Party who benefits from or uses services hereunder or gains access to the deliverables.



IN WITNESS WHEREOF, the authorized signatures named below have executed this
Contract on behalf of the parties as of the day and year first above written. This Contract was
awarded by the AUTHORITY s Board of Directors at its meeting on May 22, 2013.

ORLANDO-ORANGE COUNTYEXPRESSWAY AUTHORITY
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¥

Director of Procurement

Print Name: _ {_/&/ceve 77, /0 €

PROTIVITI, INC.
By: .- A ""',a-:%;’2-:--[{"...~sz‘f'

L~

Print Name: Ceott & Lo libes ke

. g, 4
WY /) Y@ o

Title
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ATTEST: KRG i L C G U202 (Seal)
\J

Notary Public State of Florida
Brittany C Parker

¥ My Commission EE 208780
Expires 06/17/2016

Approved as to form and execution, only.
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PCI COMPLIANCE AUDIT
SCOPE OF SERVICES
1.0 Description

The Auditor shall perform a high-level Payment Card Industry (PCI) Compliance Audit, in
accordance with Data Security Standard (DSS) Requirements and Security Assessments
Procedures, version 2.0, for Merchant Level 2 Assessment Level 1. The Auditor shall create and
complete the Report on Compliance (ROC) using the template and instructions in the PCI
Requirements and Security Assessments and the additional instructions and guidance included in
the PCI ROC Reporting Instructions to ensure a consistent level of reporting. As required by the
Reporting Instructions, all details of the Auditor’s findings shall be clearly identified and
documented in the appropriate place within the ROC and shall ultimately support the Auditor’s
findings for each Requirement and Testing Procedure of the PCI DSS. The current assessment
expires on November 1, 2013. The final version of the ROC shall be submitted to the Authority
no later than October 18, 2013.

2.0 Current Environment:

Devices Subject to Compliance: Approximately 180 — Majority of which are
workstations

Network Environment: Completely Segmented

Applications: All In-House Written (Website App, Call Center App, Batch Processing) —
No Shrink Wrap Applications

Call Center: 1 Location — Card Not Present; Contractor Supplied Personnel Only —
Equipment & Space owned and maintained by OOCEA

Service Center: 2 Locations — Card Present; Contractor Supplied Personnel Only —
Equipment & Space owned and maintained by OOCEA

Encryption: End to End Encryption throughout environment

Credit Card Transfers: All through private, leased lines — No Internet Transmission
except for clients accessing accounts through website

Detailed information regarding specific operating system and device vendors will be provided
upon signature by the Auditor of a non-disclosure agreement.

3.0 Release of Information

The Authority agrees that the Auditor may release, directly to PCI SSC, without any additional
consent, approval or permission from the Authority: (i) all reports on compliance and related
Assessment results generated in connection with Auditor's Assessments of the Authority, including
without limitation, working papers, notes and other materials and information generated in
connection with such Assessment; and (ii) the Contract and any and all additional agreements

SS-1
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between the Authority and the Auditor or other materials necessary to enable the Auditor to, from
time to time upon PCI SSC's request, demonstrate to PCI SSC, in the manner specified by PCI
SSC, that the Contract Documents (as defined in the Contract) contain the provisions set forth
herein. Assessments, for purposes of this provision, means onsite reviews of the Authority to
determine its compliance with the PCI Data Security Standard, as such Standard may be amended
from time to time, as part of the PCI Qualified Security Assessor Program.

4.0 Additional Services

Additional services may be assigned to the Auditor in accordance with the Contract and this
Scope of Services. No work shall be performed under additional services without prior written
authorization from the Authority to the Auditor to perform the work.

End of Scope of Services

S8-2
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METHOD OF COMPENSATION
PCI COMPLIANCE AUDIT

PURPOSE

This document describes the limits and method of compensation to be made to the Auditor
for the services set forth in the Scope of Services. The services shall be provided over the
duration of the work specified in the Contract.

COMPENSATION

For the satisfactory completion of the services detailed in the Scope of Services, the Auditor
will be paid at the hourly rates shown in the Price Proposal for all work completed and
accepted by the Authority.

METHOD OF COMPENSATION

3.1

33

3.4

35

The Auditor shall have a documented invoice procedure. Payment will be made to
the Auditor not more than once monthly. The Auditor shall prepare and forward two
(2) copies of each monthly invoice (in a format acceptable to the Authority) to the
Authority. The invoice shall include a breakdown of the work performed by the
Auditor to verify the amount being requested for payment.

The Authority does not guarantee that all of the services described in the Scope of
Services will be assigned during the term of the Contract. Further, the Auditor is
providing these services on a non-exclusive basis. The Authority, at its option, may
elect to have any of the services set forth herein performed by other auditors or
Authority staff.

Auditor shall receive and accept the compensation and payment provided in its Price
Proposal and the Contract as full payment for all labor, materials, expenses, supplies
and incidentals of any kind required to be provided by the Auditor in the Scope of
Services.

The Auditor shall promptly pay all subconsultants/subcontractors and suppliers their
proportionate share of payments received from the Authority.

The Authority reserves the right to withhold payment or payments in whole or in part,
and to continue to withhold any such payments for work not completed, completed
unsatisfactorily, work that is behind schedule or work that is otherwise performed in
an inadequate or untimely fashion as determined by the Authority or it’s designated
representative. Any and all such payments previously withheld shall be released and
paid to Auditor promptly when the work is subsequently satisfactorily performed. If
any defined action, duty or service or part required by the Contract is not performed

MC-1



4.0

5.0

by the Auditor, the value of such action, duty or service or part thereof will be
determined by the Authority and deducted from any invoice or monthly billing period
claiming such items for payment.

ADDITIONAL SERVICES

Additional services outside the scope ot the Contract and the resulting compensation for such
services shall be implemented by a written Supplemental Agreement in accordance with the
Contract. Such work shall not be performed until a Supplemental Agreement has been
executed by the Authority and the Auditor.

PROJECT CLOSEOUT

Final Audit: The Auditor shall permit the Authority, at the Authority’s option, to perform or
have performed, an audit of the records of the Consultant and any or all subcontractors to
support the compensation paid the Auditor. The audit will be performed as soon as practical
after completion and acceptance of the contracted services. In the event funds paid to the
Auditor under the Contract are subsequently determined to have been inadvertently paid by
the Authority because of accounting errors or charges not in conformity with the Contract,
the Auditor agrees that such amounts are due to the Authority upon demand. Final payment
to the Auditor shall be adjusted for audit results.

END OF SECTION
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April 12,2013

Mr. Claude Miller

Director of Procurement

Orlando-Orange County Expressway Authority
4974 ORL Tower Rd

QOrlando, Florida 32807

Dear Mr. Miller,

Thank you for this opportunity for Protiviti Inc, a Delaware Corporation, to submit this proposal ta provide
the Orlando-Orange County Expressway Authority (‘OOCEA”) with Payment Card Industry (PCI) Services
in response to the Request for Proposal for Contract No. 000960 ("RFP"). We are excited about the
opportunity to continue ta partner with you on this important initiative, and we believe that we offer a
unigue combination of skills, local resources. and prior OOCEA experience that will continue to make our

work with you a success.

We believe our local Qrtando based Protiviti team ~ a team that includes individuals who are skilled in
PCl program design, implementation and validation, technology auditing, and information systems
security — is the right team to partner with you.

Our clients select Protiviti as their PCI consultant for a variety of reasons including:

»  Protiviti is one of the few firms that hold all four PCI qualifications — Qualified Security Assessor
(QSA), Approved Scan Vendor (ASV), PCI Forensic Investigator (PF!) and Payment Application QSA
(PA-QSA). Fewer than 5% of PCl Assessment companies hold all four of these certifications.

. We have invested heavily in bullding a PCI practice that now consists of over 100 QSAs with global
coverage.
. Our clients value the client service culture and business process knowledge that Protiviti provides.

Our experience shows that the most effective way to conduct a PC! compliance assessment is onsite
with the client. This approach allows us to canduct interviews, perform observations and test controls

efficiently while meeting high quality standards.

Protiviti has achieved phenomenal success in our 10 years of business. This success is driven by our
focus on being value-added partners with our clients. We proactively work with management teams to
assess, design, and execute risk plans related to their business. When you need us, we are there, We
share ideas. We tap into our firm-wide global resources ta bring forward the best solutions.

Our team is excited about this opportunity. If there is any information you need as you review our
proposal, please do not hesitate to contact me at 267.256.8825 or scott laliberte@protiviti. com.

Very truly yours,

” &
/@,_;//7 e ,/ﬁﬂuM

Scott Laliberte
Managing Director

Protiviti Proposal for COCEA
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Executive Summary

Protiviti is a global consulting firm that helps companies solve problems in finance, technology.
operations, governance, risk and internal audit. Through our network of more than 70 cffices in over 20
countries, we have served mare than 35 percent of FORTUNE® 1000 and Global 500 companies. We
also work with smailer, growing companies, including those looking (o go public, as well as with
government agencies.

What differentiates Protiviti from other PCI consulting companies is our approach, attention to client
service and guality. Protiviti is known in the PCI field for our thoroughness and our ingenuity. We work
hard to assist our clients to find better, smarter ways to meet the PCI standard. We plan to be on-site
during the entire assessment to ensure an adequate level of communication, collaberation, and efficiency,

We not only understand the technologies invalved, but our clients’ business use as well, At the same
time, we do not cut corners in our approach and we thoroughly test each control as specified in the PCI
Audit Procedures and the PC) Council's Quality Assurance Checklist. We have an internal QA process
that is unmatched in the industry. This approach explains why we passed the PCI Quality Assurance
audit process and rarely receive questions from the banks or card brands on the documents we submit.

Protiviti has been involved with PCI since 2002 when the program was just beginning to gain momentum.
During the past 11 years, we have performed numerous PCl assessments far a great variety of clients.
We bring extensive experience and technical expertise required to assist you in remediating compliance
gaps and performing an efficient and comprehensive PCl assessment. Our list of PCI clients includes
American Express, Bank of Kuwait, Cisco, Sony, United ' Online, McAfee, Epoch (fermerly Paycom), Hilton
Hotels Corporation, Marriott International, Scripps Health, Longs Drugs, Charlotte Russe, 99¢ Only
Stores, Neiman Marcus, Sally Beauty. Toys-R-Us, Pier One as well as many others. Far many of these
clients we have provided assistance with remediation efforts and helped them achieve PCI compliance.

Protiviti is appreciative of the opportunity to provide the Orlando-Orange County Expressway Authority
(“the Authority” or "OOCEA”"} with this proposal to perform an assessment related to the Payment Card
Industry (PCl) Data Security Standard (DSS) requirements. Our PCI assessments will consist of the
following three phases:

+  Perform scope confirmation and conduct initial PCI-DSS compliance assessment.

+  Provide recommendations for remediation and assist with remediation efforts by providing
guidance to the Authority personnel for achieving PCl compliance in the maost cost effective
manner.

Perform testing of remediated controls and document the Report on Compliance (ROC).

We will begin the engagement with a walkthrough of the Authority’s business processes. from which we
will confirm our understanding of the credit card data flows in the Authority's environment. This will help
s ta properiy document the scope of the cardholder data environment and provide recommendations for
potential scope reduction that may decrease the cost of compliance. After confirming the scope, we will
nroceed with evaluating compliance of existing security cantrols with PCI-DSS requirements.

Protiviti's initial assessment and compliance validation testing will include interviews of the Authority's
personnel, testing of policies and procedures, and an assessment of systems and neiworks considered
part of the cardholder data environment. ‘We will pravide the Authority with a PCI Gap tracker that will
identify any potential gaps where requirements are currently not met, along with recommendations for
remediation. In the course of remediation efforts. we will continue to be available to the Authority to assist
with remediation effarts as necessary by providing guidance on compliance with, and interpretation of,
PCI requirements. At the completion of the remediation. we will conduct validation testing of remediated
controls and provide ihe Authority with an official PCl Report on Compliance (ROC) and Attestation of
Compliance (AOC) that will confirm compliance to your processor. acquiring hank and card brands.

Based upon the informaticn with RFP #000960 provided by the Authority, we have drafted our
assumptions of the technical, transaction. and business environment and the scope of the required PCI

Protiviti Proposal for OOCEA | 1
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assessment. The details of these scoping assumptions are included within the body of this propasal and
used to determine our estimated fees for completing this engagement.

We are delighted by the opportunity to propose on such an important project for the Authority and are
confident that we will provide tremendous value. We are uniqualy capable of delivering the resources
required by the engagement that will follow one common methodology globally to complete the project.
We enthusiastically look forward to working with the Authority throughout this project.

Protiviti Proposal for OOCEA | 2
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Understanding and Approach
Our Suggested Approach to this Audit Engagement

The scope of the engagement will be to assess the Authority against the prevailing PCl Data Security
Standard audit procedures version 2.0. The result of the engagement will be a Report on Compliance
(ROC).

QOur overall process of performing PCl engagements is outlined and described in the chart below. As
shown in our PCl methodology, this project will include components from Phase 3 — Validation. Protiviti
assumes that QOCEA is already PCI-DSS compliant.

PCI Project Management Office

Phase 1 - Assessment Phase 2 - Remediation Phase J - Validation:
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Phase 3: Validation of Compliance

The goal of this step will be to confirm the scope of PCI compliance, review the cardholder environment.
determine available data flows and credit card storage, assess PCl Compliance status and identify any
gaps. Evaluation of controls will be conducted against PCI-DSS version 2.0 requirements.

Confirm Scope

This step will focus on confirming our understanding of business processes and credit card data flows for
the business unit being assessed.

We will begin the assessment by performing scope verification based on system components that store,
procass or transmit cardholder data. We will examine the entire lifecycle of cardholder data, including all
izhannels by which credit card data is received, where it is slored, how and where it is transmitted. and
finally, how it is discarded. To confirm the rcardholder data flow, the Protiviti team will interview
representatives of business operations and [T, and will conduct walkthroughs of various transaction types
that include credit cards. We will review any existing credit card data flows and, if necessary, will
document the comprehensive netwaork and data flow diagrams.

Based on the developed understanding of the credit card data flow and business processes, we will seek
opportunities to reduce the cardholder environment and. therefore, the scope of PCl compliance. If
appropriate, we will provide recommendations that will minimize scope.

Protiviti Proposal for OOCEA | +
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Plan Assessment

Prativiti will work closely with the Authority to establish appropriate contacts for all departments that will
be included in the assessment.

» The order of the assessment should start with the more complex systems and remediation plans for
systems with knawn deficiencies, if such systems exist, (so there will be mare time to remediate).

» Develop a list of contacts from each system / application to include data centers, infrastructure,
networking, information security, shared corporate functions, business departments. compliance and
privacy that may be required to help with the assessment.

Based on review of the data flow, additional departments may be identified and added to the list. This

approach

allows us to conduct interviews, perform observations, and test controls efficiently while

meeting high quality standards.

s Distribute request lists for each separate area:

Background on IT structure and services
Pertinent policies, standards and procedures
Security strategy and architecture

Network architecture

Server support and operations structure

Prior period PCl-related filings

Incident identification and response capabilities

Other helpful background information

Compliance Assessment

Protivitl will perform the on-site assessment of compliance with PCI-DSS requirements and will determine
whether the Authority is in compliance by reviewing policies and procedures, examining processes and
canfigurations, conducting interviews. observing system configurations, and reviewing supporting
documentation.

For the assessment, after conducting extensive testing, we will produce a list of compliance gaps
identified during the assessment, if applicable. The PCI onsite audit procedures and quality assurance
checklist will be used to guide the testing process. There are seven categories of iesting that the controls
could be validated against (based on the PCl QA process):

To caver all

Verified by observation of system settings or configuration files
Verified by review of documentation

Verified by interview

Verified by observation of process, action or state

Sampling specified

Verified by network traffic monitoring

Verified by physically tracing network connections

12 areas of the PCI-DSS requirements. we review all significant aspects of lhe IT

environment within the PCl| scope. Below we have highlighted some of the main procedures we will
perform during the assessment.

Profiviti Proposal for OOCEA | 5
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Server Assessments

We will review key server configurations involved in credit card processing. Specifically, we will be
evaluating the following areas:

» User Rights Management

s Access, Auditing, and Account LLockout Controls
o Server Build / Hardening Procedures

» Patch Management

» Antivirus Protection

We will use a sampling method in conducting the review. As specified by PCI-DSS. we will include a
representative sample of systems from the PCl environment covering different operating systems,
applications, and functions deplayed.

Firewall, DMZ, and Network Segmentation Review

We will perform a review of the firewall architecture and the firewall configuration. Protiviti professionals
will review the network architecture and DMZ configuration specifically as it relates to the flaw of credit
card numbers and segmentation of the cardholder data environment. During this assessment, we will
work closely with the Authority personnel and any third party service providers to understand the function
of each of the segments and / or subnets. We will review the fallowing:

» Firewall Configuration & Security Settings
¢ Access Control Lists
Use of VLLANs and Other Filtering Devices

Firewall Administrative Procedures

Password and Access Controls

Audit Trail and Log Settings

-«

Monitoring and Logging Procedures
DMZ Architecture

«

Evaluation of Security Policies and Procedures

Corporate-wide information security policies are a vital foundation for ensuring that employees are aware
of management's expectations related to critical security elements. Documented policies also indicate
that management has agreed upon and communicated their understanding of the significance of those
alements.  Sound securily policies provide broad direction, signify management's goals and intentions.
and regulate the manner in which the organization manages and protects its information and computing
resources. We will review those poiicies and procedures as required by the PCI-DSS including, but not
iimited to:

Information Security

Acceptable Use

Firewall Administration

*»

-«

Antivirus / Security Patching

*

Wireless Usage

» Data Handling / Retention

Prativiti Proposal for OOCEA | 8
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Physical Security Review

We will review physical security controls to ensure lhat unauthorized individuals are restricted from
gaining access to critical data, servers or infrastructure where cardholder data is stored, processed, or
transmitted. We will review controls for the following areas:

» Data centers, including outsourced facilities
» Wireless access points

e Call centers

Data Sterage / Transmission

We will review database security of those databases that process and store credit card transactions. We
will review controls such as the use of database encryption. logging and DBA procedures. Transmission
of data between systems. across the Internet, to and from third parties, and across wireless networks will
be evaluated to ensure it is done in a secure manner.

Upon completion of final validation testing, we will complete the Report on Compliance (ROC). Protiviti
will provide management with a draft report for review. Once all feedback has been addressed, Protiviti
and OOQCEA Executive Management will sign the Attestation of Compliance {AOC).

Schedule for Performing the Key Phases of this Engagement

We estimate that the project will require one week of planning, five weeks of fieldwork executicn, and
three weeks of Quaiity Assurance and Sign-off. Prior to the commencement of fieldwork, we will conduct
a project kickoff meeting to confirm the project scope, timeline, milestones, deliverables and project
participants. Additionally, each week we will hold project management meetings to discuss the status of
the project along with any observations noted.

The following schedule outlines the timing of engagement activities:

Prc;ect Planning
Fieldwork Execution X X X X X

Quality Assurance and. Sign-off Tl TR

Protiviti Proposal for OCCEA | 7
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Procedures to Monitor the Progress of Audits and to Communicate

After commencement of the project, we will hold weekly status meetings with the Authority PCI program
manager and maijor stakeholders to update the team on accomplishments since the last meeting, as well
as planned activities for the upcoming period. During these meetings we will also discuss findings, issues
and / or roadblocks to project execution.

One of the means of communication that we will use during the status meetings will be a PCl dashboard,
which will show in a single page the status of each work stream currently being undertaken. This
dashboard can be prepared for each country and region within the scope of our work and can be
summarized to track progress for each region as well. This dashboard represents a color chart with the
status of each control in PCI DSS, allowing our team to effectively and efficiently provide a high level view
of:

+ How many and which controls were found "in place’. “partially in place” or “not in place” by either

using on-site audits or self-assessments

s How many and which controls have (not) been assessed yet

With this PCI compliance dashboard, the Authorily project team will be able to quickly and visually assess
and track project progress and compliance status. During the remediation efforts, this same dashboard
could be used to track remediation progress. An example of the PCl dashboard is provided below.

Example Dashbhoard
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Experience of Firm and Ability of Staff

Experience with Similar Engagements

The following responses address the Experience of Firm and Staff in Section 3.1 of the the Authority's
PC| Service Provider Certification RFP, and demonstrate the experience and ability of Protiviti and its
staff in conducting PCl assessments.

1. Number of assessments the firm has completed within the |ast 12 months.
a. Approximately 60 assessments have resulted in the delivery of a Report on Compliance.

2. Number of assessments that each of the proposed QSAs has performed in the last 12 months.
a. Scott Laliberte has led over 30 PCl assessments in the last 12 months.
David Taylor has led 8 PCl assessments in the last 12 months.
Willy Alvarado has performed 3 PCl assessments in the last 12 months.
Robert Noblit has performed 3 PCl assessments in the last 12 months, including
OOCEA.
3. Length of time that each of the proposed QSAs has been with the firm.
a. Scott Laliberte has been with the firm for nearly 11 years.
b. David Taylor has been with the firm for nearly 11 years.
c.  Willy Alvarado has been with the firm for nearly 11 years.
d. Robert Noblit has been with the firm for 2 years.

ango

4. Are the firm or any QSAs currently in remediation?
a. No.

5. Have any previous ROCs for any client been rejected within the last 3 years?
a. No.

Protiviti Proposal for OOCEA | 9
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Proposed Team

To facilitate your review of our resumes, the following summarizes the experience and outlines the
specific roles of the care team of individuals who will service your account.
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Scott Lafiberte
Managing Director
Philadeiphia, PA

David Taylor

Scott will serve as the Quality Assurance Managing Director and will provide
subject matter expertise. He is a Managing Director within Protiviti's Global
information Security & Privacy Solutions practice and has over 18 years of
experience. Scott is a published author. accomplished speaker. and quoted
subject malter expert in the area of informaltion systems security. Scoftt 18
Protiviti's PCl services lead in the eastern US and has led numerous

assessments, including OOCEA.

David will serve as the lead QSA, responsible for initial Quality Assurance of the

Director deliverables. He has over 20 years of experience in IT and information secuirity.
Qrlando, FL David has led numerous PCl gap assessments. compliance validations, and
remediation projects. including QOCEA.
= e e ]
Willy Alvarado Willy will be responsible for managing the execution of fieldwork. Willy has led
Associate Director numarous PCI gap assessments, compliance validations, and remediation
Orlando, FL projects, including QOCEA.
e = — ]
Robert Noblit Robert will execute the majonty of the fieldwork., He performed OOCEA’s
Senior Consultant assessment in 2012,
Tampa, FL

Size and Location of Firm

Protiviti currently employs about 2,500 full-time professionals in more than 70 locations throughout the
Americas, Asia-Pacific, Europe and the Middle East. Approximately 120 of these employees are part of
the firm's PCl compliance audit staff.

Except for our Quality Assurance Managing Director, your core team is comprised of individuals from our
Central Florida office. Because we are local. our core team will allow us to effectively and efficiently serve
you wilh minimal travel costs. Credentials. employee classifications and brief role descriptions for our
local team that would service you are outlined in Tab D.

Official Name: Protiviti Inc,

Address: 301 East Pine St.
Suite 225
Orlando, FL 32801
Phone: 407-849-3900
Fax: 407-428-0105

Protiviti Proposal for OQCEA | 10

TP-11



ey

= i ioee L
-‘A‘A‘;)ﬁ-‘ﬂ‘.}‘;-‘

Organization and Management

Proposed Organizational Structure
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Proposed Staffing Plan

We intend to provide you with a flexible solution that is best suited for your PCI needs. We will interact
and coordinate with you to ensure satisfaction, drive quality and cansistency in our service, efficiently
access the right resource needs for every engagement, and make the staffing process effortless for your
management team.

When assigning resources, we focus on criteria that should be carefully weighed when determining the
appropriate structure for this engagement. These criteria include:

’

Skill Set — As depicted above, Protiviti has established a core team that brings the best combination
of skills in the areas more important to you and your business. These resources work to understand
your company, strategies, industry, processes, and systems to best serve you throughout the
angagement. We will supplement your core team as necessary with individuals who bring the
specialized skills to match subject matter expertise to the detailed requirements of you individual audit
as needed.

Staffing Continuity — \We will strive to maintain continuity of personnel based on OOCEA's explicit
needs and project experience over time. All of nur proposed engagement team members have
worked with you on previous PCI projects. Our commitment and track record is to respond quickly to
any required engagement team changes to ensure you get the highest-quality and most cost-effective
client service possible. In addition, we may utilize other subject-matter experts for project execution,
depending on the nature of the work and the need for specialized skills.  Our overall philosophy
refating to staffing an individual engagement is to assign the resources best-suited for the most
sificient and effective execution that produces the highest-gquality project deliverables.

Protivitl Proposal for QCCEA | 11
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Expected Participation as per Role

Core Team

Scott Laliberte

David Taylor

Willy Alvarado

Robert Noblit

CISSP, PCi
QSA, PCI-ASVY,
CRISC, CISM

CISSP, CISM,
PCI-QSA

CISA, PCI-QSA,
PMP

CISSP, PCI-QSA

Engagement
Managing Diractor

Director

Assoclate Directar

Senior Consullant

TP-13

Expected Participation andl
Caontributions

Scott will serve as the Quality Assurance
Managing Diractor and will provide
subject matter expértise. He will
participate remotely for this project.

David will serve as the lead QSA,

respansible for initial Quality Assurance of
tha defiverables. He will participate on-site
as required to complete the engagement

Willy wifl be responsible far managing the
execution of fieldwark and will be involved
in all scoping decisions. He will be
devoted one to two days per week for this
project.

Robert will execute the majority of the

fleldwark. He will participate full time
primarify on site for this project.

Protivili Proposal for OOCEA | 12
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Qur Dedication to Quality

Delivering quality service to our clients is a core value at Protiviti.  Phil Fretwell. our Orlando office
Managing Director, is a leader in our Firm’s Global Quality initiative. All our professionals wark axtremely
hard to ensure that our clients' expectations and our quality standards are met. We will ensure the
Authority's expectations and our quality standards are met using key performance indicators, such as
timeliness of project reviews and quality of service provided. In an effort to consistently deliver our
services, we employ the following quality control procedures:

»

Quality Assurance Process Protiviti assigns a Quality Assurance Managing Director to all PCI
assessments that inciude a Report on Compliance. In addition, a national guality assurance team
reviews all ROCs produced by Protiviti throughout the world in order to maintain consistency. The
PCI quality assurance process has at least two touchpoints: one after the scope has been defined
and another after fieldwork has concluded.

Subject Matter Expertise Subject matter specialists (in this case Qualified Security Assessars)
are integrate into our service delivery to provide the deep insights you need, add value and
provide benchmarks for how similar companies and arganizations operate.

Training As a professional services organization, the quality of our product and services resides
in the capabilities and talents of our people. As such, we continue to make significant
investmenils in the development of our personnel. All of our PCI personnel altend a manthly call
to drive consistency in our approach and service delivery. In addition, all of our PCI personnel
have attended training on the ROC Reporting Guidelines and associated audit procedures.

Client Satisfaction Measurement Our standards ensure quality service and deliverables. Client
service is critical to our success and our goal is to exceed your expectations. Our client
satisfaction framework is built upon Protiviti and the client working together to accomplish the
following:
» Understand needs and expectations
«  Build an understanding of needs and expectations into an action plan for serving the
client
+  Monitor how we are performing against the plan
Measure results to continuously improve our approach for serving the client

«  Modify our processes to respond to feedback provided by the client

QOur primary means of monitoring Client Satisfaction are through frequent update meetings
between senior management and the respective teams, as deemed necessary. Additionally, we
routinely conduct client feedback interviews as part of our Client Value Management process,
Protiviti's global process for confirming client satisfaction. This cne-on-one, interview-based
process is focused on certain clients and has included OOCEA in the past.

Protiviti Proposal for OOCEA | 13
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M/WBE Participation

Policy Statements
Equal Opportunity Employment and Non-discrimination

Robert Half International (Protiviti's parent company) is an equal opportunity employer. Hiring, promation,
transfer, compensation, benefits, discipline, termination and all other employment decisions are made
without regard to race, colar, religion, sex, sexual orientation, gender identity. age, disability, national
origin, veteran status or any other protected status.

Because of our support of equal employment opportunity, discrimination on account of race. color,
religion, sex. sexual orientation, gender identity, age, disability, national origin. veteran status or any other
protected status will not be tolerated.

Minority/Women/Disabled/Veterans Owned Businesses Plan

It is the policy of this Company to help ensure that small business concerns. small women-owned
business concerns and small-business concerns owned and controlled by socially and economically
disadvantaged individuals shall have the maximum practicable opportunity to compete for our business.
This opportunity is intended to be made available not only when fulfilling contract obligations with the U.S.
Government but also throughout our overall business activity. We firmly believe that such participation by
these business enterprises will prove to be beneficial to the economic well being of this country and of our
Company.

Protiviti's policies protect the interest of minorities and women in management and in the workplace. In
the Orlande office, 50% of the members of the management team are minority or women empioyees. In
addition, 47% of the Orlando office workforce is minority or women.

Protiviti Orlando has a past history of contracting with Minority or Women Business Enterprises in Central
Florida and will continue to do so on an as-needed basis, depending on the nature of individual projects
and level of expertise required.

Protiviti Proposal lor OOCEA | 14
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ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
PCI COMPLIANCE AUDIT
CONTRACT NO. 000960

ACKNOWLEDGMENT OF STANDARD OF CONDUCT AND
CODE OF ETHICS

[F awarded the Contract, the undersigned covenants and agrees that it and its employees shall be
bound by the standards of conduct provided in Florida Statutes 112.313 as it relates to work
performed under the Contract. which standards will by reference be made a part of the Contract
as though set forth in full. The undersigned agrees 1o incorporate the provisions ol this
requirement in any subcontract into which it might enter with reference to the work performed or

services provided.

The undersigned further acknowledges that it has read the Authority’s Code of Ethics and, to the
extent applicable to the undersigned, agrees to abide with such policy.

ﬁu[;.‘.,;/-. In(.

Company Name

By: ,;/}""'"? A ’/’.;,é".l,-z,,,,.é-’

Title: /17:‘?.-1;#4, ari P (e s

(Note: Failure to execute and submit this form may be cause for rejection of the submittal as
non-responsive.)

« PSR-13
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ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
CONFLICT/NONCONFLICT OF INTEREST STATEMENT

CHECK ONE .

I'o the best of our knowledge, the undersigned (irm has no potential contlict of interest due to any other clients,
contracts, or property interest for this project.

OR
The undersigned tirm, by attachment ta this form, submits information which may be a poteatlal conflict of interest

due to other clients, contracts or property intercst for this project.

LITIGATION SUMMARY =

PLEASE DISCLOSE AND PROVIDE A SHORT SUMMARY AND DISPOSITION OF ANY CIVIL
LITIGATION IN FLORIDA INVOLVING THE FIRM AS A NAMED PARTY WITHIN THE LAST FIVE

(5) YEARS.

ALSO DISCLUSE ANY ACTIONS AGAINST THE FIRM BY THE FLORIDA BAR, THE DEPARTMENT
OF PROFESSIONAL REGULATION AND/OR ANY OTHER FEDERAL, STATE OR LOCAL
REGULATORY AGENCY INCLUDING DISPOSITION OF SAME.

CHECK ONE

[ ] The undersigned firm has had ne litigation or any projects in the last five (5) years.

OR

rvf The undersigned firm, BY ATTACHMENT TO THIS FORM, submits a summary and disposition of
individual cases of litigation in Florida during the past five (3) years; and actions by any Fedcral, State, and

locat agency.

Probruidi Toc
COMPANY NAME
i R Y s 21
AUTHORIZED SIGNATURE

Scoftb (. L alibeit
NAME (PRINT OR TYPE)

IPiinag. e )i tilgs

[TLE

I"ilure to check the appropriate blocks above may result in disqualification of your proposal. Likewise, failure to
srovide documentation of a possible conilict of interest, or a summary of past litigation, may resultin disquallfication of

sour proposal.

TP-17
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Attachment - Litigation Summary

To Protiviti's knowledge. Protiviti has not been a named party in any litigation in Florida in the past 5
years. Protiviti Inc. has been party to an Equal Employment Agency Commission action in Florida that
was filed in April, 2008. The subject malter of such case is an employment related dispute with a former
employee and the commission resolved the matter by issuing a right to sue letter to the employee.

2rotiviti Proposal for OOCEA
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ORLANDO-ORANGE COUNTY EXPRESSWAY AUTHORITY
DRUG-FREE WORKPLACE FORM

The undersigned, in accordance with Florida Siatue 287.087 herby certifies that

P__B/_Q _I'W}_}:{_ T hoe. does:

Name of Business

Publish a statcment of notifying cmployees that the unlawful manufacture, distributon, dispensing,
possession, or use of a controlled substance is prohibited in the workplace and specifying the actions that
will be taken against emplayees for violations of such prohibition.

Inform employees about the dangers of drug abuse in the workplace, the buginess's policy of maintaining
a drug-free workplace. any available drug counseling, rehabilitation, and employee assistance programs,
and the penalties that may be imposed upon employees for drug abuse violations.

Give each employee engaged in providing the commoditics or contractual services that are under bid a
copy of the statement specificd in Paragraph 1.

In the statement specified in Paragraph |, notify the employees that, as a condition of working on the
commodities or contractual services that are under bid, the employees will abide by the terms of a
statement and will notify the employer of any conviction of, or plea of guilty or nolo contendere to, any
violation of Florida Statute 893 or of any controlled substance law of the United States or any state, fora
violation occurring in the workplace no later than five (5) days afler such conviction.

Impose a sanction of, or require the satisfactory participation in a drug abuse assistance or rehabilitation
program if such is available in the employee’s community, by any employee who is so convicted.

Make a good faith effort 1o continue to maintain a drug-free workplace through implementation of
paragraphs | thru 5. -

As the person authorized to sign this statement. [ certify that this firm complies with the above requirements.

P A R

Proposer’s Signature

W20 VADRVE
Date
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Scott Laliberte
Managing Director
Philadelphia Office

Contact Information

Direct:  +1 267 256.8825

Fax: +1 267 256.8954

Mobile: +1 $09.970.1204

Email:  scott laliberte@protiviti.com

Areas of Expertise

+ Securnty Assessment

* Intrusion Detection

» Forensics & Incident Response
* Security Architecture

Industry Expertise

* Healthcare

= Financial Services
« Manufacturing

» Government

Education

» Bachelor of Science (Mathematics and

Computer Sciences); United States
Coast Guard Academy

Master of Business Administration;
Rensselaer Polytechnic Institute

Professional Memberships
3 Certifications

Professional (CISSP)

{CISM)

Certified Network Professional
Qualified Securty Assessor (QSA)
Information Systems Security
Agsociation

Association

Cos document s far your company s internal tse onty aind may not pe

Certified Information Systems Security

Certified Information Security Manager

information Systems Audit and Control

e LY TPy

Professional Experience

Scott Laliberte is a Managing Director in the Philadelphia office of
Protiviti, providing clients with Information Systems Security Services.
He leads operations for Protiviti's Global Information Security Practice.

Scott has delivered high quality security services to a variety of clients in
financial services, healthcare, life sciences, manufacturing, and other
industnes. He has led and managed many security assessment,
implementation, and managerment projects.

Scott is a published author, accomplished speaker, and quoted subject
matter expert in the area information systems security. Scolt co-
authored a book about penetration testing and information security called
HACK |.T. published in February 2002 by Addison-Wesley Pubiishing.
Scott's second book Defend L.T. is a collection of case studies in
information security and was published in the spring of 2004. Scott also
served as an instructor for a five-day course on penetration testing
techniques and methodologies. He has spoken on information security
topics for a variety of audiences and industries including IAPO, ISACA.
1SSA, NAFSA, IIA, and HCCA. He has been quoted as a security expert
in the Financial Times, Securities Industries News, and other
publications. Prior to becoming a consultant, Scott was an Information
Systems Security Officer for the United States Coast Guard.

Major Projects

«  Led numerous security assessments, including PCI and penetration
lesting engagements. These projects included assessment of threats
and vulnerabilities leading to a prioritization of risks and the
development of a security "roadmap”. Taols used in the
engagements included a combination of commercial licensed
software, freeware tools, and self-developed scripts.

«  Led many security policy projects using ISO 27001 as a set of
guiding principles. These projects included assessing policies,
recommending policy changes, implementing the policies, and
designing the monitoring programs to ensure policies are followed.

¢« Led and managed several Enterprise Security assessments for many
large to mid-size companies. Durnng these assessments, Scolt's
teams identified gaps and solutions to close those gaps between the
current practices and industry leading security practices.

+ implemented a number of security solutions including intrusion
detection systems, firewalls, VPN's, vulnerability scanning tools, and
systems hardening programs.

+ Designed and reviewed eCommerce designs for retail, healthcare.
.ind financial service applications.

+  Led and managed several incident response engagements. During
these engagements, Scott's teams rapidly responded to incicents
iom both internal and external attackers. They identfied systems
iifected, determined how the incidents occurred, helped detarmine
the damaage caused. collected forensics data, and developed
snlutions 10 help prevent similar incidents from occurring in the
future.

Srotiviti Proposal for OOCEA
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David Taylor
Director
Orlando Office

Contact Information
Direct: +1 407 849.3916

Fax: +1 407.849.3995
Email:  david.taylor@protiviti.com

Areas of Expertise

+ Information Security
+ PCI Compliance
« Incident Response

Industry Expertise

* Financial Services
= Gavernmernt

* Healthcare

= Hospitality

» Insurance

Education
+ B.S. - Computer Science

Professional Memberships
& Certifications

» Member of Infragard

» Cedified Information Systems
Security Professional (CISSP)

» Certified Information Security
Manager (CISM)

= Qualified Security Assessor (QSA)

Tes dacuinent s for your company s iniernal use anly and may ont be

addiddiGTis

Prafessional Experience

David is a Director based in Protiviti's Orlando office. He has more than
20 years of experience in information security and IT Audit. He is a
former federal agent and Computer Crime Investigator (CCI) for NASA's
Inspector General and for the United States Air Force Office of Special
Investigations (AFQSI). As a CCl. David investigated computer intrusions
and other violations of law relating to computer and communications
systems.

At Protiviti, David leads the Orlando Technology Risk practice as well as
the Southeast Region Information Security practice. Additionally, David is
the leader of Protiviti's Incident Response group. David has assessed
Information Technology related controls, reviewed security programs and
resporded to security incidents at companies throughout the United
States, including several financial institutions, technology manufacturers
and hospitality organizations, among others. He has spoken on
information security topics for a variety of audiences and organizations
including the MIS Training Institute, ISACA, Legal Tech, Florida Institute
of Certified Public Accountants, the Institute of Management Accountants
and InfraGard, among others. David is a Certified Information Systems
Security Professional (CISSP) and Certified Information Security Manager
(CISM). He is also a contributing author to Defend 1.T., published by
Addison-Wasley.

Major Projects

« Leads the PCl compliance effort for a global office supply company.
David's team is performing the on-site assessment, external quarterly
scans and application reviews.

- Provided Information Security services to an QOrlando-based specialty
pharmacy company. David's team performed penetration testing and
security assessment services as part of the company's regulatory
compliance effort.

+ Led Incident Response projects for several large universities
throughout the United States that had suffered a breach and were
concerned about the compromise of sensitive data (e.q., credit card
numbers, name, address, birth date, etc.).

< Led more than one hundred information security assessment projects
for targe-scale companies around the United States. The projects
included identification of netwark vuinerabilities as well as quidance on
how to remediate any identified vulnerabilities.

+  Provided Incident Response services to many companies throughout
the United States. The projects included the use of computer forensic
wols to assist In the response.

Protiviti Proposal for OOCEA
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Willy Alvarado
Assaciate Director
Orlando Office

Contact information

Direct: +1407.849.3917

Fax: +1 407.849.3995

Email;  willy.alvarado@prativiti.com

Areas of Expertise

« Information Security / Privacy / PC
« |IT Project Management
= |T Audit & Compliance

Industry Expertise

« Financial Services / Real Estate
« Gavernment / Not-for-Profit

* Healthcare / Insurance

* Hospitality

Education / Qualifications

+ BS Industrial Engineering — Univ. of Florida
« MBA - University of Florida

« Certified Information Systems Auditor

« PCI Qualified Security Assessor

* Project Management Professional

- ITIL Foundations Certificate

Professional Memberships

« Institute of Internal Auditors (11A)
* ISACA
» Project Management Institute

_-.5115'21“}3'!‘%_3 i

Professional Experience

Willy is an Associate Director with Protiviti. He has over fourteen years of
consulling experience in a broad range of industres. He pnmanty focuses
on Information Security / Privacy / PCI, IT Praject Management, and |T
Audit & Compliance.

Major Projects

«  TimeShare Company: Currently leading an Identity Management
Solution implementation for a global TimeShare resart company.
Previously executed the design and project planning for the project,
which includes the implementation of authentication and account
management, Single Sign-on (SSQ). and Public Key Infrastructure
(PKI) solutions. R

+  Hospitality and TimeShare Companies: Lead the PCI Report on
Compliance assessments for clients in the hospitality and timeshare
industries. Led the remediation efforts. Also assisted with PC| Report
on Compliance testing and site visits for two other global timeshare
organizations and one leading global hatel chain.

« Real Estale Investment Trusts (REITs): Currently leads the Internal
Audit and SOX 404 compliance efforts for one REIT and the IT Audit
and IT SOX compliance effarts for four other REITs. Led the Internal
Audit and SOX 404 compliance efforts for a large hospitality REIT.

Private Healthcare Provider: Led tha IT Audit function. Started with a
COBIT-based risk assessment. Audits included change management,
service desk, disaster recovery, and HIPAA securily.

. Insurance Company: Led a PCI diagnostic and provided PCI
remediation assistance. Also led an Identity Management
implementation, including authentication and access management,
3S0, and a role hased access redesign effort,

«  State College: implemented SharePoint 2010 at a state college.

- Consumer Products Service Provider: Led a third party PCl compliance
assessment for this service provider for a leading telecommunications
industry merchant.

«  Toll Road Authonties: Led PCl Report on Compliance assessments for
two major toll road authorities, including third party vendor
ssessments.

+  Cruise Line: Performed a PCI assessment for a leading cruise line.

+  Retalers: Perfarmed PCI Report on Compliance assessments for two
clothing manufaciurer / retailers.

+  Theme Park: Led the IT Audit function and IT SOX 404 compliance
«ffort for a leading theme park. Also led the PCI remediation effort.

+ Bank: Led the effort In assisting a bank to remediate control findings
Jirected at the 1T organization by a federal requlator.

+ Insurance Provider: Led a PCl gap assessment and provided PCI
remediation assistance.

- Restaurant: Led the vear 1 IT SOX 404 compliance effort.

- Not-for-Profit Association: Led Implementation Reviews duting thew
rransition to new association management and tinancial systems.

T document 1s for your company s mternal use oniy and may not be “rotiviti Proposal for OOCEA
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Robert W. Noblit
Senior Consultant
Tampa Office

Contact information

Direct; +1813.348.3514

Fax: +1 813.348.3465

Email:  robert.noblit@protiviti.com

Areas of Expertise

* [T Consulting

« Information Security & Privacy

» Security Assessments

+ Vulnerability Assessments

» Business Continuity Management

industry Expertise

+ Communications

* Financial Services

» Healthcare

» Hospitality

« Transit & Expressway Authority
« Large Retailer

Education

- Bachelor of Science — Information Security
Assurance

Professional Memberships
& Certifications

+ Payment Card Industry Qualified Security
Assessor (PCI-QSA)

« Caertified Information Systems Security
Professional (CISSP)

+ Member, Information Systems Security
Association (ISSA)

sistnbuted 1o any third party > 2013 Prativit Inc
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Professional Experience

Robert is an experienced Sentor Consultant in the IT Consulting
practice based out of Tampa. Florida with focus areas in
Information Security & Privacy. He is a technology professional
offering years of hands-on sysiem management experience and
consulting for public and private sector arganizations.

He has demanstrated the ability to plan and execute full life cycle
projects from needs assessment through deployment in
collaboration with key business unit stakeholders. Expertise
analyzing emerging threats and vulnerabilities as basis for gap
closure and threat management policy development.

Robert has honorably served in the United States Marine Corms
and has eamed reputation among senior-level leadership for
dedication, superior technical knowledge, and saund decision
making abilities that enabled optimal secure systems operations
under harsh, demanding, and hazardous conditions. Additionally,
Robert has served clients in various industries as a lead
consultant,

Major Projects

«  Robert has conducted muiltiple PCI report on compliance
(uviews for Leval 1 merchants to provide a comprenensive
look at the current state of information security within each
organization. He has reviewed the network architecture as
well as the wireless infrastructure deployed across each
location and remote facilities.

- Robert has performed comprahensive Vulnerability
Assessments and Information Security Reviews. He has
serformed technical scanning and reporting of resulls on
thousands of internal critical systems. The reported results
.llowed each organization ta rank vuinerabilities discovered
according to the nsks posed to various systems in the
organization so as o address the vulnerahilities in a logical
manner.

«  Robert has delivered expert security consulting services for
network secunty protection, prevention, and remediation
sarvices. He has partnered with client executives and
husiness unit managers to assess needs and audit system
suinerabilities based on planned growth and emerqing threals.
He has created gap closure plans. remediation strateqies, and
technology ntegration/upgrade/enhancement plans designed
io oplimize protection of oroprietary data and ntellectual
property.

Protiviti Proposal for OOCEA
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WORKSHEET FOR RENEWAL/NON-RENEWAL OF CONTRACT
File Location: FY16

Contractor: Protiviti, Inc. Contract No.: 000960

Contract Name/Description: PCI Compliance Audit
Contract Amount (Including Supplemental Agreement):$ 291,625.00
Original Contract Execution Date: 5/22/2013 Expiration Date: 7/17/2017

Original Contract Term:_105 Calendar Days with n/a___ Renewal Options

First Renewal: 7/18/2016 —7/17/2017 Second Renewal:

What is the factual basis to support renewal/non-renewal recommendation? Are the value
and level of service provided by the (Contractor) (Consultant) satisfactory and adequate
for CFX’s needs? For non-renewal recommendation due to Contractor non-compliance,
give specific instances for non-compliance with work/performance requirements. Has
Contractor been notified of the instances of non-compliance? Give date(s) and method(s)
of notification. For non-renewal recommendation due to other reasons (scope changes,
quantity, work limit changes, price increases), give specifics.

-

. . 3 = [
r e AN E.Sﬁb‘fv\')["zq! Le v VIice ™

2 v v
'\'\/\L 1 22N
Renewal Recommended

Yes X No - = @3- 22-1#
' (Recommending Department Head/Manager) Date

Approve Recommendation

Yes X No (\—Z*""_L‘J Yr Corene Qi 3‘”1’12':’7'

(Name) 6 Date
Chiefof “Techn Oloz‘sl Oprrations

Concur With Recommendation

Yes v No @(fﬁ'/\—-—ﬁﬁ__ﬁg 3"22"‘/7

(Name) Date
Director of Procurement
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